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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.    

Stay Smart Online Alert Service Survey 

Last month we conducted a survey of email subscribers to the service.  Thank you to all subscribers 

who took the time to respond to the survey ς your feedback is important and will be used to help 

improve the service.     

Useful security tips 

Sometimes visiting legitimate web sites can be harmful 

Every day legitimate, and often trusted, web sites are compromised by criminals to serve malware to 

unsuspecting visitors to these web sites.   The malware on these sites varies from case to case but 

often it enables criminals to take control over the computer and gain access to valuable financial and 

personal information on the computer, including account credentials (usernames and passwords) for 

various online services, such as online banking and email accounts. 

There are several tools and software packages available to help identify web sites that are suspected 

of hosting malware before your browser completes a connection to the web site.   Some of these 

tools simply involve activating particular security features in your web browser. 
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Figure 1 shows the type of warning you might receive if you ƘŀǾŜ ŀŎǘƛǾŀǘŜŘ ǘƘŜ ά.ƭƻŎƪ ǊŜǇƻǊǘŜŘ 

ŀǘǘŀŎƪ ǎƛǘŜέ ŎƘŜŎƪōƻȄ ƛƴ Mozilla Firefox and attempt to connect to a web site that was known to be 

serving malware. 

 

Figure 1, Mozilla Firefox browser warning about malware site 

Firefox checks the web pages that you visit against a blacklist that is downloaded to your computer.  

If it gets a match, it rechecks if the web site is still known to be malicious with a third party.  If there 

is a match, Firefox displays the Reported Attack Site or Reported Web Forgery warning, as 

appropriate.1  Sites that were previously reported as malicious, and which have been cleaned (that 

is, they had the malware removed) are removed from the blacklist.  

 

Enabling security features in Mozilla Firefox 3.6.x 

¢ƘŜ ά.ƭƻŎƪ ǊŜǇƻǊǘŜŘ ŀǘǘŀŎƪ ǎƛǘŜέ ŀƴŘ ά.ƭƻŎƪ ǊŜǇƻǊǘŜŘ ǿŜō ŦƻǊƎŜǊƛŜǎέ checkboxes are found in the 

Mozilla Firefox Tools menu.  Select Tools, then select Options and then select the Security tab.  To 

activate these features, make sure the boxes are ticked as shown in Figure 2 below. 

 

 

                                                             
1  http://www.mozilla.com/en-US/legal/privacy/firefox-en.html 
 
http://code.google.com/apis/safebrowsing/firefox3_privacy_faq.html 

http://www.mozilla.com/en-US/legal/privacy/firefox-en.html
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Enabling security features in Microsoft Internet Explorer 8 

Microsoft Internet Explorer 8 has a similar feature called the SmartScreen Filter.  To check that it is 

on, open Internet Explorer.  Select the Safety menu (from top right of the browser window), then 

scroll down to SmartScreen Filter.  It will display a sub-menu, which can be used to turn the 

SmartScreen Filter on or off.   

 

Figure 3, Microsoft Internet Explorer SmartScreen Filter settings 

The following link provides more information from Microsoft about the SmartScreen Filter and 

includes an example of the warning message which will appear if you attempt to connect to a web 

site that is on the blacklist used by the SmartScreen Filter. 

 http://www.microsoft.com/security/filters/smartscreen.aspx  

Figure 2, Mozilla Firefox, Block reported attack sites setting 

http://www.microsoft.com/security/filters/smartscreen.aspx
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This feature is an improvement on the Phishing Filter which was a feature of Internet Explorer 7; the 

SmartScreen Filter provides warnings about web sites hosting malware as well as web forgery 

(phishing) sites. 

Other browsers 

Like Mozilla Firefox, Apple Safari and Google Chrome use the Google Safe Browsing Service and the 

Safari and Chrome browsers have similar features which can be activated. Figure 4 shows the option 

enabled in Google Chrome.  To access this feature, click the Tools menu (the spanner) and select 

OǇǘƛƻƴǎΣ ǘƘŜƴ ǘƘŜ ά¦ƴŘŜǊ ǘƘŜ IƻƻŘέ ǘŀōΦ 

 

Figure 4, Google Chrome phishing and malware protection 

 

Using search engine results to help detect malware 

Similarly, some search engines have systems in place to warn you when your search results include 

web sites that were known (according to their recent records) to contain malware.  The following 

shows the warning you may see if you use the Google search engine.    
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Figure 5, Google search results which include a warning that the site named may harm your computer 

If you were to click on the web page link (which has been partially obscured in Figure 5 above), 

Google provides a link to a diagnostic page which explains why it considers the web site to be 

unsafe. 

 

Figure 6, Example Google diagnostic page which explains why it marked a web site as unsafe 
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How reliable are the results? 

Not all search engine providers have this feature and among those that do (eg, Bing, Google and 

Yahoo), search engines may report different results as to whether a particular site is known to 

contain malware or not. 

Similarly, the blacklists used by some browsers (and search engines) are not always up to date.  

There is always a delay between when new malware is installed on a web site, when the site is 

discovered and when the information is added to the blacklist.  Therefore, some sites may have 

malware on them but this may not be detected and reported by the browser or other security 

software present ς such as anti-virus software.  Conversely, false positives may occur when the 

browser (or search engine) warns that a site is potentially malicious but it is not.  This situation may 

occur if the web site owner has removed the harmful code but the blacklist has not yet been 

updated to reflect this change. 

In summary, although occasionally mistakes occur or information may be out of date, the tools 

described provide very useful, and generally reliable, advice to indicate if a web site is malicious. 

For further information refer to the Factsheet, Web threats ς what are they and what you can do to 

protect your computer and information. 

 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

http://www.ssoalertservice.net.au/content/doc/F20_web_threats.pdf
http://www.ssoalertservice.net.au/content/doc/F20_web_threats.pdf

