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Overview
The purpose of the Newsletter is to provide general advice about online securityaisgduresp you
learn to better manage the security of your computer and information when online

The Newddtter provides additional information about the threats andtaare bugs which were
reported during the period, or abootherthreats o be aware af

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

Survey

In March and April, we conducted a survey of those who subscribe to the Stay Smart Online Alert
Service by email. The results of this survey are now being collated and feedback will be used to see
how we can improve the service and make it more useful. Thank you very much to those who took
the time to respond to the survey.

Common online threats

Scams

The Stay Smart Online Alert Service is designed to provide information about security threats and
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There are many scams that do not involve a specific threat to a computer. The Australian
D2JSNYYSyiQa { Owwh.scanwité Kov.au 8 dgredt feddusce for finding
information about traditional scams, including those where scammers contact potential victims via

email or create web sites to facilitate scams. Most of the scams described on the ScamWatch web
site will not physically harm the security of your computer. Rather, they are designed to trick you
into providing money in exchange for a fake or non-existent service or product or trick you into
providing your sensitive information for financial gain by the scammers.
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www.scamwatch.gov.au%20

But some scams have the added risk of alsocausing harmful software (malware) to be installed on
your computer, which allows the criminal who installed it to steal a whole range of sensitive
information from your computer and take control over your computer without your knowledge.

Scams that start with your telephone and end with your computer, and beyond
Recently there have been a number of reports from Australian residents who have received
unsolicited telephone calls, which involved the installation of potentially malicious software.

The caller (in this case, the scammer) claimed to have information thatthe ! dza 4 NI} f A I y dza SNDa
computer (the target, or victim, of the scam) was & NHzy Y A Y 3 &Y | 2f 6¢€ [(aMefdkbr & K |

similar) on their computer. The caller claimed that they could help fix the computer if the computer

user paid for the service using their credit card. The solution also required installing software on the

dza Schidpdter which allowsthe O £ f S NI & red el tdhtndl@he dza Schidpdter and

access information on the dza Schidipéter.

Sometimes when the recipient of the call stated they were not interested in the service, the caller

g2dZd R 2FFSNI G2 adAtt GaFAEE GKS O2YLIzi SNI F2NJ FNBS
This would be ¢free€ of charge. If the user of the computer agreed to this then software would be

installed remotely on the computer. Some user assistance is required for this to occur and the caller

provides instructions for how to do this over the telephone.

This software allows the caller to take control over the computer as if they had physical access to the
computer. Such software can be legitimate, if you really know who the caller is and trust that they
are able to provide a legitimate, competent service. However, agreeing to install such software at
the request of a criminal is harmful and allows the criminal to take control over your computer and
all information on it. It is unlikely to fix the problems you want fixed.

In situations such as these, where the telephone call is unexpected and unsolicited, and you have

not done anything that may have initiated this call,such as the following examples:

9 you have not made a complaint to your Internet Service Provider (such as Bigpond,
Optusnet, AAPT, iiNet, Internode, etc);

1 you have not made a complaint to the shop where you bought your computer;

 you have not made a complaint to the software vendor (such as Microsoft or Apple) or
hardware manufacturer (such as Apple, Dell, HP, Acer etc),

then there igeallyno credible rason why you should believe thelaims even if you do happen to
think your computer is running slow has other problems

This is likely to be a scam to trick you into paying a fee using your credit card for a service you do not
need for a service that will not work; and a trick designed to get you to install software that is likely
to do even more harm than to your computer and may result in further fraud, such as identity theft.

If this situation occurs ¢ especially where the call was made without being in response to any

request for assistance to your Internet Service Provider, computer manufacturer or operating

software vendor, you should decline the service and provide no further information to the caller and

under no circumstances agreetoinstalf &2 F i gl NS S@Sy AT Al Aa aFNBSE
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If you are potentially interested in the service, then before providing any information or agreeing to
Ayadalft Fye &a27dsl NFousaoki$findos Mdrelinfiormbtion taveriNS S¢ 2 NJ y 2
whether the caller is legitimate, trustworthy and reputable in terms of their ability to provide such a

service.

Ask the following questions:

2 KFG Aa GKS OFffSNRa ylYSK
What is the name of the company he (or she) works for?
Where is the company based? (in Australia or overseas?)

What is their telephone number?

=A =4 =4 =4 =4

If they say they are based in Australia, ask for:
0 Their ABN (Australian Business Number)
Their address in Australia
Their Australian web site address
Their contact telephone number

O O O ©

(If they refuse to provide specific details then this is already a reason to doubt their
legitimacy)
 How do they know your computer has this problem?
0 Where did they get the information on which they make their claims?
 How did they get your telephone number?
What money back guarantees do they provide if not satisfied with their service?

If the answers to any of these questions are evasive, non-specific or vague then this is very likely to
be a scam. Similarly, if the answer to any of these questions is unsatisfactory or suspicious then you
should hang up. You may even wish to report the call to your local police.

Warning

Remember that if you buy services from organisations that are based overseas, you may
have no recourse to make a complaint should you later discover their claim to provide a
service was fraudulent and it is also much more difficult for local Australian police to find or
prosecute the persons involved.

lfaz2y AF GKS az2FiGol NB @2dz al ANBSReé irgs Ayadl ff
software and some anti-spyware products will not regard the software as malicious because

you agreed to install it under a user licence and therefore it will not provide any warning

about the software, even if it is used for malicious purposes.

What if | get a call from my ISP or my bank?

Occasionally, Australian based Internet Service Providers (ISPs) or banks may seek to notify their
customerghat their O dza (i 2 SR Bas malicious software (such as a virus) on it, if this
information becomes known to them

In these situations, you should always verify that the caller is indeed who they claim to be; that is,
the caller really works for yourbank or yourISP.
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It is easy to verify this by askingfori K S Ol f fan8 dékihe YWhitdy Bageselephone directory
to find the main switch or customer support number for your bank or your ISP. You should then ring
this number to verify the caller really works for them and; secondly, verify that person just contacted
them about the matter raised. If not, then no doubt both your bank and ISP would be interested to
know that someone is attempting to impersonate them.

Unlike the scam described previously, your bank and your ISP will not seek to charge you a fee for
their advice, nor help you install software on your computer over the telephone. If you can verify
these calls are indeed made by your bank or your ISP, then this is likely to be a legitimate call.

Security tips
Your web browser is used to view web sites on the world wide web. Microsoft has released a new
upgrade of its popular web browser, Internet Explorer version 8, also known as IE8.

~

f ) Microsoft advises that IE8 has a number of new features which
improve the security of its browser and make it easier for users to
detect when a web site is harmful, or includes malicious software.

o

Figurel, Microsoft Internet
Explorer web browser logo

Unfortunately, normally trusted and legitimate web sites can be compromised by criminals and small
parts of the code in the web site can be changed to include malicious software. This means that if
you visit the web site, your computer is at risk of becoming infected with that malicious software
and further harm to your computer and/or personal information may occur.

Microd 2 HEB ©2@wser has some new features which are designed to help warn and detect if this
situation occurs. It will help give users the information needed to protect their computers. Further
information about these features can be found here:

http://www.microsoft.com/windows/internet-explorer/features/stay-safer-online.aspx

When should I do this?

There is no hurry to upgrade to IE8 but for those who wish to have the most secure software
currently available then it is recommended that anyone with Internet Explorer version 7 upgrade to
version 8. As a general rule, it is always better to upgrade to newer versions of software when
available as they are generally more secure, or have more useful security features.

The only exception to this is that we do not recommend upgrading to versions that are still classified
Fa aoSal ¢ tKSaS @OSNBA2YyA | NB NBfSIad®#andi2 (GKS
are more likely to contain problems then non-beta versions. IE8 is no longer a beta version.

Microsoft Internet Explorer 8 is not automatically included in your monthly Microsoft security
updates as it is not fixing faulty existing software but is regarded as a new software package.
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How do I check which version of Microsoft Internet Explorer | have installed

1. Open Internet Explorer

/€ Stay Smart Online Alert Service - Home - Windows Internet Explorer
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Welcome to the Stay Smart Online Alert Service

The Stay Smart Online Alertt Senice is a free subscription based senvice that provides home
users and small to medium enterprises with information on the latest computer network
threats and vulnerabilities in simple. non-technical. sasy to understand language. It will also
provide solutions to help manage these risks

The Stay Smart Online Alert Senice is also available through the Stay Smart Online
website: http:/www_staysmartonline_gov.au/

Latest Alerts

False Facebook emails can lead to theft of personal data - SS0-AL2009-014, 02 April 2009
Emails appearing to come from Facebook are threatening to infect computers with trajans

Important Security update for Mozilla Firefox web browser - 880-AL2009-013, 30 March 2009
Software and platforms affected The following software is affected Firefox 3.0.7 and earlier for the
following operating system platforms: Windows (all versions) Mac OS X (all versions) Linux {all
versions) What is the problem? There are severa.

New Sun Java corrects multiole buas - SS0-AL2009-012. 26 March 2009 =

e Internet | Protected Mede: On H100% -

2. Open the Help menu which is found by clicking the double arrow in the top right hand corner.

3. { St SO

How do | install IE8S?

G! 02dANE I SONK B @
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If you wish to install IE8, you need to download it from the Microsoft web site:

http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx
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http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx

2. Select your operating system from the list at step 2.

3. Follow the prompts, by selecting the type of Internet connection you have, and then select
G53%d 21 R¢ @

4. { St S Oiinthé popimyp Box and follow the rest of the prompts.

AVG 7.5 expiry

Grisoft is a security software company that produces free and commercial anti-virus software and
other security products for your computer, called AVG. Users of the free (for non-commercial use)
anti-virus software product, version 7.5 would have noticed pop-up warnings that this version is no
longer being supported and that users should upgrade to version 8.5 before 12 April 2009 to ensure
they maintain anti-virus software protection.

LG Aa ySOSaalNe (G2 GFr1S a2YS FOGA2y Fa OKz22aiay3
will be at risk. Every computer needs an up to date anti-virus product installed; without an up to

date anti-virus product installed on your computer, it is likely to be a short time before your
computer becomes infected with a serious form of malicious software.

ol AVG Free notification =5

Urgent AVG Security Warning

Support for AVG 7.5 is about to be withdrawn.
After April 12, AVG Free 7.5 will no longer be updated.

Time is running out!

To stay protected against new viruses and other web
threats, you must download new A¥G 8.5.

Deadline is April 12!

Install later

Figure2, Warning notice gien to users of AVG 7.5 free antirus software

L¥ dza SNA& OfAOI 2y idKS é(L)/él'jI'ff b2de fAY] GKS& gA
new version, 8.5.
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/2 AVG Antivirus and Security Software - Welcome AVG Free 7.5 Users - Intemet Explorer provided by Dell
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Welcome AVG Customers

Deadline Extended! AVG 7.5 products have been upgraded to version 8.5. You must
replace your current product by April 12th, 2009,

BG promises you security products that are tough on thrests and =asy on you. Hers's bow we do it
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The web page shows two different versions of AVG 8.5 that users may choose to install. Oneiis a

commercial product for $89.99 Australian dollars or a free product for non-commercial use, which

has fewer features than the commercial product.

It may not be obvious but in small print at the bottom is a link to install the free upgraded version of
this software. Some users had not noticed the small print and assumed they had to upgrade to the

commercial product and were reluctant to do so due to budgetary constraints.

This is not the case. If the product is being used by home Internet users for personal use; not
commercial use, there is a free version of AVG (8.5) which they can upgrade to. While the free

version does not have all the security features of the commercial product, it is important that some
anti-virus is installed that can be updated on a daily basis. Either way, we recommend that users of

AVG 7.5 upgrade to either the free or commercial version.

Upgrading to AVG version 8.5 will automatically uninstall version 7.5, in response to the prompts.

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and

the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general
information only and not intended as advice and was accurate and up to date at the time of publishing. The

materi al and information in this newsletter i

S

therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

not
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The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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