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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.  

Survey 
In March and April, we conducted a survey of those who subscribe to the Stay Smart Online Alert 

Service by email.  The results of this survey are now being collated and feedback will be used to see 

how we can improve the service and make it more useful.  Thank you very much to those who took 

the time to respond to the survey. 

Common online threats 

Scams 

The Stay Smart Online Alert Service is designed to provide information about security threats and 

softwarŜ ōǳƎǎ ǘƘŀǘ ŎƻǳƭŘ ƘŀǊƳ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŦƛƭŜǎΦ  Some scams that target 

Australian Internet users ƘŀǾŜ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ǘƻ ƘŀǊƳ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŦƛƭŜǎΦ 

There are many scams that do not involve a specific threat to a computer.   The Australian 

DƻǾŜǊƴƳŜƴǘΩǎ {ŎŀƳ ²ŀǘŎƘ ǿŜō ǎƛǘŜ www.scamwatch.gov.au is a great resource for finding 

information about traditional scams, including those where scammers contact potential victims via 

email or create web sites to facilitate scams.  Most of the scams described on the ScamWatch web 

site will not physically harm the security of your computer.  Rather, they are designed to trick you 

into providing money in exchange for a fake or non-existent service or product or trick you into 

providing your sensitive information for financial gain by the scammers. 

 

www.scamwatch.gov.au%20
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But some scams have the added risk of also causing harmful software (malware) to be installed on 

your computer, which allows the criminal who installed it to steal a whole range of sensitive 

information from your computer and take control over your computer without your knowledge.  

Scams that start with your telephone and end with your computer, and beyond 

Recently there have been a number of reports from Australian residents who have received 

unsolicited telephone calls, which involved the installation of potentially malicious software.   

The caller (in this case, the scammer) claimed to have information that the !ǳǎǘǊŀƭƛŀƴ ǳǎŜǊΩǎ 

computer (the target, or victim, of the scam) was άǊǳƴƴƛƴƎ ǎƭƻǿέ ƻǊ άƘŀd ƳŀƭǿŀǊŜέ (a virus or 

similar) on their computer.  The caller claimed that they could help fix the computer if the computer 

user paid for the service using their credit card.   The solution also required installing software on the 

ǳǎŜǊΩǎ computer which allows the ŎŀƭƭŜǊΩǎ ŎƻƳǇŀƴȅ to remotely control the ǳǎŜǊΩǎ computer and 

access information on the ǳǎŜǊΩǎ computer.   

Sometimes when the recipient of the call stated they were not interested in the service, the caller 

ǿƻǳƭŘ ƻŦŦŜǊ ǘƻ ǎǘƛƭƭ άŦƛȄέ ǘƘŜ ŎƻƳǇǳǘŜǊ ŦƻǊ ŦǊŜŜ ǊŜƳƻǘŜƭȅ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ Ƙƻǿ ƎƻƻŘ ǘƘŜ ǎŜǊǾƛŎŜ ǿŀǎΦ  

This would be άfreeέ of charge.  If the user of the computer agreed to this then software would be 

installed remotely on the computer.  Some user assistance is required for this to occur and the caller 

provides instructions for how to do this over the telephone. 

This software allows the caller to take control over the computer as if they had physical access to the 

computer.  Such software can be legitimate, if you really know who the caller is and trust that they 

are able to provide a legitimate, competent service.  However, agreeing to install such software at 

the request of a criminal is harmful and allows the criminal to take control over your computer and 

all information on it. It is unlikely to fix the problems you want fixed. 

In situations such as these, where the telephone call is unexpected and unsolicited, and you have 

not done anything that may have initiated this call,such as the following examples: 

¶ you have not made a complaint to your Internet Service Provider (such as Bigpond, 

Optusnet, AAPT, iiNet, Internode, etc); 

¶ you have not made a complaint to the shop where you bought your computer; 

¶ you have not made a complaint to the software vendor (such as Microsoft or Apple) or 

hardware manufacturer (such as Apple, Dell, HP, Acer etc),  

then there is really no credible reason why you should believe their claims, even if you do happen to 

think your computer is running slow or has other problems.   

This is likely to be a scam to trick you into paying a fee using your credit card for a service you do not 

need for a service that will not work; and a trick designed to get you to install software that is likely 

to do even more harm than to your computer and may result in further fraud, such as identity theft. 

If this situation occurs ς especially where the call was made without being in response to any 

request for assistance to your Internet Service Provider, computer manufacturer or operating 

software vendor, you should decline the service and provide no further information to the caller and 

under no circumstances agree to instalƭ ǎƻŦǘǿŀǊŜ ŜǾŜƴ ƛŦ ƛǘ ƛǎ άŦǊŜŜέ. 
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If you are potentially interested in the service, then before providing any information or agreeing to 

ƛƴǎǘŀƭƭ ŀƴȅ ǎƻŦǘǿŀǊŜ ǿƘŜǘƘŜǊ ƛǘ ƛǎ άŦǊŜŜέ ƻǊ ƴƻǘ, you should find out more information to verify 

whether the caller is legitimate, trustworthy and reputable in terms of their ability to provide such a 

service. 

 Ask the following questions: 

¶ ²Ƙŀǘ ƛǎ ǘƘŜ ŎŀƭƭŜǊΩǎ ƴŀƳŜΚ 

¶ What is the name of the company he (or she) works for? 

¶ Where is the company based? (in Australia or overseas?) 

¶ What is their telephone number? 

¶ If they say they are based in Australia, ask for: 

o Their ABN (Australian Business Number) 

o Their address in Australia 

o Their Australian web site address 

o Their contact telephone number 

o (If they refuse to provide specific details then this is already a reason to doubt their 

legitimacy) 

¶ How do they know your computer has this problem?     

o Where did they get the information on which they make their claims?   

¶ How did they get your telephone number? 

¶ What money back guarantees do they provide if not satisfied with their service? 

If the answers to any of these questions are evasive, non-specific or vague then this is very likely to 

be a scam.  Similarly, if the answer to any of these questions is unsatisfactory or suspicious then you 

should hang up.  You may even wish to report the call to your local police. 

Warning 

Remember that if you buy services from organisations that are based overseas, you may 

have no recourse to make a complaint should you later discover their claim to provide a 

service was fraudulent and it is also much more difficult for local Australian police to find or 

prosecute the persons involved.   

!ƭǎƻΣ ƛŦ ǘƘŜ ǎƻŦǘǿŀǊŜ ȅƻǳ άŀƎǊŜŜŘέ ǘƻ ƛƴǎǘŀƭƭ ƛǎ ǳǎŜŘ ŦƻǊ ŦǊŀǳŘǳƭŜƴǘ ǇǳǊǇƻǎŜǎΣ Ƴƻǎǘ ŀƴǘƛ-virus 

software and some anti-spyware products will not regard the software as malicious because 

you agreed to install it under a user licence and therefore it will not provide any warning 

about the software, even if it is used for malicious purposes. 

What if I get a call from my ISP or my bank? 

Occasionally, Australian based Internet Service Providers (ISPs) or banks may seek to notify their 

customers that their ŎǳǎǘƻƳŜǊΩǎ computer has malicious software (such as a virus) on it, if this 

information becomes known to them.   

In these situations, you should always verify that the caller is indeed who they claim to be; that is, 

the caller really works for your bank or your ISP.   
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It is easy to verify this by asking for ǘƘŜ ŎŀƭƭŜǊΩǎ ƴŀƳŜ and using the White Pages telephone directory 

to find the main switch or customer support number for your bank or your ISP.  You should then ring 

this number to verify the caller really works for them and; secondly, verify that person just contacted 

them about the matter raised.  If not, then no doubt both your bank and ISP would be interested to 

know that someone is attempting to impersonate them. 

Unlike the scam described previously, your bank and your ISP will not seek to charge you a fee for 

their advice, nor help you install software on your computer over the telephone.     If you can verify 

these calls are indeed made by your bank or your ISP, then this is likely to be a legitimate call.   

 

Security tips 
Your web browser is used to view web sites on the world wide web.   Microsoft has released a new 

upgrade of its popular web browser, Internet Explorer version 8, also known as IE8. 

 

Figure 1, Microsoft Internet 
Explorer web browser logo 

Microsoft advises that IE8 has a number of new features which 

improve the security of its browser and make it easier for users to 

detect when a web site is harmful, or includes malicious software. 

Unfortunately, normally trusted and legitimate web sites can be compromised by criminals and small 

parts of the code in the web site can be changed to include malicious software.  This means that if 

you visit the web site, your computer is at risk of becoming infected with that malicious software 

and further harm to your computer and/or personal information may occur. 

MicroǎƻŦǘΩǎ IE8 browser has some new features which are designed to help warn and detect if this 

situation occurs.  It will help give users the information needed to protect their computers.  Further 

information about these features can be found here: 

 http://www.microsoft.com/windows/internet-explorer/features/stay-safer-online.aspx 

When should I do this? 

There is no hurry to upgrade to IE8 but for those who wish to have the most secure software 

currently available then it is recommended that anyone with Internet Explorer version 7 upgrade to 

version 8.  As a general rule, it is always better to upgrade to newer versions of software when 

available as they are generally more secure, or have more useful security features.   

The only exception to this is that we do not recommend upgrading to versions that are still classified 

ŀǎ άōŜǘŀέΦ  ¢ƘŜǎŜ ǾŜǊǎƛƻƴǎ ŀǊŜ ǊŜƭŜŀǎŜŘ ǘƻ ǘƘŜ ǇǳōƭƛŎ ōǳǘ ŀǊŜ ǎǘƛƭƭ ǳƴŘŜǊƎƻƛƴƎ ǘŜǎǘƛƴƎ ŀƴŘ ǊŜǾƛew and 

are more likely to contain problems then non-beta versions.  IE8 is no longer a beta version. 

Microsoft Internet Explorer 8 is not automatically included in your monthly Microsoft security 

updates as it is not fixing faulty existing software but is regarded as a new software package.   

http://www.microsoft.com/windows/internet-explorer/features/stay-safer-online.aspx
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How do I check which version of Microsoft Internet Explorer I have installed 

1. Open Internet Explorer 

 

2. Open the Help menu which is found by clicking the double arrow in the top right hand corner. 

3. {ŜƭŜŎǘ ά!ōƻǳǘ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊέΦ  ¢Ƙƛǎ ǿƛƭƭ ǇǊƻǾƛŘŜ ȅƻǳǊ ŎǳǊǊŜƴǘ ǾŜǊǎƛƻƴ ƴǳƳōŜǊΦ 

How do I install IE8? 

If you wish to install IE8, you need to download it from the Microsoft web site: 

http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx 

 

1. {ŜƭŜŎǘ ȅƻǳǊ ƭƻŎŀǘƛƻƴ ŀǎ ά!ǳǎǘǊŀƭƛŀέ ŀǘ ǎǘŜǇ мΦ 

http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx
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2. Select your operating system from the list at step 2. 

3. Follow the prompts, by selecting the type of Internet connection you have, and then select 

ά5ƻǿƴƭƻŀŘέΦ 

4. {ŜƭŜŎǘ άwǳƴέ in the pop-up box and follow the rest of the prompts. 

 

AVG 7.5 expiry 

Grisoft is a security software company that produces free and commercial anti-virus software and 

other security products for your computer, called AVG.  Users of the free (for non-commercial use) 

anti-virus software product, version 7.5 would have noticed pop-up warnings that this version is no 

longer being supported and that users should upgrade to version 8.5 before 12 April 2009 to ensure 

they maintain anti-virus software protection.  

Lǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ǘŀƪŜ ǎƻƳŜ ŀŎǘƛƻƴ ŀǎ ŎƘƻƻǎƛƴƎ ƴƻǘ ǘƻ ǳǇƎǊŀŘŜ ƳŜŀƴǎ ǘƘŀǘ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǎŜŎǳǊƛǘȅ 

will be at risk.  Every computer needs an up to date anti-virus product installed; without an up to 

date anti-virus product installed on your computer, it is likely to be a short time before your 

computer becomes infected with a serious form of malicious software. 

 

 

Figure 2, Warning notice given to users of AVG 7.5 free anti-virus software 

LŦ ǳǎŜǊǎ ŎƭƛŎƪ ƻƴ ǘƘŜ άLƴǎǘŀƭƭ bƻǿέ ƭƛƴƪ ǘƘŜȅ ǿƛƭƭ ōŜ ǘŀƪŜƴ ǘƻ ŀ ǇŀƎŜ ǿƘŜǊŜ ǘƘŜȅ Ŏŀƴ ǳǇƎǊŀŘŜ ǘƻ ǘƘŜ 

new version, 8.5. 
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The web page shows two different versions of AVG 8.5 that users may choose to install.  One is a 

commercial product for $89.99 Australian dollars or a free product for non-commercial use, which 

has fewer features than the commercial product.   

It may not be obvious but in small print at the bottom is a link to install the free upgraded version of 

this software.  Some users had not noticed the small print and assumed they had to upgrade to the 

commercial product and were reluctant to do so due to budgetary constraints.   

This is not the case.  If the product is being used by home Internet users for personal use; not 

commercial use, there is a free version of AVG (8.5) which they can upgrade to.  While the free 

version does not have all the security features of the commercial product, it is important that some 

anti-virus is installed that can be updated on a daily basis.  Either way, we recommend that users of 

AVG 7.5 upgrade to either the free or commercial version.   

Upgrading to AVG version 8.5 will automatically uninstall version 7.5, in response to the prompts. 

 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 
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The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 


