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Overview
The purpose of the Newsletter is to provide general advice about online securityaisgue=p you
learn to better manage the security of your computer and information when online

Feedback

Thank you o thosesubscribers who have provided feedback to our alerts, advisories and
newsletters. Weareveryinterested in your feedback anghere possible take on board your
suggestions orequests In this newsletter we have responded to a gumstasked by one person.

This is just a reminder thétyou wishto modify your subscription preferences, you need to login
and supply your password to authorise these chands. have prepared Brequently Asked
Question (FAQWhich explains how to do thid-or various reasonst is not possible to do this in
response to requestsubmitted throughthe dfeedback link at the bottom of SSO emails

Software bugs and thrats

Web browsers - Mozilla Firefox versions 2 and 3

In the July Newsletter, we reported about a software bug in the Mozilla Kivedbd browsers in
version 20.x and version 3.0.0 for whiglat the time,there was no updatavailable At the time we
recanmended that peoplavoid using the Mozilla Firefexeb browser and usanotherweb
browser instead, until an update for Firefox was released.

Since then, Mozilla has released updates to correct this problem so fgrgéer to use theMozilla
Firefoxweb browserand havesinceupdated your Firefox softwaréeel free to use Mozilla Firefox
again. Details of the updates were publishethe Stay Smart Online Advisorngs mentioned in the
Advisory, we recommend upgrading to Mozilla Firefersion 3.AL which does not have this bug.

Mozilla Firefox; like other web browsers is available for freeThere is no problem having more
than one browser installed on your conteu at the same time so you can easily swapasen
browsers when you need to for security reasons.

Mozilla Seavionkey

MozillaSeaonkey & anallin-one program that includes functionality for web browsing, handling
email and RSS feeds. It contains theasdugs as in Mozilla Firefox0Z and 30.0referred to
above,and hence also neado be updated if you have installed this software.
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Common online threats
Now that theBeijing Olympichasstarted, 6 S LINS LI NBER F2NJ hf @ YLIA Oa NBf I
fooled by it as doing so is likely to be harmful to your computer and you.

In the coming dayst is likely that a large number of spam emails will be sent by criminals with
subjectlines that relate to the Olympics, China, or incidents surroundingtlyenpics.
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us toclick on web links within email or to open email attachments.  Of course, the hooks could be
about any subject, not just related tothe Olympics and China.

If you receive email like this there is a high chance its purpose is to infect your computer with
harmful software to steal valuable information on your computer such as your usernames and
LI aag2NRaz 2N 82dzNJ O2 YLJdzi SNR& NBa2dzZNDOSad

The following isoneexample In this case clicking on the link will resulaiserious and hard to
removemalware being installed on your computer. This is the same type of harmful malware
described in the previous Newsletter, and depending on yourdnis software, may not be
detected andquarantinedby your antivirus software.

t’-:" i & ¥ = [SPAM] Olympic strength - Message (Plain Text) - = -
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Respond Actions ! QOptions F] OneNote

Links and ather functionality have be&n disabled in this message. To restore functionality, move this message
to the Inbox.

From: hdvehwsihyve Eblueskyradio. com Sent: Mone
Ta: G i o

Ceo

Subject: M Clympic strength

Beijing 2008

The web link has been hidden to prevent people going to this web site
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What you can do
52y Qi OfAO01 2y ftAyla Ay SYFAf 2NJ 2Ly SYFAf |

An antispam filter willhelp identify which email is spam aneldduce thechanceof you or
others in your home or workplace accidentally clicking on dangerous links.

If you believe you have clicked on linkemaillike this then seek professional assistance to
remove it.

Feedback questiong the cost of staying secure
This section is devoted responding to feedback or questions submitted by people who have
subscribed to the Stay Smart Online Alert Service.

Onesubscribelasked whethethe softwareupdateswe recommendcost anythingo be installe®

The answer igenerallyno. The securityAlerts andAdvisorieswe publishrefer to security bugs in
software. Software endorsand developerprovide updates (or patches) available from their web
site free of chagewhich anyone can downloaghd install to correct these bugs

The software updateare free regardless of whether thaffectedsoftware program is free software
or whether the software is commercial software, ie you paid fotritthe case of commeial
software, if you have paid for the licence to use it, you halveadypaid for the right to update the
software when updates become available.

There are occasions when fixing a security bug in commercial software requires a user to upgrade to
a newversion of the software which carries an additional licence #&en commercial software
becomes dated and is no longer supported by the vendor, gengr@liwill needto upgrade to a

newer versiorof their product(or substitute anothesimilar commecial product)for a fee in order

to eliminate the software bug.

If you elect to use athinstall an alternative software program, rather than pay for the upgrade of
SEAAGAY3T a2F061 NBX R2y Qi FT2NHSGO (2 dayiputgrawifil £ £ (G KS
still remain vulnerable to compromise until the affected software is remaagpgraded

What about updates for anti -virus or anti -spyware software z are they free ?

We recommendeveryone keeps their antiirus and antspyware software updatéas well. These
softwareupdates are of a different nature and relate to the signature files needed lsetbecurity
progransto work effectively. Because new viruses and spying software (also called malicious
software or malwaregare being created ad releasedconstantlyby criminals on web sites and via
email), the antivirus anti-spywareand spamtfiltering software needdo keep its list oviruses,
spyware (and other malicious software) and spsoarcesup to date so it will be able to detect and
block or filterany new malwaréspampeople may encounter when surfing the web or in via their
email.

As before, these software updates generally do not cost anything. However, it may be necessary to
clarify this. Some antiirus and antspyware prograra are available free for necommercial use. If

© Australian Government Stay Smart Online Page3 of 7



you have installed free antiirus or antispyware software then you can continue to obtain the
signature files (updates)ithout charge indefinitely or as long as the company provides updates for
free.

Many antivirus programs are available commercially. If you have paid for a licence for atirasti
program(or other security producthen you can continue to get free updates (signature files)
necessary to make the softwaedfectivefor the duration d the licence period. This may he3
months (for trial software), 12 months or two years, depending on the software licence terms.

When the licence period expires you will have to decide whether to renew the licgiocean
additional fee, purchase aridstall another product instead for a fee, or change to a free product.

From a security point of viewegardless of whether you choose to use a free product or a
commercial productit is importantto keep the signature files up to date at all timesget the best
protection.

In summary, inrmostcases, keeping your system security up to date with software bug
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be costly in terms of the potential serious hateyour data, your personal information and

your computer system. The cost of recovery is a further expense.

Free security products

On the subject of the dcost of securityg,the followingare somefree security programs However
some of these are only frder non-commercial use This meanthey would be suitable for most
homeinternet users but not for business

Anti -virus software
e Antivir
e AVG

Anti -spyware software
e MacScan(for Mac OS X only)
¢ Windows Defende¢for Windows only)

Spamfiltering software
e Mail Washer

e Spam Pal

| have anttvirus software z do | also need antispyware software to0?

Yes. Ati-spyware software differs in functionality from awnirus software. Generally you should
have both an antvirus and an antspyware program installed. While itdsceptable to have more
than one antispyware program installed at the same time, do not attempt to install more than one
anti-virus program athe same time. If you wish to change awitius programs, uninstall the old
program before installing the new one. Having two programs installed atroagereate conflicts
and affecthow they work.
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Is spam filtering software really necessary?
We recanmend having some form of spam filteridgdzii ¢ K| G WT 2 N @epénislod  FAf (S
your situation.

Firstly, why do we recommend spam filtering software? The main purpose is not to spare you from
the nuisance of dealing with large volumes of unwantgiobish emails. Rather the idea is that the
less spam thalkandsin your inboxor the inbox of other email users on your computer or network
then the less likely you, or someone else in your household or business, will be fooled by a spam
email and eiher click on a link or open an email attachment associated witBdth these actions

can result in harmful malicious software being installed on your computer without your knowledge.

A recent report showed that about 32% of spam ergaihalicious, ietiincluded links or
attachments to malicious softwareso there is good reasons to take appropriate
precautions to prevent as much spam as possible from arriving in your mail inbox.

You may find you have very little spam becayser Internet Service Prader filters spam before it
sends email to yoult is worth taking advantage of this service if available through yourlf§Bu
R2y Qi OdzNNBpam filering<sbft@&e imstéliédiand rarely receive any spam emails then
you are probably OK.

However, even if you receive very little spam yourself, how much spam do other users of your
computer receive in their inb@s? If there are children in your household that have their own email
accounts, they may be receivingpliciousspam emaithrough theiremailaccounts. A computer
compromise that occurs vianyone email account will affect everyone on the computer, and
possibly the network.

When is it most beneficial to install spam filtering software on my computer or network?
If you have a welbased email address such as @hotmail.com, @gmail.com or @yahoo.com then
these service providers also agenerallyery good at blocking spam.

If you and other users of your computer networkonlyreceive email via a web browsguch as
Mozilla Firefa, Apple Safari dvlicrosoftinternet Exploreranddo not use docally installecemail
program(such as Microsoft Outlook, Mozilla Thunderbird, Apple Miien installinga spam filter
on your computer will noprovide benefit in this situation.

Ingalling your own spam filter provides most beneéfiyoudownloadyour emailf N2 Y €2 dzNJ L{t Q3
mail server to docaly installedemail progranmsuch asviac Mail,Windows Live MaiMicrosoft

Outlook, Mozilla Thunderbird, etc. Installing a spam filter will fi¢radl users withemail accounts

of this typeon your computer. Therefore, if you or other email account users routinely receive spam

email, even small volumébrough locally installed email progragtden this is an indication it is

time to install a pam filter on your own computer.

52y Qi , ifyeuNE&aiocally installed email programtake advantage of some the asspam
features intheseemail programs for added security. See 80 Factsheefsr further information.

Sourcewww.marstal.com dated 7 August 2008
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