
 

© Australian Government Stay Smart Online   Page 1 of 7 

Stay Smart Online Alert Service 
Newsletter 

August 2008 

Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.   

Feedback 

Thank you to those subscribers who have provided feedback to our alerts, advisories and 

newsletters.  We are very interested in your feedback and where possible take on board your 

suggestions or requests.  In this newsletter we have responded to a question asked by one person. 

This is just a reminder that if you wish to modify your subscription preferences, you need to login 

and supply your password to authorise these changes.  We have prepared a Frequently Asked 

Question (FAQ) which explains how to do this.  For various reasons, it is not possible to do this in 

response to requests submitted through the “feedback” link at the bottom of SSO emails. 

Software bugs and threats 

Web browsers - Mozilla Firefox versions 2 and 3 

In the July Newsletter, we reported about a software bug in the Mozilla Firefox web browsers in 

version 2.0.x and version 3.0.0 for which, at the time, there was no update available.  At the time, we 

recommended that people avoid using the Mozilla Firefox web browser and use another web 

browser instead, until an update for Firefox was released. 

Since then, Mozilla has released updates to correct this problem so if you prefer to use the Mozilla 

Firefox web browser and have since updated your Firefox software, feel free to use Mozilla Firefox 

again.  Details of the updates were published in the Stay Smart Online Advisory.  As mentioned in the 

Advisory, we recommend upgrading to Mozilla Firefox version 3.0.1 which does not have this bug.   

Mozilla Firefox – like other web browsers – is available for free. There is no problem having more 

than one browser installed on your computer at the same time so you can easily swap between 

browsers when you need to for security reasons. 

Mozilla SeaMonkey 

Mozilla SeaMonkey is an all-in-one program that includes functionality for web browsing, handling 

email and RSS feeds.  It contains the same bugs as in Mozilla Firefox 2.0.x and 3.0.0 referred to 

above, and hence also needs to be updated if you have installed this software.   

http://www.ssoalertservice.net.au/view/fd4a85c11360b9b8d8baa4bff04e4dbc
http://www.ssoalertservice.net.au/view/fd4a85c11360b9b8d8baa4bff04e4dbc
http://www.ssoalertservice.net.au/view/fd4a85c11360b9b8d8baa4bff04e4dbc
http://www.ssoalertservice.net.au/view/5cfa8a00c929c9aeffc6cdfdec7a58b7
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Common online threats 
Now that the Beijing Olympics has started, be prepared for Olympics related spam and don’t be 

fooled by it, as doing so is likely to be harmful to your computer and you.   

In the coming days, it is likely that a large number of spam emails will be sent by criminals with 

subject lines that relate to the Olympics, China, or incidents surrounding the Olympics.    

Criminals are always using “hooks”, or topical or interesting subjects to tweak our interest to entice 

us to click on web links within email or to open email attachments.    Of course, the hooks could be 

about any subject – not just related to the Olympics and China. 

If you receive email like this there is a high chance its purpose is to infect your computer with 

harmful software to steal valuable information on your computer such as your usernames and 

passwords, or your computer’s resources. 

The following is one example.  In this case clicking on the link will result in a serious and hard to 

remove malware being installed on your computer.  This is the same type of harmful malware 

described in the previous Newsletter, and depending on your anti-virus software, may not be 

detected and quarantined by your anti-virus software.  

 

The web link has been hidden to prevent people going to this web site. 
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What you can do 

Don’t click on links in email or open email attachments in spam email.   

An anti-spam filter will help identify which email is spam and reduce the chance of you or 

others in your home or workplace accidentally clicking on dangerous links. 

If you believe you have clicked on links in email like this then seek professional assistance to 

remove it. 

Feedback questions ɀ the cost of staying secure 
This section is devoted responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service.   

One subscriber asked whether the software updates we recommend cost anything to be installed?   

The answer is generally no.  The security Alerts and Advisories we publish refer to security bugs in 

software.  Software vendors and developers provide updates (or patches) available from their web 

site free of charge which anyone can download and install to correct these bugs.   

The software updates are free regardless of whether the affected software program is free software 

or whether the software is commercial software, ie you paid for it.  In the case of commercial 

software, if you have paid for the licence to use it, you have already paid for the right to update the 

software when updates become available.    

There are occasions when fixing a security bug in commercial software requires a user to upgrade to 

a new version of the software which carries an additional licence fee.  When commercial software 

becomes dated and is no longer supported by the vendor, generally you will need to upgrade to a 

newer version of their product (or substitute another similar commercial product) for a fee, in order 

to eliminate the software bug.   

If you elect to use and install an alternative software program, rather than pay for the upgrade of 

existing software, don’t forget to uninstall the software which contains the bug.  Your computer will 

still remain vulnerable to compromise until the affected software is removed or upgraded. 

What about updates for anti-virus or anti-spyware software ɀ are they free? 

We recommend everyone keeps their anti-virus and anti-spyware software updated as well.   These 

software updates are of a different nature and relate to the signature files needed by these security 

programs to work effectively.  Because new viruses and spying software (also called malicious 

software or malware) are being created and released constantly by criminals on web sites and via 

email), the anti-virus, anti-spyware and spam-filtering software needs to keep its list of viruses, 

spyware (and other malicious software) and spam sources up to date so it will be able to detect and 

block or filter any new malware/spam people may encounter when surfing the web or in via their 

email. 

As before, these software updates generally do not cost anything.  However, it may be necessary to 

clarify this.  Some anti-virus and anti-spyware programs are available free for non-commercial use.  If 
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you have installed free anti-virus or anti-spyware software then you can continue to obtain the 

signature files (updates) without charge indefinitely or as long as the company provides updates for 

free.   

Many anti-virus programs are available commercially.  If you have paid for a licence for an anti-virus 

program (or other security product) then you can continue to get free updates (signature files) 

necessary to make the software effective for the duration of the licence period.  This may be 1-3 

months (for trial software), 12 months or two years, depending on the software licence terms. 

When the licence period expires you will have to decide whether to renew the licence – for an 

additional fee, purchase and install another product instead – for a fee, or change to a free product.   

From a security point of view, regardless of whether you choose to use a free product or a 

commercial product, it is important to keep the signature files up to date at all times to get the best 

protection. 

In summary, in most cases, keeping your system security up to date with software bug 

updates or signature files won’t cost you anything.  Failing to do so, however, can potentially 

be costly in terms of the potential serious harm to your data, your personal information and 

your computer system.  The cost of recovery is a further expense. 

Free security products 
On the subject of the “cost of security”,the following are some free security programs.   However, 

some of these are only free for non-commercial use.  This means they would be suitable for most 

home internet users but not for businesses.   

Anti-virus software 

 Antivir 

 AVG 

Anti-spyware software  

 MacScan  (for Mac OS X only) 

 Windows Defender (for Windows only) 

Spam filtering software 

 Mail Washer 

 Spam Pal  

I have anti-virus software ɀ do I also need anti-spyware software too? 
Yes.  Anti-spyware software differs in functionality from anti-virus software.  Generally you should 

have both an anti-virus and an anti-spyware program installed.  While it is acceptable to have more 

than one anti-spyware program installed at the same time, do not attempt to install more than one 

anti-virus program at the same time.  If you wish to change anti-virus programs, uninstall the old 

program before installing the new one.   Having two programs installed at once may create conflicts 

and affect how they work. 

http://www.free-av.com/en/download/1/download_avira_antivir_personal__free_antivirus.html
http://free.avg.com/ww.download-avg-anti-virus-free-edition
http://macscan.securemac.com/
http://www.microsoft.com/windows/products/winfamily/defender/default.mspx
http://www.mailwasher.net/
http://www.spampal.org/
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Is spam filtering software really necessary? 
We recommend having some form of spam filtering but what ‘form’ that filtering takes depends on 

your situation. 

Firstly, why do we recommend spam filtering software?  The main purpose is not to spare you from 

the nuisance of dealing with large volumes of unwanted rubbish emails.  Rather the idea is that the 

less spam that lands in your inbox, or the inbox of other email users on your computer or network, 

then the less likely you, or someone else in your household or business, will be fooled by a spam 

email and either click on a link or open an email attachment associated with it.  Both these actions 

can result in harmful malicious software being installed on your computer without your knowledge. 

A recent report showed that about 32% of spam email is malicious, ie it included links or 

attachments to malicious software,1 so there is good reasons to take appropriate 

precautions to prevent as much spam as possible from arriving in your mail inbox. 

You may find you have very little spam because your Internet Service Provider filters spam before it 

sends email to you.  It is worth taking advantage of this service if available through your ISP.  If you 

don’t currently have anti-spam filtering software installed and rarely receive any spam emails then 

you are probably OK.     

However, even if you receive very little spam yourself, how much spam do other users of your 

computer receive in their inboxes?  If there are children in your household that have their own email 

accounts, they may be receiving malicious spam email through their email accounts.  A computer 

compromise that occurs via any one email account will affect everyone on the computer, and 

possibly the network. 

When is it most beneficial to install spam filtering software on my computer or network? 

If you have a web-based email address such as @hotmail.com, @gmail.com or @yahoo.com then 

these service providers also are generally very good at blocking spam.   

If you and other users of your computer or network only receive email via a web browser (such as 

Mozilla Firefox, Apple Safari or Microsoft internet Explorer and do not use a locally installed email 

program (such as Microsoft Outlook, Mozilla Thunderbird, Apple Mail ) then installing a spam filter 

on your computer will not provide benefit in this situation. 

Installing your own spam filter provides most benefit if you download your email from your ISP’s 

mail server to a locally installed email program such as Mac Mail, Windows Live Mail, Microsoft 

Outlook, Mozilla Thunderbird, etc.  Installing a spam filter will benefit all users with email accounts 

of this type on your computer.  Therefore, if you or other email account users routinely receive spam 

email, even small volumes through locally installed email programs, then this is an indication it is 

time to install a spam filter on your own computer. 

Don’t forget, if you have a locally installed email program, to take advantage of some the anti-spam 

features in these email programs for added security.  See the SSO Factsheets for further information. 

                                                           
1
  Source: www.marshal.com, dated 7 August 2008 

http://www.ssoalertservice.net.au/fact-sheets
http://www.marshal.com/
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Security facts and myths 
Up to date anti-virus software will not protect you against all malware threats all of the time but it is 

still essential to install and keep up to date.   It is still necessary to exercise caution when clicking on 

web links in emails, or when opening email attachments. If in doubt it is safer not to click on links or 

open attachments. 

For small or medium businesses  

Does your business have its own web site? 
If you or your small or medium sized business has a web site, then you should be aware that 

criminals are actively looking for web sites all around the world to serve malicious software to 

unsuspecting web site visitors.    Criminals know that if they wish to target Australian internet users 

the best way to do this is to compromise Australian web sites.   

Criminals involved in these attacks do not aim to change the outward appearance of the web site, 

however, code on the web site is modified to enable malicious code to be installed onto the 

computers of anyone who connects to the compromised web site with their web browser. 

If it is your web site that is compromised in this way, it means that your customers’ computers or the 

computers belonging to visitors to your web site – including your own internal business computers, 

which also connect to your web site – may be compromised with malicious software.  Not only can 

this be bad for site visitors, it could result in negative publicity for your or potentially your web site 

being blocked in various web browsers or from various ISPs. 

Unfortunately, it is relatively easy for criminals to find these bugs in web sites all over the world – 

sometimes it is as simple as doing a search for vulnerable pieces of web code via a search engine, 

such as Google. 

Web sites that display content from a database, allow the public to post comments and feedback or 

have online forms to complete are more prone to these types of bugs.  

Generally, the type of bugs we refer to here include those for which: 

 vendors or software developers release software updates from time to time; and  

 those for which there are no vendor or software developer2 updates available.   

Therefore, do not assume that if you are diligent in keeping your web application software updated, 

this protects your web site from compromise.  This is why we recommend a web site code review be 

conducted. 

                                                           
2
  “Software developers” in this context refers to developers of open source web application software 

that is available to the public broadly under a free licence – not web software that is purpose-built in house or 
outsourced by employees or contractors.   
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What you can do 

Small to medium sized enterprises that have their own web site should check for common 

web programming bugs at least once; and each time there is a major change to the 

appearance, structure or functionality of their web site. 

Ensure that whoever is responsible for developing and building their web site, whether 

employees, contractors, web hosting companies or outsourcers, have the necessary 

qualifications and understand and adhere to best practice secure programming standards 

such as those published by the OWASP community.   

For web hosting companies, contractors and outsourcers, make sure you specify that the 

web site needs to be built according to secure programming standards.  You may wish to 

consider specifying that secure web programming standards be used within the contract and 

subject to audit by a qualified independent third party. 

If you are unsure whether your web site was built according to secure programming 

standards, it may be worth hiring a qualified and competent IT security professional to 

review and correct common software web application bugs. 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


