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Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

New factsheets
We have prepared two new factsheets which provide more detailed advice on security issues which
are relevant to most home users. These factsheets are available from the Stay Smart Online web

site:

Factsheet 19 —Social engineering —what is it?

Factsheet 20 —Web based threats —what are they and what can you do about them?
Security tips

One of the most useful security tips for users to adopt is to operate from an account on your
computer that has limited or standard privileges, when using your computer for routine tasks,
instead of an account with administrator privileges. These are called ordinary, standardor limited
useraccouns.

Accounts with administrator privileges, by contrast, give users have more power and control over
the computer than ordinary standard users have but they also are make your computer more
vulnerable to malware.

You still need access to an account with administrator privileges, or someone in your household or
wor kpl ace does (if you don’t) but you ad mply don
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common tasks like reading and sending email, browsing the web, downloading music files, or using
programs like word processing or business spreadsheets.

We have prepared a factsheet called Setting up a limited user account in Windows XP (Factsheet 3)

which explains how to do this if you use Windows XP.

It is also important you do so for other Windows operating systems such as Windows Vista and
Apple Mac.

The main reason to operate from a limited user account for your routine computer and online tasks
is that sometimes other counter-measures fail. For example, your computer may be exposed to new
malware that is not yet detected by your anti-virus program. Or, sometimes cyber criminals exploit
known security bugs in your software before you have been able to apply the relevant security
software updates; or the software vendor may not yet have developed and released the software
updates for new security bugs which cyber criminals are seeking to exploit.

By operating from an account with limited privileges, you provide additional protection against some

types of malware. A lot of malware (but not all) requires administrator privileges to work. If you are

using an account with limited user privileges then the malware needs your permission to work, and

ifit doesn’t get iit, then it. wil!l not be able to

If you use an account with administrator privileges, in most cases (except Windows Vista, which

prompts you even when you are in an account with administrator privileges) your computer will not

prompt you to confirm you want a particular piece of software to operate —it may execute in the

background without your knowledge. This is of course not good as
become infected more easily.

Are there disadvantages with using a limited (standard) user account?

Not really. Itis more a question of your attitude and balancing the need for convenience and
flexibility with security. Some people may regard using a limited user account as a disadvantage;
others consider running as a limited user a big advantage. If you are constantly installing programs
then it might be regarded as a disadvantage but in normal use, installing new programs is unlikely to
occur on a daily basis.

When you do legitimately need to install new programs, then you simply log into the account with
administ rat or privileges, or if you don’'t have such
administrator privileges.

Children with administrator accounts
If you are a parent and you share a computer with your children then ideally you should not give
your children an account with administrator level privileges.

Actions taken by other people on your computer, such as your children, have the ability to
compromise the whole computer — not just the information on the computer they use. Itis
understandable that children may not have your concerns about security or understand or
appreciate the risks they take online. As such it is appropriate to restrict what they can do on their
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computer by only giving them an account with limited privileges. This is really no different from

parents saying that some web content is not appropriate for their children to view and installing

content filtering soft wacessqcertaimtypes bf web titesbekagse t hei r
it has offensive or sexually explicit content.

Content filtering software and administrator level privileges

Some parents may also not understand that there is little point installing content filtering software

on their computer with the aim of restricting access to certain inappropriate content but then

unwi ttingly give their children ‘“administrator
installed. This enables the children to turn off or bypass the content filtering software.

How do I find out whether I am using an account with limited or administrator

privileges?

1. Firstly, when you turn on your computer (or boot the computer) are you prompted by a log in
screen where you need to type a username and password?

If not, then your computer has not been set up to handle user accounts and this means that by

default your computer is running with administrator level privileges. You need to create a

separate user account vionto treating ahothér dcawwht'withpr i vi | ege
administrator privileges which you use less often but for those tasks when needed (such as

authorising new accounts to be added, changing passwords, or installing new software). Refer

to the factsheet called Setting up a limited user account in Windows XP (Factsheet 3), which

explains how to do this. The process is very similar in Microsoft Windows Vista.
If you do need to type in a username and password, then go to step 2 for further instructions.
2. If using Microsoft Windows XP or Vista:
a. Goto Start menu

b. Sel ect “Contr ol Panel
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Control Panel »

¢ Control Panel Home .
System and Maintenance

Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status
Allow a program through Windows
Firewall

®

Network and Internet
View network status and tasks
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Programs
Uninstall 2 program
Change startup programs

Mobile PC

Change battery settings

Adjust commonly used mobility
settings

Recent Tasks
Iy, ‘Add or remove user accounts

Check for updates

User Accounts
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings

Optimize visual display

Additional Options

Figurel, Vista Control Panel
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Figure2, from an administrator account it shows all th
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d By contrast, i f you access Control Panel

it will only display the name and privilege level of the that user as shown in Figure 3
below.

e, _Luf - E=maca
@Ovl& » Control Panel_ » User Accounts v I‘z H Search el I
Tasks @

Make changes to your user account
‘ kathryn
“ ¢ Standard user
= Password protected

Create a password reset disk

Manage your network Change your password

passwords Remove your password

Manage your file encryption Change your picture

certificates @ Change your account name

Configure advanced user
profile properties

@ Change your account type

Change my environment

variables # Manage another account

@ Turn User Account Control on or off

Figure3, Shows the privileges for this user is "standard"

e. While it is possible to set up adalguideccount s
there should be one limited user account for each person who usesdabhmputer and
one account with administrator privilegesn the computer

f. Decide who should have control of the administrator account and label it clearly as an
administrator account by typingin‘ ad mi n'’ or ‘‘administrator’ in

g. Use the settings within the User Account window to adjust the privilege levels of users.
You will need to do this from an account with administrator privileges.

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general
information only and not intended as advice and was accurate and up to date at the time of publishing. The
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materi al and information in this newsletter i s not

therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you
should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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