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Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

Malware that could affect your ability to start your computer

For several weeks, criminals have targeted Japanese Internet users by compromising ordinary
Japanese web sites. Visitors to those web sites have had their computers infected with malware that
prevents their computer from starting up. This malware (called Gumblar) affects some versions of
Adobe Reader and/or Adobe Flash, so if you inadvertently visit one of these web sites you may also
be infected.

If you are infected with malware that prevents your computer form starting, you generally should
seek professional assistance from a qualified computer technician. If this situation happens to you,
the SSO Factsheet about how to remove malware from your computer when it won’t start may
provide some assistance to recover.

While we have seen very few of these types of attacks directed at Australian Internet users, this
situation could quickly change; as such it is important that users ensure they have the most up to
date security patches for their Adobe products, most commonly being Adobe Acrobat, Adobe Reader
and Adobe Flash Player and Adobe Shockwave. While the security bugs used in this attack are not
new, attackers continue to compromise computers with unpatched versions of this software.

See the SSO Alerts for details of what you need to do to check and update your Adobe software:

Adobe Flash Player, released 9 December 2009
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http://www.ssoalertservice.net.au/view/508ad21492942059777beaf398943491
http://www.ssoalertservice.net.au/view/e1084407a24341d6b3e2f4ffdee58c26

Adobe Shockwave, released 4 November 2009

Adobe Reader and Acrobat, released 14 October 2009

You can read more about compromised legitimate web sites in the SSO Factsheet: Web-based
threats - what are they and what can you do to protect your computer?

Malware sent via Christmas e-cards

In a recent SSO Advisory, we warned people to be aware of the possibility that criminals will attempt
to infect your computer using e-cards with a Christmas and/or New Year theme. Since then we have
seen a small number of these types of e-cards targeting Australian Internet users. The best thing
you can do to avoid infection is:

e Do not open attachments or click on web links in email from people you do not know or
trust.

e Keep your anti-virus software up to date.

e Read email and browse the web using an account with limited user privileges. See the SSO
factsheet about how to set up Microsoft Windows XP to do this.

Public WiFi (wireless) hotspot safety

It’s Christmas time again and everyone is out and about, doing those last-minute tasks like shopping
for gifts or picking up some holiday reading. It's great that wireless access is becoming close to
ubiquitous — from airports, public libraries and bookshops to coffee shops and burger chains, it’s
now possible to get connected nearly anywhere —and you can’t beat the convenience of on-the-spot
comparative shopping or access to email and online wish lists.

While the WiFi in your home can be made relatively secure (see Factsheet 17), a public WiFi network
is like a visit to the wild west and forewarned is forearmed.

Public WiFi hotspots can be both secured or unsecured. Secured hotspots require you to provide a
password (usually given to you) by the hotspot operator. Unsecured hotspots display an
exclamation mark in the WiFi icon to warn that the network is unsecured as shown below.
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Figure 1, WiFi networks with exclamation mark are unsecured

Secured WiFi hotspots provide only marginal levels of security above unsecured hotspots. Anyone
with password access to the WiFi network can potentially compromise your information while using
a ‘secured’ WiFi network.

You can help protect the confidentiality of your information while using the WiFi hotspot by
observing the following:

1. Ifyou are able to obtain access to an encrypted (secured) public WiFi network (for which
you have a password or are given a password), do so in preference to an unencrypted or
unsecured one.

2. If using Microsoft Vista or Windows 7, when prompted, always select the “public
network” option when connecting to any public wireless access point.

3. Don’t connect to a wireless access point if you are not sure of its operator, or if its very
existence is questionable — for example, if a free access point becomes available and is
remote from any known business or landmark. Businesses will often require you to
enter a code from your purchase receipt before Internet access is granted or, at least, to
verify that you understand their terms and conditions. If you are not prompted by a
branded login page before accessing the Internet, and you expected to, disconnect at
once.

4. |If possible, avoid using the public WiFi hotspot to conduct any sensitive online
transactions such as online banking, logging into email accounts or other web accounts.
Even though these types of transactions are usually encrypted, as indicated by the
presence of HTTPS in the browser address bar, if there is an attacker present on the WiFi
network, it is possible for your data to be captured.

5. While using a WiFi network, it is possible that attackers can trick you into connecting to
a fraudulent site (phishing) such as one that pretends to be from your bank or other
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organisation. As such, if you need to conduct sensitive online transactions such as
online banking or logging into email accounts:

e always check that the domain name (in the browser address bar) of any site that you
connect to is what you expected, to verify that you are in fact connecting to that
service; and

e always confirm that the SSL padlock is present and the digital certificate is valid. You
can learn more about how to do this by reading the SSO Factsheet - understanding
digital certificates.

6. Check that your firewall is enabled.

7. Ensure that your anti-virus product is up to date.

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

mat erial and information in this newsletter is not adap
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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