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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.   

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters and the recent online survey we did which concluded in early October. We are very 

interested in your feedback and where possible take on board your suggestions or requests. In this 

newsletter we have responded again to feedback questions. 

Feedback questions  
This section is devoted responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service.   

Does the Stay Smart Online Alert Service automatically scan my computer for viruses? 

No.  This service provides information only.   Further information about the SSO Alert Service can be 

found in the FAQ.  If you want to scan your computer for viruses and other malware, you need to 

install an anti-virus program and an anti-spyware program, if you have not already done so.    If you 

don’t have this software installed, reputable free software is available online from the web sites 

mentioned in the August SSO newsletter, page 4.   

Alternatively, you can purchase reputable products from stores which sell computer software. 

User software bugs 

Serious security bug in Microsoft Internet Explorer web browser (all versions) 

Security bugs in software make a hole in your computer’s security defences.  This hole makes it 

much easier for a criminal to attack your computer and steal useful information from it.  This is why 

it is important to apply software updates provided by vendors as soon as possible.  Doing so, closes 

the security hole and reduces the risk to your computer and your personal information and files.   

 

http://www.ssoalertservice.net.au/view/528e54723ec742afd287e2da6b28401f
http://www.ssoalertservice.net.au/view/3a1c32af9466e6875a880528832620a5
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Occasionally information about a new security bug is released to the public but the vendor does not 

yet have a software update ready.  

This situation currently exists with Microsoft’s popular web browser, called Internet Explorer.  This  

security bug affects versions 5, 6, 7 and version 8 (version 8 is a beta version which means Microsoft 

has released it for people to try even though it is not fully tested). 

What you can do 

Until Microsoft releases a software update to correct these security bugs in Microsoft 

Internet Explorer, it is recommended you consider using another web browser.    

It is ok to have more than one web browser installed on your computer at the same time. 

If you don’t already have another web browser installed, there are a number of other free 

web browsers available for download.  These include: 

 Mozilla Firefox  

 Apple Safari 

Both of these browsers may be installed on computers that have Microsoft operating 

systems such as Windows XP or Windows Vista.  To download and install this software you 

need to do so from an account with administrator privileges.   

If using a web browser other than Internet Explorer, it is important to set it as the default 

browser, until such time it is safe to revert back to Internet Explorer, if you choose to do so.   

To set Mozilla Firefox as the default web browser (if it is already installed), open Mozilla 

Firefox, select the “Tools” menu, select “Options...”, click on the “Advanced” tab icon. Select 

the “General” tab, then make sure the checkbox in “System Defaults” is ticked.  Click the 

“Check Now” button. 

http://www.mozilla-europe.org/en/firefox/
http://www.apple.com/safari/
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The following pop-up appears.  Select “Yes” to make Mozilla Firefox your default browser. 

 

The SSO Alert Service will advise when a security update is available to fix the security bug in 

Microsoft Internet Explorer.  This will let you know when it is safe to use Microsoft Internet 

Explorer web browser again. 

 

 

Alternatively, to set Apple Safari as the default web browser (if it is already installed), open 

Safari, select the “Edit” menu, the select “Preferences ...”.  Click on the “General” icon and 

then choose “Safari” in the drop down menu next to “Default web browser:” as shown 

below.  
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Useful security tips 
 

Useful online virus scanning products 

Anti-virus online scanning programs work by connecting to a web site and requesting an “online 

scan” for viruses and other malware.  Doing so may involve downloading a small piece of software, 

such as an ActiveX control. 

While these online scanning web sites serve a very useful function they are not a substitute for 

having installed up to date anti-virus software and anti-spyware software on your computer.  Online 

virus scanners only have the potential to detect malware that has already infected your computer.  

Whereas anti-virus and anti-spyware software installed on your computer, have the additional 

capability of blocking harmful malware that attempts to compromise your computer, before it 

actually does so.  Installed anti-virus and anti-spyware software has the ability to protect you against 

many future threats you may encounter online, whereas online virus scanners can’t do that. 

However, anti-virus and anti-spyware products rarely detect 100% of all malware in circulation at 

any one time.  Using an online virus scanner is an excellent way of checking how well the anti-virus 

and anti-spyware programs installed on your computer detect malware that has already 

compromised your computer. 
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Choose an online virus scanner with a brand that is different from the brand of anti-virus software 

already installed on your computer.   It is not unusual for different anti-virus programs to detect 

different malware.  Running a free online virus scan weekly, or more often as required, provides an 

additional check to complement an existing anti-virus program installed.  It is particularly useful to 

use when you suspect that you may have a malware infection on your computer which your existing 

anti-virus software has failed to detect. 

The following web sites provide links to reputable free online virus scanners to help detect and 

remove viruses and other forms of malware. 

F-secure, http://support.f-secure.com/enu/home/ols.shtml 

Trend Micro, http://housecall.trendmicro.com/au/  

ESET, http://www.eset.com/onlinescan/index.php 

Microsoft, http://onecare.live.com/site/en-us/center/howsafe.htm 

You will need to run the scans from an account with administrator privileges.   

Are there risks in conducting these online scans? 

Yes.  These online scanners, like other software, carry some potential risks.  These scanners require 

users to install software programs or browser software plug-ins that may contain their own security 

bugs.  At the time of publishing this newsletter, however, there were no known security bugs in 

current versions of these online scanners.   

These tools only look for a specific set of malware.  Like anti-virus programs installed on your 

computer, an online virus scanner may not detect all malware with 100% reliability.   

The online scanners in this article are designed for home users and may not fully meet the needs of 

business networks. 

It is recommended you read the Frequently Asked Questions provided before you run the scans to 

understand how they work and any potential risks associated with running the scans.   

 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular person’s circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

http://support.f-secure.com/enu/home/ols.shtml
http://housecall.trendmicro.com/au/
http://www.eset.com/onlinescan/index.php
http://onecare.live.com/site/en-us/center/howsafe.htm
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The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 

 

 


