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Factsheet 12 — How to create back-up copies of your
important information

For most people, the most valuable part of their home computer is the information
they create and store on it. From family photographs to email, your original
documents are irreplaceable and their safety is entirely dependent on the reliability of
your computer.

Your computer can lose information in different ways: the hard disk can fail, making it

impossible to recover information from it; malware can damage files or make them
irretrievable; some cyber criminals have even
personal files and then demand a ransom for the key. If you regard the files you

create as important, then keeping regular backups is vital to prevent them from being

lost forever.

Most computer systems come with utilities to make it easy for you to make a backup
of your data; all you need provide is an external storage device, such as an external
hard drive, USB key or writable CD/DVD.

Backing up your files is the most important thing you will ever do with your computer
— after creating the filesinthefirst pl ace, of cour se! I f you have
about the value of your files, do it now — and read on to get started with backups.

This Factsheet explains how to set up an automatic back-up schedule using an
external storage device.

Preparing for backup

While it is possible to copy data files manually to removable storage devices such as
USB sticks or writeable compact discs (CDs) or DVDs, for practical purposes, the
best way to establish an automatic back-up schedule is by purchasing an external
hard disk drive that connects to your computer.
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Before you can back up your computer,
enough to hold all of your datal, which may mean obtaining an external hard drive
that is at | east t heemslihaddrivef your compu

y

You shouldn’t | eave your backup drive connecte
performing a backup as any malfunction of your computer may adversely affect your

backup. Ideally, store it in a remote location so that it is protected from calamitous

events — such as theft, fire or flood — but you will need to find a compromise between

the safe storage of your drive and the convenience of performing a regular backup.

Your backup is only useful if it contains data that is up to date!

To find out the size of the hard drive in your computer, perform the following:

Windows Vista

1. From the Start menu, open Computer

Recent Items 4

See the disk drives and other hardware connected to your computer. h

Network

Connect To

Control Panel

Default Programs

Help and Support

> Do i

2. Look at the size displayed for the Hard Disk Drives on the computer
Local Disk (C:)

In this example, backup will require an external hard drive of at least 80
gigabytes.

! There are a variety of products on the market available from online computer stores or most

stores which sell computer hardware.

For more information go to www.staysmartonline.gov.au



Windows XP

1. From the Start menu, open My Computer
2. Right-click on the Local Disk (C:) icon and select Properties

Local Disk (C:) Properties

| General LTooIs> Hardware | Sharing VC!uotaA

@ |

Type: Local Disk
File system:  NTFS

B Used space: 1.992,675,328 bytes 1.85GB
B Free space: 2292662272 bytes 213GB
Capacity: 4,285,337 600 bytes 3.99GB

Drive C Disk Cleanup

[] Compress drive to save disk space

Allow Indexing Service to index this disk for fast file searching

[ oK ][ Cancel ]

In this example, the hard drive has a total capacity of only 4 gigabytes and a file
backup could be accommodated by either an external hard drive or even smaller
device such as a USB key.

For more information go to www.staysmartonline.gov.au



Apple Mac OS X

1. Look for the hard drive icon on the Macintosh desktop. While holding down

the option key on the keyboard, click on the icon and select Get info.

M M O __ Macintosh HD Info

=11 Macintosh HD
o Modified: 05/04/2009 6:05 PM

¥ Spotlight Comments:

¥ Ceneral:

Kind:
Created:
Modified:
Format:
Capacity:
Available:
Used:

Label:

Volume

Monday, 3 March 2008 5:47 PM
Sunday, 5 April 2009 6:05 PM
Mac OS Extended (Journaled)
74.21 GB

58.08 CGB

16.13 GB on disk
(17,319,768,064 bytes)

-eE e aw-s

[] Shared Folder

» More Info:

P Name & Extension:

¥ Preview:

P Sharing & Permissions:

In this example, the hard drive has a capacity
about 75 gigabytes, which could require an
external hard drive of similar or larger capacity to
back up all of your data.

For more information go to www.staysmartonline.gov.au



Performing a backup

Windows Vista

Windows Vista comes with a Backup and Restore Center that allows you to perform
a backup or restoration of your files or computer.

1. Open the Control Panel, then System and Maintenance and Backup and
Restore Center — for more information about backup types, click Which type
of backup should | make? (circled below).

Tasks

¥ Repair Windows using System
Restore

{§ Create a restore point or
change settings

(. )U = |§§9 « System and Maintenance » Backup and Restore Center

Protect your files and computer by backing them up

){y Back up files or your entire computer

Create backup copies of your files and folders.

Create a Windows Complete PC Backup and Restore image of your entire
computer, which can be used to recover from a hardware failure.

A Windows Complete PC Backup and Restore image has not been
created. —

Which type of backup should I make?

& Restore files or your entire computer
Restore files and folders from a backup.

. You can use shadow copies to restore previous versions of files that
have been accidentally modified or deleted. What are shadow copies?

Restore your entire computer from a Windows Cemplete PC Backup and
Restore image.

f@ Use System Restore to fix problems and undo changes to Windows.

- 49 eore

A
(2}

@Eack up files
[ Back up computer

Restore files

Advanced restere

Restore computer

2. Click the Back up files button and follow the prompts, choosing a backup
device and the type of files to back up.

For more information go to www.staysmartonline.gov.au




Windows XP

Windows XP comes with a backup program, Windows Backup, but it is not installed
by default. It is easy to install from the original Windows XP CDROM:

1. Log in as an administrator
2. Install the backup application by clicking Start then Run and enter the text as
shown (where D: is your Windows XP CDROM)

Run @

i Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it for vou.

Open: | D:\YALUEADDIMSFTINTBACKUP | v

[ QK ][ Cancel ][ Browse... ]

Click OK and follow the prompts to install the backup program.

3. Start the installed program by selecting it from the start menu

For more information go to www.staysmartonline.gov.au



‘| Admin User

29 Internet ) My Documents
Internet Explorer :

B o
J My Pictures

5

E-mail
= Outlook Express @ Set Program Access and Defaults

%5 Windows Catalog
MSM % windows Update

| ) Accessibility

Windows Media Play< i INasaal
i) Games 4
Windows Messenger i Startup 4

| /) Communications

I7) Entertainment

®O4

rli; System Tools ‘ ?,5 Backup

) @ Internet Explorer W) Address Book % Character Map

| Tour Windows XP 8 s
N & Caleulator & Disk Cleanup

-] Files e:jnd Settings Trdf (5) Outlook Express Command Prompt & Disk Defragmenter

D Wizar . <
=+ Remote Assistance @ MNotepad # Files and Settings Transfer Wizard
& windows Media Player w Paint [ Scheduled Tasks
3 Windows Messenger ©) Program Compatibility Wizard @ Ssecurity Center
allPrograms B \ @l Windows Movie Maker €3 synchronize # System Information

3 5 i ;
@]LDQ off 5 Turn OFF Corhpty & Tour Windows XP B System Restore

|2 Windows Explorer
iJ start A wordpad |8 EEY 221

4, Follow the prompts from the backup wizard, and select your preferred backup —
selecting “Everyone’s documents and setting:
on the computer are backed up.

For more information go to www.staysmartonline.gov.au



Backup or Restore Wizard

What to Back Up
You can specify the items you want to back up.

What do you want to back up?

() My documents and settings
Includes the My Dacuments folder, plus your Favorites, desktop, and cookies.

@E veryone's documents and settings D
Includes every users My Documents folder, plus their Favorites, desktop, and

caookies.

() &ll information on this computer

Includes all data on this computer, and creates a system recovery disk that
can be used to restore Windows in the case of a major failure.

() Let me choose what to back up

[ ¢ Back ]L Next > ][ Cancel ]

5. Similarly to Windows Vista, choose a backup device when prompted and start
the backup.

For more information go to www.staysmartonline.gov.au



Apple Mac OS X

The backup utility that comes with OS X is called Time Machine. To perform a
backup, follow these steps:

1. Open the System Preferences window and start Time Machine (circled)

<|» || ShowAll
Personal

Appearance Desktop &
Screen Saver

Hardware

0

Bluetooth CDs & DVDs

Internet & Network

28 (2]

MobileMe Network

System

ST

Accounts Date & Time

Dock

L

Displays

QuickTime

A

Parental
Controls

System Preferences

E @ o

Exposé & International Security Spotlight
Spaces

S

Energy Keyboard & Print & Fax Sound

Saver Mouse

Sharing

s 2 _R-H"\
Q - - /-" \-. -
Wy 1 2| f v@ .u

Software Speech Startup Disk “Time Machine/ Universal
Update N Access

2. Time Machine is turned off by default — turning it on will begin the process of
selecting a backup disk and configuring backup.

For more information go to www.staysmartonline.gov.au



lime Machine

< l > Show All Q )

; Choose Backup Disk...

- -
Tlme MaCh|ne Time Machine keeps copies of everything on your Mac,

including system files, applications, and settings, as well as
your music, pictures, and other important files. Since Time

—— Machine keeps daily backups, you can revisit your Mac as it
OFF [ ' ON appeared in the past.

' Show Time Machine status in the menu bar

i
i ‘H Click the lock to prevent further changes. &)

3. Turn on Time Machine or click Choose... to select the disk for backup. In this
example, the drive NO NAME has been selected.

! NO NAME (reformat required) 243.1 MB

@ ( Set Up Time Capsule ) (' cancel ) ( Use for Backup )

4. Setting up Time Capsule will cause the drive you have selected to be cleared
of existing data, so be sure that you only use a drive with no existing data on
it, or data you are willing to delete.

For more information go to www.staysmartonline.gov.au



In order to start backing up with Time
Machine the disk “NO NAME"” must first be

E@ erased.

Erasing will destroy all information on the disk and
can not be undone.

( Erase ) ( Choose Another Volume )

5. Follow the prompts to complete your first backup.
Schedule regular backups

Once you know how to do a backup, it is important to conduct backups on a regular
basis — otherwise the information stored on backup may soon become out of date
and incomplete. How regular you choose to do backups depends on how important
the data is on your computer, and how often that data changes.

Restoring backups

The aim of this factsheet is to enable you to protect your data by backing it up. Used
correctly, backup applications will generally prevent you from accidentally overwriting
an existing backup. However, restoring files from a backup to your computer is not so
straightforward and if done without proper instruction may result in a newer version of
a file being replaced by an older one or, at worst, total destruction of existing files —
precisely what the backup was intended to prevent. For this reason, in the event that
you need to restore your data from backup it is recommended you seek assistance
from a reputable computer technician.

References

For more information about backup, the following references may be helpful:

http://www.microsoft.com/protect/yourself/data/backup.mspx

http://support.apple.com/kb/HT1427
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