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Factsheet 7 — How to secure Windows Live Mail

Every day we receive spam email. Some spam will be from criminals who wish to
compromise our computers or defraud us. Therefore, spam is a security issue, not
just a nuisance.

It is possible to improve email security by using settings in your email software to
block or warn you about potentially harmful content and attachments (or executables)
before you open them. By securing your email client you can help prevent this from
happening.

These settings are for Windows Live Maill and need to be enabled for each user’'s
account.

1. Open Windows Live Malil
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Figure 1, Menu

2. Click the button to show the menu on upper right hand side. See Figure 1.

3.  Click on the Safety Options label.

! Microsoft’s Windows Live Mail is a free email program which can be downloaded from:

http://get.live.com/wlmail/overview
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http://get.live.com/wlmail/overview

4.  Select the High security setting for the Level of Junk Mail filter.

I Safety Options 4|
Optioh: I Safe Sendersl Blocked Sendersl Intemationall F'hishingl Securityl

Windows Live Mail can move messzages that appear to be junk e-mail into a
special Junk E-mail folder.

Choose the level of junk e-mail pratection pou want:

£ No Automatic Filkering. Mail from blocked senders iz stil moved to the
Junk E-mail folder.

= Low: Move the most obvious junk e-mail ta the Junk E-mail falder.

gh: Mast junk e-mail iz caught, but some regular mail may be caught asi
awell. Check pour Junk E-mail folder often.

£ Safe List Only: Orly mail from people or domains on your Safe Senders
List will be delivered to your Inbox.

[~ Pemanently delete suspected junk e-mail instead of moving it to the Junk
E-mail folder

[~ Report junk e-mail to Microsoft and its partners (recommended)

0K I Cancel Apply

Figure 2, Safety options for Windows Live Mail

5.  Select the Phishing Tab and enable the “Protect my Inbox...” and “Move
phishing E-mail...” check boxes.

For more information go to www.staysmartonline.gov.au
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K '_‘“] “windows Live kail can protect your E-mail from potential phishing attacks
"y ahd optiohally maove them ta the Junk E-mail folder.

v Pratect my Inbox from messages with potential Phishing links.:

v Mowve phishing E-mail to the Junk e-mail folder. [4pplies only to
POP/AMAF accounts)

Click here ta lean more about phishing

o ]
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Figure 3, Windows Live Mail Phishing Tab

Select the Security Tab and enable the options as in Figure 4, below.

Wiruz Pratection

Select the Intermet Explorer securnity zone to uze:
&l

— ) Intemet zone [Less zecure, but maore functional)

{(#) Reshicted sitez zone [More secure}

Wwarn me when other applications try to send mail az me.

Do ot allow attachments to be saved or opened that could
potentially be a virus.

Download Images

Block images and ather external content in HT L e-mail.

Show images and external content zent from e-mail addrezzes in
my Safe Senders list.

Figure 4, Windows Live Mail Security Tab

Click OK. Again, click the button to show the menu. This time select Options.

For more information go to www.staysmartonline.gov.au




8.  Select the Read Tab and enable the check box for “Read all messages in Plain
text”.

9. Now select the Send Tab. Select the Radio Button to send Mail and News as
Plain Text.

10. Click OK and you are finished.
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