
© Australian Government Stay Smart Online  Page 1 of 9 

Stay Smart Online Alert Service 
Newsletter 

February 2010 

Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests. In this newsletter we have responded again to feedback questions. 

Useful security tips 

What are the advantages and disadvantages of having more than one web browser 

installed on your computer? 

A web browser is software that enables you to view and access web sites and web-based email.  For 

example, this newsletter was accessed (downloaded) using a web browser.  Common web browsers 

are: 

 Apple Safari 

 Google Chrome 

Microsoft Internet Explorer 

 Mozilla Firefox 

 Opera 

 

All web browsers are free to download and install and there is really no limit as to how many 

browsers you may wish to install for your particular computer/operating system, apart from 

practical considerations, which we will cover shortly.  Microsoft Internet Explorer and Mozilla Firefox 

are the two most common browsers used by people using Microsoft Windows operating systems. 

From a security point of view, all browsers are similar.  Like other software in common use, security 

bugs are commonly found in web browsers.  We generally do not regard one browser as being 

intrinsically more secure than another.  There are two exceptions to this: 

http://www.apple.com/safari/download/
http://www.google.com/chrome/index.html?hl=en-GB&brand=CHMA&utm_campaign=en_gb&utm_source=en_gb-ha-apac-aunz-bk&utm_medium=ha
http://www.microsoft.com/Windows/internet-explorer/
http://www.mozilla-europe.org/en/firefox/
http://www.opera.com/browser/
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1. beta versions of web browser software, which is still undergoing development and review, is 

best avoided; and 

2. unsupported versions of browser software.  For example, all versions of Internet Explorer 5 

are no longer supported and some versions of Internet Explorer 6 are no longer supported. 

Microsoft is due to cease support for other versions of Internet Explorer 6 and 7 in July 

2010.  It is recommended that all users of Microsoft Internet Explorer upgrade to version 8.1  

Similarly, Mozilla Firefox recommends against using versions of Firefox prior to 3.5.x.2  

Moreover, Mozilla will cease support for Firefox version 3.5.x in August 2010 and 

recommends upgrading to the latest version (currently 3.6).3 

To check which version of Internet Explorer you have installed, if applicable, follow the steps below: 

¶ Open Internet Explorer.  Click on the down arrow adjacent to the help button (question mark) as 

shown in Figure 1 ōŜƭƻǿΦ  ¢ƘŜƴ ǎŜƭŜŎǘ ά!ōƻǳǘ LƴǘŜǊƴŜǘ 9ȄplorŜǊέ ŦǊƻƳ ǘƘŜ ŘǊƻǇ Řƻǿƴ ƳŜƴǳΦ ¢Ƙƛǎ 

will open a window as shown in Figure 2 which displays the version of Internet Explorer installed. 

 

Figure 1, Steps to find version number of Internet Explorer 

 

Figure 2, Window displays version number of Internet Explorer 

 

 

                                                             
1  http://support.microsoft.com/gp/lifesupsps#Internet_Explorer 
2
  http://support.mozilla.com/en-US/kb/Installing%20a%20previous%20version%20of%20Firefox 

3
  http://www.mozilla.com/en-US/firefox/all-older.html 
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To check which version of Firefox you have installed, if applicable, follow the steps below: 

¶ hǇŜƴ CƛǊŜŦƻȄΦ  /ƭƛŎƪ ƻƴ ǘƘŜ άIŜƭǇέ ōǳǘǘƻƴ ƳŜƴǳ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƛƎǳǊŜ о ōŜƭƻǿΦ  ¢ƘŜƴ ǎŜƭŜŎǘ 

ά!ōƻǳǘ aƻȊƛƭƭŀ CƛǊŜŦƻȄέ ŦǊƻƳ ǘƘŜ ŘǊƻǇ Řƻǿƴ ƳŜƴǳΦ ¢Ƙƛǎ ǿƛƭƭ ƻǇŜƴ ŀ ǿƛƴŘƻǿ ŀǎ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ п 

which displays the version of Mozilla Firefox installed. 

 

Figure 3, Steps to find version of Mozilla Firefox 

 

Figure 4, Window displays which version of Firefox is installed 

 

Therefore, under what circumstances should you consider installing more than one web browser on 

your computer?    

Advantage 

Generally, it is desirable to have more than one web browser installed when there is a new security 

bug found in your (default) web browser, and the web browser vendor/developer has not yet 

released a security patch to fix the problem.  The period between when the security bug is 

announced and when a security patch becomes avŀƛƭŀōƭŜ ŀƴŘ ƛƴǎǘŀƭƭŜŘ ƻƴ ǇŜƻǇƭŜΩǎ ŎƻƳǇǳǘŜǊǎ Ŏŀƴ 
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leave people and their computers exposed to potentially harmful attacks, especially when it is 

known that criminals are actively exploiting the security bug. 

In this situation, the easiest and safest course of action would be to avoid using the web browser 

with the security bug until a security patch is available to fix it, and use an alternative web browser 

instead. 

This situation occurred recently when we reported about a new security bug in various versions of 

the Microsoft Internet Explorer web browser, for which Microsoft had not yet developed a security 

patch (see SSO Alert 2010-004, dated 15 January 2010).  The suggestions proposed by Microsoft at 

the time, were temporary ones and may have to be reversed when a permanent security patch 

became available.  These suggestions also involved changing some settings in the browser and the 

ŎƻƳǇǳǘŜǊΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ, which may have caused difficulties for some users.   

Microsoft since released a security patch to correct the problem (see SSO Alert 2010-007, dated 22 

January 2010). 

A similar situation has occurred with other browsers too where a patch was not available at the time 

the advice was released to correct the security bug, such as Mozilla Firefox. 

Disadvantages 

Assuming the browsers installed on your computer are not beta, obsolete or unsupported versions, 

there are some disadvantages with installing more than one web browser.  The more software you 

install, the more software you need to maintain in terms of security patches.   

You should update the security patches for the alternative browser before using it; this includes 

checking that the browser plug-ins such as Adobe Flash Player or Adobe Shockwave are up to date 

also, if they are installed. 

If yƻǳ ǎǿƛǘŎƘ ŦǊƻƳ ŀ ŘŜŦŀǳƭǘ ōǊƻǿǎŜǊ ǘƻ ŀƴƻǘƘŜǊΣ ȅƻǳ ƴŜŜŘ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ΨŘŜŦŀǳƭǘΩ ōǊƻǿǎŜǊ ǎŜǘǘƛƴƎǎ 

otherwise if you click on a link in an email or other document, the default browser with the security 

bug will open instead of the alternative browser, and potentially expose your computer to an attack. 

If you switch from one browser to another you may wish to export your favourites from your default 

browser and import them into the alternative browser, and vice versa when you change back (if they 

have changed in the meantime).  

Factsheet on free security software for non-commercial use 
In the October Stay Smart Online Newsletter we advised that Microsoft had released a new 

combined anti-virus and anti-spyware product that was free to install for home computers that have 

Microsoft operating systems installed.   This information has now been included in the Stay Smart 

Online Factsheet called Free Security Software for non-commercial use. 

Microsoft Security Essentials and AVG free-edition version 9.0 have the advantage that you do not 

have to install and update separate anti-virus and anti-spyware products, which is normally required 

when using other free security software.  These products do both. Please note, it is important to 

http://www.ssoalertservice.net.au/view/3bd184c173a3c4e4520bfbe521321216
http://www.ssoalertservice.net.au/view/3e420008f7d57fd56229beda17e3cba1
http://www.ssoalertservice.net.au/view/3e420008f7d57fd56229beda17e3cba1
http://www.ssoalertservice.net.au/view/b8de13c09ac125751ee5272bcf4f6c70
http://www.ssoalertservice.net.au/content/doc/October_2009.pdf
http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3a4aff2f
http://free.avg.com/au-en/homepage
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uninstall all other anti-spyware products and anti-virus products first before installing either of these 

products. 

Where is the Security Center in Microsoft Windows 7? 

For people who have moved over to using Microsoft Windows 7 from previous versions of Microsoft 

operating system platforms, you might have trouble finding the all-important Security Center. 

In Microsoft Windows XP and Vista, computer ǳǎŜǊǎ ŎƻǳƭŘ ŎƘŜŎƪ ǎƻƳŜ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜƛǊ ŎƻƳǇǳǘŜǊΩǎ 

security status through the Security Center, which was found within the Control Panel.   In particular, 

users can check whether their operating system had all the necessary security patches, whether they 

had a firewall turned on and whether they had anti-virus software installed and it was up to date. 

In Microsoft Windows 7, the Security Center is now part of a new Action Center and includes 

functionality for maintaining your computer. 

To find the Action Center, click on the Start menu icon (image)   at the bottom left hand side of 

the screen, then select the Control Panel as shown below. 

 

Figure 5, Windows 7, Start Menu 

The following window will open.  You can get to the άǎŜŎǳǊƛǘȅέ ǎŜŎǘƛƻƴ ōȅ ŦƻƭƭƻǿƛƴƎ ŜƛǘƘŜǊ ƻŦ ǘƘŜ 

following steps: 

1. Select άAction Centerέ, as shown on the top left hand column in Figure 6 below. 
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Figure 6, Windows 7, Control Panel 

It will open the Action Center window, as shown below: 

 

Figure 7, Action Center on Windows 7 

/ƭƛŎƪ ά{ŜŎǳǊƛǘȅέ ŀǎ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ 7 above will display the window shown in Figure 8 below. 
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Figure 8, Security settings for Windows 7 

2. !ƭǘŜǊƴŀǘƛǾŜƭȅΣ ȅƻǳ Ŏŀƴ ƎŜǘ ǘƻ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǎŜŎǘƛƻƴ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ά/ƻƴǘǊƻƭ tŀƴŜƭέ ƛƴ ǘƘŜ 

address bar, as shown in Figure 6 above.  This will open the window shown in Figure 9 

ōŜƭƻǿΦ  {ƛƳǇƭȅ ŎƭƛŎƪ ƻƴ ά{ȅǎǘŜƳ ŀƴŘ {ŜŎǳǊƛǘȅέ ƭƛƴƪ ōŜƭƻǿΦ  

 

Figure 9, System and Security link in Windows 7 

²ƛǘƘƛƴ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǎŜǘǘƛƴƎǎ ƻŦ ǘƘŜ !Ŏǘƛƻƴ /ŜƴǘŜǊΣ ǳsers can check settings for their firewall, 

Windows Update, virus and spyware (malicious software) protection.  If you need to modify your 
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Windows Firewall or Windows Update settings, these are accessed through the Control Panel.  

{ŜŎǳǊƛǘȅ ǎŜǘǘƛƴƎǎ ŦƻǊ ȅƻǳǊ ǿŜō ōǊƻǿǎŜǊ Ŏŀƴ ōŜ ƳƻŘƛŦƛŜŘ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǘŀō ƛƴ άInternet 

Optionsέ from the Control Panel; and your computer account passwords or account privileges can be 

ŎƘŀƴƎŜŘ ōȅ ǎŜƭŜŎǘƛƴƎ ά¦ǎŜǊ !ŎŎƻǳƴǘǎέΦ See Figure 6 above. 

Feedback questions  
This section is devoted responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service. 

Sometimes subscribers use the feedback form to request us to change the email address used to 

receive alerts and other Stay Smart Online content. 

Unfortunately, this is not possible for us to do.  Subscribers must log into the web site to authorise 

and change their email address ǘƘŜƳǎŜƭǾŜǎΦ  ¢ƘŜ ά[ƻƎ Lƴέ ƭƛƴƪ ƛǎ ŦƻǳƴŘ ƛƴ the left navigation bar as 

shown below. 

 

Once you click on this link you can log in to change these details yourself. Or if you have forgotten 

your username and/or password, click on the άCƻǊƎƻǘ ǇŀǎǎǿƻǊŘΚέ ƻǊ ǘƘŜ άCƻǊƎƻǘ ǳǎŜǊƴŀƳŜΚέ links to 

regain access to, and modify, your profile settings. 
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Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 


