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Overview
The purpose of the Newsletter is to provide general advice about online securityaisgduresp you
learn to better manage the security of your computer and information when online

TheNewsletter provides additional information about the threats anfiveare bugs which were
reported during the period, or abootherthreats o be aware af

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests. In this newsletter we have responded again to feedback questions.

Useful security tips

What are the advantages and disadvantages of having more than one web browser
installed on your computer?

A web browser is software that enables you to view and access web sites and web-based email. For
example, this newsletter was accessed (downloaded) using a web browser. Common web browsers
are:

Apple Safari
Google Chrome
Microsoft Internet Explorer

Mozilla Firefox
Opera

All web browsers are free to download and install and there is really no limit as to how many
browsers you may wish to install for your particular computer/operating system, apart from
practical considerations, which we will cover shortly. Microsoft Internet Explorer and Mozilla Firefox
are the two most common browsers used by people using Microsoft Windows operating systems.

From a security point of view, all browsers are similar. Like other software in common use, security
bugs are commonly found in web browsers. We generally do not regard one browser as being
intrinsically more secure than another. There are two exceptions to this:
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http://www.apple.com/safari/download/
http://www.google.com/chrome/index.html?hl=en-GB&brand=CHMA&utm_campaign=en_gb&utm_source=en_gb-ha-apac-aunz-bk&utm_medium=ha
http://www.microsoft.com/Windows/internet-explorer/
http://www.mozilla-europe.org/en/firefox/
http://www.opera.com/browser/

1. beta versions of web browser software, which is still undergoing development and review, is
best avoided; and

2. unsupported versions of browser software. For example, all versions of Internet Explorer 5
are no longer supported and some versions of Internet Explorer 6 are no longer supported.
Microsoft is due to cease support for other versions of Internet Explorer 6 and 7 in July
2010. It is recommended that all users of Microsoft Internet Explorer upgrade to version 8.
Similarly, Mozilla Firefox recommends against using versions of Firefox prior to 3.5.x.>
Moreover, Mozilla will cease support for Firefox version 3.5.x in August 2010 and
recommends upgrading to the latest version (currently 3.6).°

To check which version of Internet Explorer you have installed, if applicable, follow the steps below:

9 Open Internet Explorer. Click on the down arrow adjacent to the help button (question mark) as

shown in Figure 10 St 2 g @ ¢KSY aStphSNEG I TANRWMI (IKSEGH RWR S

will open a window as shown in Figure 2 which displays the version of Internet Explorer installed.
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Figurel, Steps to find version number of Internet Explorer
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Figure2, Window displays version number of Internet Explorer

http://support.microsoft.com/gp/lifesupsps#internet_Explorer
http://support.mozilla.com/en-US/kb/Installing%20a%20previous%20version%200f%20Firefox

http://www.mozilla.com/en-US/firefox/all-older.html
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To check which version of Firefox you have installed, if applicable, follow the steps below:

T hilSy CANBTF2E® [/ fA01 2y (GKS alI St L¥ odziGz2y YSyd:
G! 02dzii CANBME2EEE FTNRBY (KS RNRLI R2g6y YSydzd ¢KAA ¢

which displays the version of Mozilla Firefox installed.

v @) Home | Stay Smart Online - Mozilla Firefox
E——
File Edit View History Bookmarks Tools ;

Q—' C' n @ http:/'/\;d Firefox Help F1

5 X | For Internet Explorer Users
2 Most Visited | | Getting Started 5, Latesth

Troubleshooting Information...

#* Home | Stay Smart Online { | Release Notes

Report Broken Web Site..,
:@i Australian Government Initiative STAY Repoit Web Forgery..
"R3F" Stay Smart Online Check for Updates...

‘ About Mozilla Firefox
E-security Alert Service + You are here? Online > Home

Small business e-security -
About Stay Smart Online

Be smart online
Stay Smart Online provides all Australian onlir

Secure your computer can take to secure themselves online. This inc
your computer and your transactions online.

Figure3, Steps to find version of Mozilla Firefox
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Figure4, Window displays which version of Firefox is installed

Therefore, under what circumstances should you consider installing more than one web browser on
your computer?

Advantage

Generally, it is desirable to have more than one web browser installed when there is a new security
bug found in your (default) web browser, and the web browser vendor/developer has not yet
released a security patch to fix the problem. The period between when the security bug is

7

announced and when a security patch becomesavt Af 6t S | yR AyadlffSR
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leave people and their computers exposed to potentially harmful attacks, especially when it is
known that criminals are actively exploiting the security bug.

In this situation, the easiest and safest course of action would be to avoid using the web browser
with the security bug until a security patch is available to fix it, and use an alternative web browser
instead.

This situation occurred recently when we reported about a new security bug in various versions of

the Microsoft Internet Explorer web browser, for which Microsoft had not yet developed a security
patch (see SSO Alert 2010-004, dated 15 January 2010). The suggestions proposed by Microsoft at
the time, were temporary ones and may have to be reversed when a permanent security patch

became available. These suggestions also involved changing some settings in the browser and the
02 YLJzi SN A& 2 1WSidddnay Raye dauséd dliffidlilGeYfor some users.

Microsoft since released a security patch to correct the problem (see SSO Alert 2010-007, dated 22
January 2010).

A similar situation has occurred with other browsers too where a patch was not available at the time
the advice was released to correct the security bug, such as Mozilla Firefox.

Disadvantages

Assuming the browsers installed on your computer are not beta, obsolete or unsupported versions,
there are some disadvantages with installing more than one web browser. The more software you
install, the more software you need to maintain in terms of security patches.

You should update the security patches for the alternative browser before using it; this includes
checking that the browser plug-ins such as Adobe Flash Player or Adobe Shockwave are up to date
also, if they are installed.

fy2dz a6 A 00K FNRY | RSTlLdzZ G oNRSASNI (G2 Fy2iKSNE

otherwise if you click on a link in an email or other document, the default browser with the security
bug will open instead of the alternative browser, and potentially expose your computer to an attack.

If you switch from one browser to another you may wish to export your favourites from your default
browser and import them into the alternative browser, and vice versa when you change back (if they
have changed in the meantime).

Factsheet on free security software for non-commercial use
In the October Stay Smart Online Newsletter we advised that Microsoft had released a new

combined anti-virus and anti-spyware product that was free to install for home computers that have
Microsoft operating systems installed. This information has now been included in the Stay Smart
Online Factsheet called Free Security Software for non-commercial use.

Microsoft Security Essentials and AVG free-edition version 9.0 have the advantage that you do not

have to install and update separate anti-virus and anti-spyware products, which is normally required
when using other free security software. These products do both. Please note, it is important to
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http://www.ssoalertservice.net.au/view/3bd184c173a3c4e4520bfbe521321216
http://www.ssoalertservice.net.au/view/3e420008f7d57fd56229beda17e3cba1
http://www.ssoalertservice.net.au/view/3e420008f7d57fd56229beda17e3cba1
http://www.ssoalertservice.net.au/view/b8de13c09ac125751ee5272bcf4f6c70
http://www.ssoalertservice.net.au/content/doc/October_2009.pdf
http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3a4aff2f
http://free.avg.com/au-en/homepage

uninstall all other anti-spyware products and anti-virus products first before installing either of these
products.

Where is the Security Center in Microsoft Windows 77
For people who have moved over to using Microsoft Windows 7 from previous versions of Microsoft
operating system platforms, you might have trouble finding the all-important Security Center.

In Microsoft Windows XP and Vista, computerdzd SNB O2 dz2 R OKSO|l az2YS$
security status through the Security Center, which was found within the Control Panel. In particular,
users can check whether their operating system had all the necessary security patches, whether they
had a firewall turned on and whether they had anti-virus software installed and it was up to date.

In Microsoft Windows 7, the Security Center is now part of a new Action Center and includes
functionality for maintaining your computer.

To find the Action Center, click on the Start menu icon (image) O’ at the bottom left hand side of
the screen, then select the Control Panel as shown below.

J 15y Microsoft Office Outlook 2007 L?
)

J22  icrosoft Office Word 2007

.f Getting Started

Pictures
Connect to a Projector

Music

Documents

‘q , Remote Desktop Connection
£

Computer
g PuTTY

-, Control Pane!
-~ ) Notepad
Devices and Printers

Sticky Notes

: Default Programs
3& Snipping Tool
Help and Support

| Calculator

b AllPrograms

f

Figure5, Windows 7, Start Menu

The following window will open. Youcangettothed @ SOdzNRA (e é¢ &aSOlA2y oe@
following steps:

1. Select GAction Centeré€, as shown on the top left hand column in Figure 6 below.
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Figure6, Windows 7, Control Panel
It will open the Action Center window, as shown below:
= E e
O~ [F « MrContriPaneL. + Aesen ot + T4y | [ Gemes Comre 7]
fle ot Yew ook Hep .l
Contieh Pael PO Review recent messages and resolve problems
Change Actices Centes settings Action Center has detected one o0 more issues for you to review
W Chasge Uter Accoant Control —— -
ERYORS  Security @
View archevesd mestages e
View performence mfoematon Maintenance -
e [ e oacin |
Yout fées are not being backed up. .
Tutn off messsges sbonst Windows
m Packup
¥ you don't see your problem lnted, try one of these:
Tigubleshooting Recovnry
e S I P Find and fix ‘ Restors your
Backup and Restore problems COMputes to an
watlier tims
Werdows Update
Windowa Pregram
Compatitsity Troubleshooter
Figure7, Action Center on Windows 7
[ £ AO01 d&{ SOdzNRA U & &bové will displyZhé wWinddwyshowthAn Biglad Bbelow.
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Figure8, Security settings for Windows 7
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address bar, as shown in Figure 6 above. This will open the window shown in Figure 9

0S8t

260 [ AYLX @

Ot ADItRY 1 GoBEABY

FYR { $OdzNA

@Qv@ » Control Panel »

PET =

v [ 5 I ' Search Control Panel

o]

File

Edit View Tools Help

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer
Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing
options

Hardware and Sound
View devices and printers

Add a device

Connect to a projector

Adjust commonly used mobility
settings

Programs
Uninstall a program

View by: Category ¥

User Accounts and Family
Safety
’5’ Add or remove user accounts

’{:ﬁ’ Set up parental controls for any
user

Appearance and
Personalization

Change the theme

Change desktop background
Adjust screen resolution

§ &

Clock, Language, and Region
Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

s

® ®

2 AGKAY

Figure9, System and Security link in Windows 7
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Windows Firewall or Windows Update settings, these are accessed through the Control Panel.

{SOdNR (e aSGiAyIa F2NJ 82dzNJ 6506 0NR g & GNdmé&l y 6

Optionsé from the Control Panel; and your computer account passwords or account privileges can be
OKI'y3ISR o0& a®2sxyiarigu® 6aopvd SNI ! O

Feedback questions
This section is devoted responding to feedback or questions submitted by people who have
subscribed to the Stay Smart Online Alert Service

Sometimes subscribers use the feedback form to request us to change the email address used to
receive alerts and other Stay Smart Online content.

Unfortunately, this is not possible for us to do. Subscribers must log into the web site to authorise
and change their email addressi KSYa St @S a @ ¢ KS thelle mvightightbar ds A Y |
shown below.

Welcome to the Stay Smart Ondine Alert Service
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Latest Alerts
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Latest Adviscries
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w3 packager 3 mvadate for Moz OF § comecteg malple 30001) winmabitie

Latest Newsletiers

[ S d

Once you click on this link you can log in to change these details yourself. Or if you have forgotten
your username and/or password, clickonthe d C2 NH2 (0 LJ aa 62 NRK$¢ 2iNdtd KS
regain access to, and modify, your profile settings.
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Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

materi al and information in this newsletter is not adap
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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