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Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests. In this newsletter we have responded again to feedback questions.

Feedback questions
This section is devoted to responding to feedback or questions submitted by people who have
subscribed to the Stay Smart Online Alert Service.

Why do you include my memorable phrase in email and doesn’t this compromise my

security?
The memorable phrase is a security feature which is designed to help you more easily detect
whet her email that is sent from “Stay Smart Onl

pretending to be from the Stay Smart Online Alert Service.

Every email you receive from the Stay Smart Online Alert Service includes your memorable phrase at
the beginning:

Stay Smart Online Alert Service Inbox |

% Stay Smart Online Alert Service to me

fou have received this email because you have used this email address to subscribe to the Stay Smart Online Alert Service

@Drable Phrase: A phri@se to R@

Security update for Mozilla Firefox web browser, SeaMonkey application suite and Thunderhird e-mail program.

05 February 2009

Figurel - Example Stay Smart Online Alert Service email
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You selected your memorable phrase when you signed up to this service, so each subscriber has a

different memorable phrase. By including your memorable phrase in each email we send you, it
makesiteasi er for you to check if an email which
S e r vwasxraally sent by us, or someone just pretending to be us.

Unfortunately, it is very easy for criminals to send emails pretending to be from legitimate
organisations for fraudulent purposes. If someone is fooled by these emails, it may result in them do
something which harms their computers, or involves the theft of their personal or sensitive
information.

Even if the layout or design of email changes, emails that come from the Stay Smart Online Service
will always contain your memorable phrase, which is unique to you.

Your memorable phrase is not secret information that requires protection in the way that your
password needs to be kept secret. Please change your password if it is the same as your memorable
phrase. The purpose of the memorable phrase is to allow subscribers to easily determine if email
which appears to come from the Stay Smart Online Alert Service, is actually from that service. If this
phrase was not included it may be easier for criminals to send spam, containing malicious web links,
which appears to come from the service.

Useful security tips

The Conficker worm is a form of malicious software, it is also known as Downadup. In our recent
Advisory about the Conficker/Downadup worm (SSO-AD-2009-001) we stated that this worm infects
computers by exploiting bugs in Microsoft Windows and guessing weak Windows passwords.

Additionally, this malicious software also spreads via portable USB storage devices, such as portable
hard drives or memorysticks ( al s 0 k nown a sthuthbfdlives’s.)ht dabgtHisbye s ” or “
exploiting the automatic “Autoplay” feature in

USB storage devices provide a portable capability to conveniently store large amounts of data. It is
very common for people to share files using these devices. However, plugging USB devices into an
infected computer may cause the malware to be copied to the USB device, which is then plugged
into another computer, which in turn becomes infected. Hence, malware is often spread from
computer to computer by USB devices in this way.

By turning off the Autoplay feature on your computer, you can reduce the chance of accidentally
allowing malicious software to infect your computer when the device is plugged in to your
computer.

By default, Windows XP and Vista prompt the user for an action when a new device is plugged in:
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26B (E:) 3] - AutoPlay o= e

i, This disk or device containg more than one type of H .
,/ Borheh _ Removable Disk (E;)
T—

“what do you want *indows to do?

Mixed content options

Play

using Windows Media Player
Flay )
uging Windows bedia Plaper Import pictures

l&{lj using Windows

,-'/ Open folder to view files

uzing Wwindowsz Explorer Fﬁﬂ r:.:;l::.i?:drsfs

Q Take no action General options

Open folder to view filles
: ) using Windows Explorer

Y.

i bl Speed up my system
M using Windows ReadyBoost

I oK l [ Toree] ] Set AutoPlay defaults in Control Panel

Figure2 - Autoplay under Windows XP Figure3 - Autoplay under Windows Vista

Conficker/Downadup uses Autoplay to try and trick the user into installing it. It does this on

Windows XP and Windows Vista by creating an extra option in the Autoplay menu, which looks a lot
| i k eWitddweE X' pl or exr” opti on

Removable Disk (E:) X | AutoPlay (=] e =
“u, This dizk or device containg more than one bype of .
./ content. Removable Disk (E:)
What do you want Windows to do? j .

T

[7] Always do this for software and games:

e Play Install or run program
uzing ‘Windows Media Plaper : )
Open folder to view files 4
VA Frint the pictures i B Publisher not specified
E:ﬁ uzing Photo Printing *izand e e
. General options
View a slhideshow of the images
g using "windows Picture and Fax Viewer Open folder to view files
L8 ‘ using Windows Explorer
.. Copy pictures to a folder on my computer
uzing Microzoft Scanner and Camera YWizand 7% Speed up my system
&% using Windows ReadyBoost
~'p Open folder to view files b
I oK l ’ Cancel ] Set AutoPlay defaults in Control Panel
Figure4 - Windows XP misleading Autoplay example Figure5 - Windows Vista misleading Autoplay option

Even though the text says “Open folder to view f
f

program and the real “Open folder to view il es”

Windows Vista has settings which can be used to control how AutoPlay works. To change these
settings, open the control panel and select “Pl e
panel home”) or “Autoplay” (if wusing “Classic Vi
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Category .. Network and Internet
“-

View network status and tasks
Set up file sharing

L 5 Hardware and Sound
ﬁ (3 ay CDs or other media automatica -]
Printer

Mouse

A %
A 4 Programs

A iJ Uninstall a program

Folder Fonts Game p
Options Controllers Change startup programs
Figure6 - Control Panel AutoPlay option Figure7 - Control Panel AutoPlay option
(dassicView) (Control panel home)

Then under the AutoPl ay options, ,kadalloth&Goft war e &
settings as they are and click save.

(= & =S

@Uv“!—,ﬂ » Control Panel » Hardware and Sound » AutoPlay L4 |&’| ‘ Search Fel |

Choose what happens when you insert each type of media or device @

[7] Use AutoPlay for all media and devices

Media

42 Audio CD [ Choose a default v]

42 Enhanced audic CD [ Choose a default ']

B DVD movie [ Choose a default v]

¢® Enhanced DVD movie [ Choose a default v]

[ Software and games [Q Take no action v] ]

Figure8 - DisablingAutoplay for software and games

Windows XP does not have an AutoPlay control panel. Instead, you will be prompted each time a
USB storage device is inserted. If you are unsure about what is on a USB storage device the safest
option is to select “Take no action”

Acknowledgement
This section on the Autoplay Conficker/Downadup worm was developed using information from
SANS Internet Storm Center diary. http://isc.sans.org/diary.html?storyid=5695

User software bugs

So far this month there has been software updates released for two of the most popular web
browsers: Internet Explorer and Mozilla Firefox. Both of these software updates fix problems, which
if left unattended could result in criminals being able to install programs and run commands on your
computer. The Stay Smart Online Alert Service sent Alerts regarding these software updates. SSO-
AL2009-004 (sent on the 5 February 2009) describes software updates for Mozilla Firefox (and
other Mozilla applications). SSO-AL2009-006 (sent on the 11" February 2009) describes software
updates for Microsoft Internet Explorer (and other Microsoft Applications).
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In addition to Internet Explorer, the Microsoft software patches also fixed problems with Exchange

Server, SQL Server and Microsoft Office Visio. Microsoft Exchange Server is an email server and

Microsoft SQL Server is a database server. These programs are generally used by businesses and are

not included on standard versions of Windows XP and Windows Vista. As a general rule, products

which end irmvedarhe wiolrld ndSte be running on a typica
is a program used for drawing diagrams. It is not included in the standard Microsoft Office program

suite, like Microsoft Word, Excel and PowerPoint is.

What you can do
The bugs in Internet Explorer and Mozilla Firefox have been fixed. You can ensure that your
computer is kept up to date.

You can do this with Internet Explorer by sel
“Tool s” menu. You can docttihnigs twiiet h* Qvhoezcikl Ifao rF i
option from the “Help” menu.

Common online threats

Be careful opening unsolicited email around Valentine’s Day.
Whilst we have already sent Advisory SSO-AD-2009-002 regarding this subject, we thought it
worthwhile to repeat it here.

Criminals take advantageofe ve nt s | i kay to¥niide geople to apen’sgmm email. This
spam email may be selling products or it may contain web links which attempt to install malicious
programsonyourcomputer. Tr adi ti onal ly, Valentine's cards are

it easier for attackers to fool people into thinking that the malicious spam is from a true admirer. We
recommend cauti on wlID&® emaiB ¢ ehat nedsgges ¥oramhieh the sendeeis s
not known to you.

Criminals not Dap thayalsa sseothdf high grofile holidays asd events
throughout the year. It is best to be cautious when opening email during these times.

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

material and information in this newsletter is not adapted to any particularper sonés <ci rcumstances
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.
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The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided

by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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