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Stay Smart Online Alert Service 
Newsletter 

January 2009 

Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests. In this newsletter we have responded again to feedback questions. 

Feedback questions  
This section is devoted to responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service.  

How do I tell which software I have installed on my computer? 

To check which software you have on your computer depends on what operating system (Microsoft 

Windows or Apple Mac OS X) you have. Information about how to tell which software you have 

installed can also be found in this FAQ on the Stay Smart Online Alert Service web site. 

On computers running Microsoft Windows, the list of installed programs can be found by double 

clicking the ά!ŘŘ ƻǊ wŜƳƻǾŜ tǊƻƎǊŀƳǎέ icon όŎŀƭƭŜŘ άPrograms and Featuresέ ƛƴ ²ƛƴŘƻǿǎ ±ƛǎǘŀύ in 

the Control Panel. The Control Panel can be found in the Windows Start Menu. 

 

Figure 1 - Windows Vista Control Panel Figure 2 - Windows Vista Programs

http://www.ssoalertservice.net.au/view/401ec2c4d3fe2f3105d7e171ad8975b9
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Figure 3 - Windows Vista Programs and Features 

As can be seen above, the Windows Vista computer shows various Adobe software installed. The 

²ƛƴŘƻǿǎ ·t ŎƻƳǇǳǘŜǊ όōŜƭƻǿύ ǎƘƻǿǎ άaƛŎǊƻǎƻŦǘ hŦŦƛŎŜ tƻǿŜǊtƻƛƴǘ ±ƛŜǿŜǊέ ŀƴŘ ά²ƛƴŘƻǿǎ LƴǘŜǊƴŜǘ 

9ȄǇƭƻǊŜǊ тέ όas well as other programs) installed. 

Figure 4 - Windows XP Control Panel Figure 5 - ²ƛƴŘƻǿǎ ·t ά!ŘŘ ƻǊ wŜƳƻǾŜ tǊƻƎǊŀƳǎέ

On computers running Apple Mac OS X, the list of installed programs is available in the 

ά!ǇǇƭƛŎŀǘƛƻƴǎέ ŦƻƭŘŜǊΦ !ƴ ŜȄŀƳǇƭŜ ƻŦ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴǎ ŦƻƭŘŜǊ ƛǎ ǎƘƻǿƴ in the screen shot below. 

 

Figure 6 - Mac OS X Applications folder 
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Useful security tips 
In our recent Alert for Internet Explorer 7 (SSO-AL2008-021) we stated that if you choose to install a 

different web browser you should set it as the default. Since Microsoft has released a patch (SSO-

AL2008-022) it is useful to provide details about how to switch back to use Internet Explorer as your 

default browser and uninstall Firefox or Safari should you wish to do so. Note that it is OK to have 

more than one web browser installed on your computer at the same time.  However, it is important 

to keep them all up to date with the latest software security updates if you choose to keep more 

than one web browser on your computer. 

The programs that Windows Vista ǳǎŜǎ ŀǎ άǘƘŜ ŘŜŦŀǳƭǘ ǇǊƻƎǊŀƳέ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŦǊƻƳ ǘƘŜ 

άtǊƻƎǊŀƳǎέ /ƻƴǘǊƻƭ tŀƴŜƭ όǎŜŜ CƛƎǳǊŜ м ŀōƻǾŜύΦ hƴŎŜ ȅƻǳ ƘŀǾŜ ǘƘŜ άtǊƻƎǊŀƳǎέ /ƻƴǘǊƻƭ tŀƴŜƭ ƻǇŜƴ, 

ŎƭƛŎƪ ǘƘŜ ά{Ŝǘ ȅƻǳǊ ŘŜŦŀǳƭǘ ǇǊƻƎǊŀƳǎέ ƭƛƴƪ ǳƴŘŜǊ ǘƘŜ ά5ŜŦŀǳƭǘ tǊƻƎǊŀƳǎέ ƘŜŀŘƛƴƎ όFigure 7 below). 

 

Figure 7 - Windows Vista Default Programs 

To change your default web browser (or other defaults) select the program you want as the default 

ŦǊƻƳ ǘƘŜ ƭŜŦǘ ƘŀƴŘ ŎƻƭǳƳƴ ŀƴŘ ŎƭƛŎƪ ά{Ŝǘ ǘƘƛǎ ǇǊƻƎǊŀƳ ŀǎ ŘŜŦŀǳƭǘέ όǎŜŜ CƛƎǳǊŜ у ōŜƭƻǿύΦ 

 

Figure 8 - Windows Vista Setting Internet Explorer as default web browser 

http://www.ssoalertservice.net.au/view/c92e36ef0af95de875a40fcecbd1dde1
http://www.ssoalertservice.net.au/view/148cc98d86558e67f17d37d53f3bbb0e
http://www.ssoalertservice.net.au/view/148cc98d86558e67f17d37d53f3bbb0e
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The programs that Windows XP ǳǎŜǎ ŀǎ άǘƘŜ ŘŜŦŀǳƭǘ ǇǊƻƎǊŀƳέ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŦǊƻƳ ǘƘŜ άAdd or 

Remove ProgrŀƳǎέ /ƻƴǘǊƻƭ tŀƴŜƭ όǎŜŜ CƛƎǳǊŜ п above). Once here, clƛŎƪ ƻƴ ǘƘŜ ά{Ŝǘ tǊƻƎǊŀƳ !ŎŎŜǎǎ 

ŀƴŘ 5ŜŦŀǳƭǘǎέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ƭŜŦǘ ƻŦ ǘƘŜ ǿƛƴŘƻǿ όǎŜŜ CƛƎǳǊŜ ф ōŜƭƻǿύΦ 

 

Figure 9 - Windows XP Program Defaults 

¢ƻ ƳŀƪŜ ǘƘŜ ŎƘŀƴƎŜΣ ƻǇŜƴ ǘƘŜ ά/ǳǎǘƻƳέ ŘǊƻǇŘƻǿƴΣ ŀƴŘ ǎŜƭŜŎǘ άLƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊέ ŀǎ ȅƻǳǊ default 

web browser. Then click OK and Windows will set Internet Explorer as your default browser. 

If you want to remove Firefox (or Safari) from Windows Vista Ǝƻ ōŀŎƪ ƛƴǘƻ ǘƘŜ άtǊƻƎǊŀƳǎ ŀƴŘ 

CŜŀǘǳǊŜǎέ ŎƻƴǘǊƻƭ ǇŀƴŜƭ όCƛƎǳǊŜ о ŀōƻǾŜύΦ ¢ƘŜƴ ǎŜƭŜŎǘ ǘƘŜ ǇǊƻƎǊŀƳ you want to uninstall (in this case 

CƛǊŜŦƻȄ ƻǊ {ŀŦŀǊƛύ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ ά¦ƴƛƴǎǘŀƭƭέ ōǳǘǘƻƴ όǎŜŜ CƛƎǳǊŜ мл ōŜƭƻǿύΦ 

 

Figure 10 - Windows Vista Program Uninstall 
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If you want to remove Firefox (or Safari) from Windows XP Ǝƻ ōŀŎƪ ƛƴǘƻ ǘƘŜ ά!ŘŘ ƻǊ wŜƳƻǾe 

tǊƻƎǊŀƳǎέ ŎƻƴǘǊƻƭ ǇŀƴŜƭ όCƛƎǳǊŜ р ŀōƻǾŜύΦ ¢ƘŜƴ ǎŜƭŜŎǘ ǘƘŜ ǇǊƻƎǊŀƳ ȅƻǳ ǿŀƴǘ ǘƻ ǳƴƛƴǎǘŀƭƭ όƛƴ ǘƘƛǎ ŎŀǎŜ 

CƛǊŜŦƻȄ ƻǊ {ŀŦŀǊƛύ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ άRemoveέ ōǳǘǘƻƴ όǎŜŜ CƛƎǳǊŜ мм ōŜƭƻǿύΦ 

 

Figure 11 - Windows XP Program Uninstall 

Once you have clicked Uninstall (for Windows Vista) or Remove (for Windows XP) then Firefox or 

Safari should display a custom uninstall window. Yƻǳ ǎƘƻǳƭŘ ƻƴƭȅ ƴŜŜŘ ǘƻ ŎƭƛŎƪ άƴŜȄǘέ a few times 

and then άŦƛƴƛǎƘέΣ άǳƴƛƴǎǘŀƭƭέ ƻǊ άŎƻƳǇƭŜǘŜέΦ ¢ƘŜ ŎǳǎǘƻƳ ǳƴƛƴǎǘŀƭƭ ǿƛƴŘƻǿ Ƴŀȅ ƎƛǾŜ ȅƻǳ ǎƻƳŜ 

options when uninstalling the program; in most cases the default options are acceptable. 

This uninstalling process is the same for many other software programs you may have installed on 

your computer. So if there are other software programs you no longer want, you can uninstall them 

using the same steps. 

User software bugs 
Recently there has been a rise in fake anti-virus (AV) software. This software is actually a type of 

malicious software (malware), and is often used to steal user data and sometimes fraudulently 

obtain money. Wikipedia has a partial list of known fake AV software programs. 

This software can often look very professional and have web sites that look legitimate. This can 

make it hard to distinguish between legitimate AV software which will help secure your computer, 

and malicious software which is going to allow attackers to access your data. 

What you can do 

The best way to avoid falling victim to a fake and malicious anti-virus (AV) software program, 

is to use only trusted AV software from known companies. Unfortunately it is not always 

easy to know which AV software to trust. Below are three (3) web sites that contain a list of 

reputable AV companies and their AV product(s): 

¶ Stay Smart Online (which links to the Internet Industry Association National Antivirus 

Initiative) 

¶ The list of notable anti-virus software on Wikipedia 

¶ VirusTotal includes a list of legitimate anti-virus software programs which it uses to 

analyse suspicious files 

(Some of these are free for home and/or non-commercial use.) 

http://en.wikipedia.org/wiki/Rogue_software#Partial_list_of_rogue_software
http://www.staysmartonline.gov.au/securing_your_computer/list?result_page=2
http://www.iia.net.au/index.php?option=com_content&task=view&id=187&Itemid=9
http://www.iia.net.au/index.php?option=com_content&task=view&id=187&Itemid=9
http://www.iia.net.au/index.php?option=com_content&task=view&id=187&Itemid=9
http://en.wikipedia.org/wiki/List_of_antivirus_software
http://www.virustotal.com/sobre.html
http://en.wikipedia.org/wiki/List_of_antivirus_software#Freeware
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You should always have one (and only one) of these trusted AV products from a known 

company installed and up-to-date. If you do, then your computer will be much safer from 

these fake AV products. Of course if you do happen to come across one of these fake AV 

software programs, or web sites, you should not install them and navigate away from the 

web site. 

Common online threats 

Facebook and MySpace Ȭ×ÏÒÍȭ ÐÒÅÔÅÎÄÓ ÔÏ ÂÅ ÁÎ !ÄÏÂÅ &ÌÁÓÈ 0ÌÁÙÅÒ ÓÏÆÔ×ÁÒÅ ÕÐÄÁÔÅ 

There is harmful and malicious software (malware) in circulation that spreads ǘƘǊƻǳƎƘ ǇŜƻǇƭŜΩǎ 

Facebook and MySpace accounts. Facebook (www.facebook.com) and MySpace 

(www.myspace.com) are popular social networking sites, which people use to communicate and 

share information, photos, videos and other files online with their friends and family. 

The malware, called Koobface, has been around since August 2008, but only targets people with 

Facebook or MySpace accounts. Periodically the criminals modify the Koobface malware to make it 

difficult for anti-virus software programs to detect the latest versions of it. 

If infected with Koobface, the computer becomes completely compromised and criminals can access 

any information on the computer and take control over the computer without the knowledge of the 

owner. 

According to Kaspersky, a potential victim receives a spam email message or comment from a friend 

with subject lines such as: 

¶ άExaminers Caught Downloading Grades From The Internetέ 

¶ άHelloέ 

¶ άYou must see it!!! LOL.έ 

¶ άIs it really celebrity?έ 

¶ άFunny Momentsέ 

If you receive a message like this, then it may ƳŜŀƴ ǘƘŀǘ ȅƻǳǊ ŦǊƛŜƴŘΩǎ ŎƻƳǇǳǘŜǊ ƛǎ ƛƴŦŜŎǘŜŘΦ ¢o make 

sure you do not get infected, you should delete these messages and/or comments without clicking 

on any links they contain. 

If you do click on one of these links, you will be taken to a malicious web site that pretends to 

contain a video. The site says that in order to watch this video you need the latest version of Adobe 

Flash Player, and provides a download link. This link is incorrect, and actually downloads and installs 

a data-stealing malicious software program (the Koobface malware). 

Adobe Flash Player is a software program that is used by web browsers to display some forms of 

video or animated content. 

This example demonstrates that sometimes you might receive email from people you do know, 

which contains a link to malicious software (malware). The problem is that if your friends, or the 

people you know, have had their computers infected with the Koobface malware, the malware 

automatically sends a message or comment to all the friends linked to their Facebook or MySpace 

http://www.facebook.com/
http://www.myspace.com/
http://www.kaspersky.com/news?id=207575670
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account. So just because a message or comment appears to be from someone you know and trust, it 

does not always mean it really was from them, or that the email attachment or web link is safe to 

open. 

Facebook has prepared a report about this and have a general security information site: 

http://www.facebook.com/security 

If you are ever prompted to update your Adobe Flash Player software so you can view a particular 

video, dƻƴΩǘ click on the links whƛŎƘ Ƴŀȅ ΨǇƻǇ-ǳǇΩ ŎƻƴǾŜƴƛŜƴǘƭȅΦ Instead, go to the Adobe Flash 

Player web site and update it from there: 

http://get.adobe.com/flashplayer/ 

 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 

 

 

http://www.facebook.com/security
http://get.adobe.com/flashplayer/

