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Overview
The purpose of the Newsletter is to provide general advice about online securityaisgduresp you
learn to better manage the security of your computer and information when online

TheNewsletter provides additional information about the threats anfiveare bugs which were
reported during the period, or abootherthreats o be aware af

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests. In this newsletter we have responded again to feedback questions.

Feedback questions
This section is devotéd responding to feedback guestions submitted by people who have
subscribed to the Stay Smart Online Alert Service.

How do I tell which software | have installed on my computer?

To check which software you have on your computer depends on what operating system (Microsoft
Windows or Apple Mac OS X) you have. Information about how to tell which software you have
installed can also be found in this FAQ on the Stay Smart Online Alert Service web site.

On computers running Microsoft Windows the list of installed programs can be found by double
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the Control Panel. The Control Panel can be found in the Windows Start Menu.
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Figurel - Windows Vista Control Panel Figure2 - Windows Vista Programs
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Figure3 - Windows Vista Programs and Features

As can be seen above, the Windows Vista computer shows various Adobe software installed. The
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On computers running Apple Mac OS Xhe list of installed programs is available in the
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Figure6 - Mac OS X Applications folder
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Useful security tips

In our recent Alert for Internet Explorer 7 (SSO-AL2008-021) we stated that if you choose to install a
different web browser you should set it as the default. Since Microsoft has released a patch (SSO-
AL2008-022) it is useful to provide details about how to switch back to use Internet Explorer as your
default browser and uninstall Firefox or Safari should you wish to do so. Note that it is OK to have
more than one web browser installed on your computer at the same time. However, it is important
to keep them all up to date with the latest software security updates if you choose to keep more

than one web browser on your computer.
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Figure 7 - Windows Vista Default Programs

To change your default web browser (or other defaults) select the program you want as the default
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Set your default programs

To set a program as the default for all file types and protocols it can open, click the program and then click Set as default.

Programs = @ Internet Explorer
. . Microsoft Windows

&l -
et Explorer Windows Internet Explorer 7 provides an easier and more secure web browsing
X Office Outlook experience. Perform quick searches right from the toclbar, custom print your

[F5] Windows Calendar webpaaes. and discover. manaae. and read RSS feeds.
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Figure 8 - Windows Vista Setting Internet Explorer as default web browser
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Figure9 - Windows XP Program Defaults
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web browser. Then click OK and Windows will set Internet Explorer as your default browser.
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Figure10- Windows VistaProgramUninstall
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Figurell- Windows XP Program Uninstall

Once you have clicked Uninstall (for Windows Vista) or Remove (for Windows XP) then Firefox or

Safari should display a custom uninstall window. Y2 dz 8 K2 dzZf R 2y f & afeBthies (12 Of A O
andthen & T A YOAdAYKASYRAND G BYI S @ ¢ KS Odzai2Y dzyAyaidltft Ayl
options when uninstalling the program; in most cases the default options are acceptable.

This uninstalling process is the same for many other software programs you may have installed on
your computer. So if there are other software programs you no longer want, you can uninstall them
using the same steps.

User software bugs

Recently there has been a rise in fakeanti-virus (AV) software. This software is actually a type of
malicious software (malware), and is often used to steal user data and sometimes fraudulently
obtain money. Wikipedia has a partial list of known fake AV software programs.

This software can often look very professional and have web sites that look legitimate. This can
make it hard to distinguish between legitimate AV software which will help secure your computer,
and malicious software which is going to allow attackers to access your data.

What you can do

The best way to avoid falling victim to a fake and malicious anti-virus (AV) software program,
is to use only trusted AV software from known companies. Unfortunately it is not always
easy to know which AV software to trust. Below are three (3) web sites that contain a list of
reputable AV companies and their AV product(s):

9 Stay Smart Online (which links to the Internet Industry Association National Antivirus

Initiative)
9 The list of notable anti-virus software on Wikipedia

9 VirusTotal includes a list of legitimate anti-virus software programs which it uses to
analyse suspicious files

(Some of these are free for home and/or non-commercial use.)
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You should always have one (and only one) of these trusted AV products from a known
company installed and upto-date. If you do, then your computer will be much safer from
these fake AV products. Of course if you do happen to come across one of these fake AV
software programs, or web sites, you should not install them and navigate away from the
web site.

Common online threats

Facebook and MySpaceOx 1 O 8 BDOAOAT AO O1 AA AT ' AT AA &1 AOE
There is harmful and malicious software (malware) in circulation that spreads | K N2 dzZ3 K LIS 2 LJX SQa

Facebook and MySpace accounts. Facebook (www.facebook.com) and MySpace

(www.myspace.com) are popular social networking sites, which people use to communicate and
share information, photos, videos and other files online with their friends and family.

The malware, called Koobface, has been around since August 2008, but only targets people with
Facebook or MySpace accounts. Periodically the criminals modify the Koobface malware to make it
difficult for anti-virus software programs to detect the latest versions of it.

If infected with Koobface, the computer becomes completely compromised and criminals can access
any information on the computer and take control over the computer without the knowledge of the
owner.

According to Kaspersky, a potential victim receives a spam email message or comment from a friend
with subject lines such as:

GExaminers Caught Downloading Grades From The Interneté
OHelloé

OYou must see it!!! LOL.€

s it really celebrity?€

= =4 =8 —a A

OFunny Momentsé

If you receive a message like this, thenitmayY' Sy G KI G & 2 dzNJ F NRA S ¥ iRaRed
sure you do not get infected, you should delete these messages and/or comments without clicking
on any links they contain.

If you do click on one of these links, you will be taken to a malicious web site that pretends to
contain a video. The site says that in order to watch this video you need the latest version of Adobe
Flash Player, and provides a download link. This link is incorrect, and actually downloads and installs
a data-stealing malicious software program (the Koobface malware).

Adobe Flash Player is a software program that is used by web browsers to display some forms of
video or animated content.

This example demonstrates that sometimes you might receive email from people you do know
which contains a link to malicious software (malware). The problem is that if your friends, or the
people you know, have had their computers infected with the Koobface malware, the malware
automatically sends a message or comment to all the friends linked to their Facebook or MySpace
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http://www.myspace.com/
http://www.kaspersky.com/news?id=207575670

account. So just becausemessage or commeiatppears to be from someone you know and triist,
does not always mean it really was from them, or that the email attachment or web link is safe to
open.

Facebook has prepared a report about this and have a general security information site:

http://www.facebook.com/security

If you are ever prompted to update your Adobe Flash Player software so you can view a particular
video, d2 Y €ldk on the linkswhA OK Y FdBLICW LAR2LY @hSehdh gB 16 thé Adobe Flash
Player web site and update it from there:

http://get.adobe.com/flashplayer/

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

mat erial and information in this newsletter is not adap
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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