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Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

Security tips
Check if your computer is infected with malicious software called ‘Conficker’

Approximately 12,000 computers in Australia are believed to be infected by Conficker malicious
software (also called malware). Is your computer one of them?

Conficker is the name of a particular type of malware that allows criminals to have remote control
over computers infected with Conficker.

Although Conficker was first noticed back in November 2008, there have been new variants of the
malware released and many computers remain infected. Worldwide the number of infections is
quite high because the malicious software can spread by itself, looking for new computers over the
Internet to infect.

Computers infected by the malware could be controlled to conduct a range of activities that harm
the interests of the legitimate computer owners and users and innocent third parties. If your
computer is infected with Conficker malware, it is important to take steps to remove the malware.
Once your computer is infected with this malware, it is more prone to being attacked by other
malware.
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Fortunately, detecting and removing this malware is relatively easy but you generally cannot rely on
the anti-virus software installed on your computer to detect and remove this infection, if it already
exists. This is because Conficker disables common anti-virus software programs.

Follow these easy steps to test whether your computer may be infected with Conficker

To detect if you have a possible Conficker infection click on the following link. The website will give
you a visual cue to the possibility of being infected with a Conficker variant.

http://net.cs.uni-bonn.de/fileadmin/user upload/werner/cfdetector/

Hopefully you will see a green tick like below which indicates you are clean from Conficker variants.

If you see the image below, there is a chance you have an infection.
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Follow these easy steps to remove the Conficker infection from your computer.

Unfortunately, the newer versions of Conficker do block some security sites to make it harder for
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removal tools.

Company Instructions | Removal Tool
F-Secure read me download
Trend Micro | read me download
BitDefender | read me download

Table 1 - Conficker removal tools

Importantly, after running the removal tool you should perform an update on your operating
system, software and antivirus as Conficker will likely have prevented updates to occur.

For further information on removing malware and updating Windows, see the following factsheets:

You have malware - what should you do? - Factsheet 11 Part 1
http://www.ssoalertservice.net.au/view/d7723c24c424de0caa991ad3e2860def
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http://net.cs.uni-bonn.de/fileadmin/user_upload/werner/cfdetector/
http://www.f-secure.com/
http://www.fsecure.com/v-descs/worm_w32_downadup_al.shtml
ftp://ftp.fsecure.com/anti-virus/tools/beta/f-downadup.zip
http://www.trendmicro.com.au/au/home/
https://securecloud.com/support/sysclean
https://securecloud.com/downloads/SysClean-WORM_DOWNAD.zip
http://www.bitdefender.com.au/
http://www.bdtools.net/how-to-remove-downadup.php
http://www.bdtools.net/download/dcleaner.zip
http://www.ssoalertservice.net.au/view/d7723c24c424de0caa991ad3e2860def

You have malware - what should you do? - Factsheet 11 Part 2
http://www.ssoalertservice.net.au/view/6f49c25d53824f7222a9b2f891495cd4

You have malware - what should you do? - Factsheet 11 Part 3
http://www.ssoalertservice.net.au/view/508ad21492942059777beaf398943491

Factsheet 18 - Free security software for non-commercial use
http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3adaff2f

Newsletter September 2009, section Security Tips on Windows Update and Microsoft Update
http://www.ssoalertservice.net.au/view/22fda42ea2e35dac180f498bbcf0f92b
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http://www.ssoalertservice.net.au/view/6f49c25d53824f7222a9b2f891495cd4
http://www.ssoalertservice.net.au/view/508ad21492942059777beaf398943491
http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3a4aff2f
http://www.ssoalertservice.net.au/view/22fda42ea2e35dac180f498bbcf0f92b

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

materialandinf or mati on in this newsletter is not adapted to at
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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