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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  This month’s 

newsletter provides warnings about fake anti-virus programs and provides tips which make updating 

Apple software on Microsoft platforms easier.  

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.    

Computer security threats 

Fake anti-virus programs continue to target unsuspecting users 
Fake anti-virus programs are prevalent on the Internet.  Criminals entice potential victims to install 

fake anti-virus programs so that they may steal money under false pretences and/or information 

from their computers when connected to the Internet.   Personal information and account 

credentials stolen, of course, can also be used to perpetuate further acts of fraud affecting these 

computer users. 

You may encounter invitations to install fake anti-virus programs initially via email, or as a pop-up 

when surfing the web.  The information presented generally attempts to fool you into believing your 

computer is compromised with malware and seeks to persuade you to pay for, and install, the fake 

anti-virus product.  It could also take the form of a fake malware removal tool.   Generally you will 

also be provided with a link to a web site where you can pay for and install the fake anti-virus 

product or removal tool. To help with the deception, often these products use names and logos 

similar to legitimate products.    

The list of fake (or ΨrogueΩύ anti-virus and anti-spyware programs is large and the names can easily 

change.    But as a guide, Wikipedia has produced a list of fake anti-virus software to be avoided and 

Symantec1 has provided some screen shots of what fake AV programs may look like.  

                                                             
1
  www.symantec.com 

http://en.wikipedia.org/wiki/Rogue_software#Partial_list_of_rogue_software
http://www.symantec.com/connect/blogs/misleading-applications-show-me-money
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This type of attack is simply an older variety of the scam/attack described in previous SSO 

newsletters, in which a fraudster telephones and tries to convince you there is a problem with your 

computer and that by paying for and installing his/her software, he/she can fix it for you.    Symantec 

produced an online video, which shows an encounter with one such fraudster. 

Useful security tips 

Apple Software Update for Microsoft users 

How do I manually check for updates for the Apple Safari web browser? 

If you have a computer with a Microsoft operating system and Apple software installed then the 

easiest way to update it is to use Apple Software Update.  Apple Software Update is automatically 

installed with any of the following Apple programs ς Safari, iTunes or QuickTime. 

The Apple Software Update program is essential if you want to manually update the Safari web 

browser because Safari does not have an in-ōǳƛƭǘ ΨŎƘŜŎƪ ŦƻǊ ǳǇŘŀǘŜǎΩ ŦŜŀǘǳǊŜ ƭƛƪŜ Ƴŀƴȅ 

applications do. 

Apple Software Update will automatically check and advise you when software updates are available 

for the Apple software on your computer.  Alternatively, you can manually check for new updates 

using the Apple Software Update program by following these steps. 

These steps only apply to Microsoft computers which already have Apple software installed. 

 

For Windows Vista 

1. /ƭƛŎƪ ǘƘŜ ά{ǘŀǊǘέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ƭƻǿŜǊ ƭŜŦǘ ŎƻǊƴŜǊ ƻŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǎŎǊŜŜƴΦ  ¢ƘŜ 
button looks like the image on the right. 

 

 

2. {ŜƭŜŎǘ ά!ƭƭ tǊƻƎǊŀƳǎέ ŦǊƻƳ ǘƘŜ {ǘŀǊǘ ƳŜƴǳ ŀǎ ǎƘƻǿƴ ƛƴ ŦƛƎǳǊŜ м ōŜƭƻǿΦ 

 

Figure 1, Vista start menu 

http://www.ssoalertservice.net.au/view/dc68ac1f2df6630d92a0a80af997c732
http://www.ssoalertservice.net.au/view/dc68ac1f2df6630d92a0a80af997c732
http://www.symantec.com/connect/pt-br/blogs/technical-support-phone-scams
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3. {ŜƭŜŎǘ άApple Software Updateέ ŦǊƻƳ ǘƘŜ ƳŜƴǳ ŀǎ ǎƘƻǿƴ ƛƴ ŦƛƎǳǊŜ н ōŜƭƻǿ

 

Figure 2, Vista start menu 

4. Open Apple Software Update.  As soon as it is opened it will check for updates and either 

report that the software is up to date, or provide you a list of software to update, as shown in 

figure 3 below. 

 

Figure 3, Apple Software Update for Microsoft Windows 
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The Apple Software Update tool will detect and report if there are: 

¶ software updates for existing Apple Software you already have installed; and 

¶ Apple software programs that you do not yet have installed. 

Therefore, just because software is listed in Apple Software Update, it does not mean you need to 

install all listed software ς unless, of course, you want to do so.  From a security perspective, the 

most important point is to install updates for already installed software. 

5. Select the checkbox/es for the software you wish to update, or install.  ¢ƘŜƴ ŎƭƛŎƪ ǘƘŜ άIƴǎǘŀƭƭέ 

button.  You will also need to agree to the terms of the user licence to complete the 

installation/software update. 

Note that Apple Software Update cannot be used to update the software on Apple mobile devices 

such as iTouch, iPhone and iPad.  Updating the software on these Apple mobile devices occurs by 

physically connecting the device to a computer that has iTunes installed.   Apple iPhone, iTouch and 

iPad all have software that requires regular updating to fix security bugs, stability problems and to 

update other features from time to time.     

New information about installing anti-virus and anti-spyware applications 

on your computer 

We have updated the SSO Factsheet on free security software for non-commercial use.   Even if you 

ŘƻƴΩǘ ǳǎŜ ǘƘŜ ŦǊŜŜ ǾŜǊǎƛƻƴǎ ƻŦ ǘƘŜ ǎƻŦǘǿŀǊŜ ƳŜƴǘƛƻƴŜŘ ƛƴ ǘƘŜ ŦŀŎǘǎƘŜŜǘ and prefer commercial 

products instead, it includes a number of tips which may help you improve how you manage your 

computer.   

What you need to know 

Check whether you have a software application installed on your computer which combines anti-

virus and anti-spyware functionality in the one product.  If you have more than one product installed 

that provides the same functionality then you should uninstall the redundant product/s. 

You should have either : 

¶ only one product that combines both anti-virus and anti-spyware functionality; or 

¶ one product that only provides anti-virus protection and another product that only provides 

anti-spyware protection.    

Most products now combine this functionality in a single product.  If you have more than one 

software application product installed that provides anti-virus and/or anti-spyware functionality, this 

could cause conflicts between the different products and slow down your computer as both 

programs compete for computer resources.   

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

http://www.ssoalertservice.net.au/content/doc/F18_Free_software.pdf
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The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


