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Stay Smart Online Alert Service 
Newsletter  

SSO-NL2008-01, July 2008 

Overview 
Welcome to the first Stay Smart Online Alert Service Newsletter.   

The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.   

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or other threats. 

Software bugs and threats 
TƘŜ ǘŜǊƳǎ ΨōǳƎǎΩ ŀƴŘ ΨǘƘǊŜŀǘǎΩ appear often in the SSO alerts and advisories and are terms worth 

understanding  more about.   

What is a bug? 

Bugs (also known as vulnerabilities) refer to errors in software programs. Bugs by themselves usually 

do not pose a problem.  But some bugs make a program fail in a way which allows control of the 

computer to be taken over.  If a bug is exploited by someone with malicious intent, then harm to 

ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ Řŀǘŀ ŦƛƭŜǎ Ƴŀȅ ǊŜǎǳƭǘ.  This harm may be serious enough to affect you personally, eg, 

it may result in the theft of your personal identifying information. 

What is a threat? 

A threat refers to an event or an attack which, if it occurred, could cause harm.  In terms of 

computer, internet or online threats, these are events which may harm the security of your 

computer, network and/or your data files.   

If a threat is realised, then it may affect the integrity, confidentiality or availability of your data or 

ŎƻƳǇǳǘŜǊΩǎ ǎȅǎǘŜƳ ŦƛƭŜǎ. 

 Attacks on integrity mean that that your data files or computer system files may be 

corrupted, modified or deleted.  As a result, you may no longer know if you can trust the 

accuracy or completeness of the data files; or know if the computer is being controlled 

remotely through your internet connection by an unknown third party or criminal. 

 Attacks on confidentiality and privacy mean that sensitive or personal information may be 

copied, read or accessed by malicious persons who may wish to use that information for 

identity theft or illicit financial gain. 
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 Attacks on availability mean that your computer or software program may crash, not work 

properly or user data may be deleted; all of which can affect your ability to use the data you 

need for personal use or as part of your business. 

You may think that no one would want to harm your files or your computer, or you may not believe 

you have any valuable information on your computer.  Unfortunately, this is not usually true.   

The vast majority of internet based attacks are indiscriminate and target large numbers of 

computers at the same time.  They are directed towards any computers that are connected to the 

internet with known software bugs.   Generally, tƘŜ ŀǘǘŀŎƪŜǊ ǿƻƴΩǘ ƪƴƻǿ ƛŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊ Ƙŀǎ ǳǎŜŦǳƭ 

information until after it has been successfully attacked (compromised).  Even if there is no valuable 

Řŀǘŀ ƻƴ ǘƘŜ ŎƻƳǇǳǘŜǊΣ ǘƘŜ ŎƻƳǇǳǘŜǊΩǎ ǊŜǎƻǳǊŎŜǎ ŀƴŘ internet bandwidth are still valuable to the 

criminal who may use it to launch attacks against others and use your computer to hide their 

ƛƴǾƻƭǾŜƳŜƴǘ ƛƴ ǘƘŜ ŀǘǘŀŎƪΣ ōȅ ǳǎƛƴƎ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ Lt ŀŘŘǊŜǎǎ instead.  

Criminals often rely on known software bugs to attack and take control over computers with the 

affected software.  Fortunately, most software vendors develop and release software updates (or 

patches) to fix security bugs.  Many software vendors also have their software set to update itself 

automatically when bugs need to be fixed and most often will alert the user when this needs to be 

done. 

What you can do 

When you receive information about a new security bug in software that you use, you 

should check if the software is set to update automatically.  If not, manually obtain the 

necessary updates for your software version. The software vendor will usually publish 

ƛƴǎǘǊǳŎǘƛƻƴǎ ƻƴ Ƙƻǿ ǘƻ Řƻ ǘƘƛǎ ƻƴ ǘƘŜ άǎǳǇǇƻǊǘέ ŀǊŜŀ ƻŦ ǘƘŜƛǊ ǿŜō ǎƛǘŜΦ 

You can help reduce the risk to your computer and files by ensuring the software you use is 

updated in a timely manner. 

In some cases you may need to be logged into an account with administrator privileges to 

successfully run some updates. 

If you work in a small or medium size enterprise, you may need to check the security and 

computer change management policies and/or discuss this with those responsible for IT 

within your organisation before doing so. 

User software bugs 
This past month the Stay Smart Online Alert Service mostly published reports about software bugs in 

user application software.  User application software is used at home and office by people (users) to 

do specific things such as read PDF documents, word processing, create or edit spreadsheets, send 

email, view video files or browse the web.   Application software is installed on operating system 

software (also referred to as a platform), which is the main software that controls your computer 

and its associated devices (such as the keyboard, mouse, monitor, speakers and printer). 

In a few cases, criminals were actively attacking computers which had the affected software 

installed.  Hence it is important that users not delay updating affected software. 
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The prevalence of bugs in common types of application software provides an important reminder 

that it is not enough to simply keep operating system (platform) software up to date.  It is also 

important to keep up to date user application software, such as email programs and web browser; 

and security application software such as firewalls, anti-virus programs and anti-spyware programs. 

What you can do 

Where possible, configure software to update itself automatically.   

 

Mozilla Firefox versions 2 and 3 

Mozilla Firefox is a popular web browser.  During the period, a zero day bug was discovered in 

Mozilla Firefox version 2 and the newly released version 3.  A zero day bug means that information 

about the bug was made public before the software vendor (Mozilla) was able to provide a software 

update (patch) to fix the problem. In these situations, when there is no update or patch available, 

users should avoid using the affected software where possible.   

What you can do 

Until Mozilla develops and releases an update for this bug for Firefox versions 2 and 3, it is 

safer to use another web browser, such as Microsoft Internet Explorer, version 7.   

It is not recommended to use Microsoft Internet Explorer, version 6.  If you are still using 

Microsoft Internet Explorer version 6, upgrade to version 7. 

 

Adobe Flash Player bug 

In June 2008, a serious bug was reported in Adobe Flash Player.  This software is installed on your 

computer as a browser plug-in to display άŦƭŀǎƘέ ŎƻƴǘŜƴǘ found on many popular web sites.  Flash 

content includes some video formats, such as is needed to view videos on YouTube.com.    

Unlike user application software, Adobe Flash Player does not ŀǇǇŜŀǊ ƛƴ ȅƻǳǊ ƭƛǎǘ ƻŦ άtǊƻƎǊŀƳǎέ ǘƘŀǘ 

you see in Microsoft Windows XP or Vista, so it may not be obvious if it is installed on your computer 

or if so, which version you have. 

How to find if it is installed and which version it is 

If you have one of the Microsoft Windows platforms, go to the Control Paneƭ ŀƴŘ ƻǇŜƴ ǘƘŜ ά!ŘŘ ƻǊ 

wŜƳƻǾŜ tǊƻƎǊŀƳǎέ ƛŎƻƴΦ  LŦ Adobe Flash Player ActiveX and/or Adobe Flash Player Plugin is listed it is 

installed.  Click on the ά/ƭƛŎƪ ƘŜǊŜ ŦƻǊ ǎǳǇǇƻǊǘ ƛƴŦƻǊƳŀǘƛƻƴέ to find out the version number for each 

installation of the Adobe Flash Player.  The most up to date version of the Adobe Flash Player 

available for Linux, Mac and Windows platforms is 9.0.124.0.  Any version number that precedes this 

for these operating systems contains the security bug and should be upgraded to the newest 

version. 

http://www.microsoft.com/windows/downloads/ie/getitnow.mspx
http://www.microsoft.com/windows/downloads/ie/getitnow.mspx
http://www.ssoalertservice.net.au/view/7a2d9cb92ba515fb23e3b87287b3607a
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If you are using another operating system platform1, open your browser and copy the following URL 

in the address field: 

http://www.adobe.com/go/tn_15507  

This is a tool that tells you which version of the Adobe Flash Player your browser is using if it is 

installed. If it is not installed, no version information will be displayed. 

Here is a screen shot of what it will show if an up to date version is present: 

 

 

                                                           
1
  This also works if you use Microsoft Windows too. 

http://www.adobe.com/go/tn_15507
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Note, if you have more than one browser installed on your computer, each browser requires its 

own installation of Adobe Flash Player.  If you have more than one browser, run the tool (above) 

from each browser.   

If you have a version prior to 9.0.124.0, then update to the newest version available from 

http://www.adobe.com/shockwave/download/download.cgi?P1_Prod_Version=ShockwaveFlash.  

Run the update from each browser that uses an old version of the player. 

Common online threats 
An example of an online threat is malware, or malicious software. A number of common malware 

attacks are circulated via spam email.  Hence if you can block spam email, you reduce the chance of 

accidentally infecting your computer with malware. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ Ƨǳǎǘ ƻƴŜ ŜȄŀƳǇƭŜ ƻŦ ŀ άsǘƻǊƳέ ŜƳŀƛƭ that was circulating in late June 2008.    The 

άŦǊƻƳέ field in the spam email will vary, as will the subject field, the content and web hyperlink. 

  

Note ς web link hidden to prevent accidental infection. 

Storm emails are characterised by very short body content ς with just one or two lines and typically, 

include a web hyperlink, as can be seen in the example above.   Sometimes the hyperlink will be in 

the form of an IP address, such as the example above, or a domain name. 

Storm emails are sent in ΨǊǳƴǎΩ (or batches) with content on a similar theme.  On this occasion, the 

theme relates to the recent Chinese earthquake.  Example email subject fields include (but are not 

limited to exactly these words): 

Deadly catastrophe in Chinese capital 
2008 Olympic Games will possible not take place 
Countless victims of earthquake in China 
The capital of China were collapsed by earthquake 

http://www.adobe.com/shockwave/download/download.cgi?P1_Prod_Version=ShockwaveFlash
http://www.adobe.com/shockwave/download/download.cgi?P1_Prod_Version=ShockwaveFlash
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A new powerful disaster in China 
Destruction in China continue 
The most powerful quake hits China 
A new powerful disaster in China 
Million dead in Chinese quake  
Death toll in China is growing 
Recent china earthquake kills million 
 

Users should be aware that the purpose of this email is not to convey news about the Chinese 

earthquake but to infect your computer in order to use your computer to support other criminal 

activities.  In doing so, a criminal has control over your computer and its information files.  The 

computer in fact, becomes part of an attacker controlled botnet, which is a very large group of 

compromised computers which can be controlled in a coordinated way. 

!ƭǘƘƻǳƎƘ ǘƘŜ άǎǘƻǊƳέ ƳŀƭƛŎƛƻǳǎ ǎƻŦǘǿŀǊŜ όƻǊ ƳŀƭǿŀǊŜύΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ άPeacommò or ñ½ƘŜƭŀǘƛƴέ, has 

been around since late 2006, many new variants have been released, each with slight modifications 

in order to make their detection by up to date anti-virus software unlikely at the time the email is 

first released.   

In early July, storm emails began circulating with a new theme relating to ǘƘŜ ¦{!Ωǎ Fourth of July 

Independence Day celebrations.  Here are two examples. 

 

Note ς web link hidden to prevent accidental infection. 
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Note ς web link hidden to prevent accidental infection.  

In all the examples above, Microsoft Outlook marked the emails as potentially malicious.   The 

Outlook warnings are circled in red. 

The best approach is to avoid infection in the first place.   

What you can do 

 Look for human detectable clues that indicate this email is suspicious and likely to be 

harmful, specifically: 

o the email was sent by someone not known to the recipient; and 

o the email was neither requested nor expected;  

o its content is in the style typical of the storm malware ς very short body content 

with a hyperlink; and 

o any warnings by anti-spam filters or your email software that recommends against 

opening attachments or hyperlinks. 

 Do not click on hyperlinks within spam or suspicious email.  Delete the email.   

 Use an up to date spam filter and turn on features in your email software that will also 

help detect potentially malicious email.  See Fact Sheet 10 ς Protecting against phishing 

attacks.  

 Use up to date anti-virus software. 

http://www.ssoalertservice.net.au/view/8b0c49154bcea355a3b1114309ba8009
http://www.ssoalertservice.net.au/view/8b0c49154bcea355a3b1114309ba8009
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Detecting ȬÓÔÏÒÍȭ infections on your network 

Because anti-virus software may not always detect storm malware, other methods can be used as a 

secondary check. 

Storm malware communicates using peer-to-peer (P2P) protocols and typically communicates via 

UDP ports 4 000, 7 871  and 11 271 .2 The communications are likely  be encrypted.  

For small or medium sized businesses - what you can do 

If you manage the computer networks and IT services for a small to medium enterprise, 

ensure firewall logging is turned on.  Look for and block in and outbound connections 

to/from the above ports.   

Traffic on these ports is likely to be evidence of an infection on your network.  

If an infection is found, follow recommended guides for removing the malware. 3 It is worth 

checking with your anti-virus vendor if its removal advice is up to date for the particular 

version of the malware on your network. 

Useful online security tips 

Keep application software up to date 

Make a list of all application software installed on each computer within your network and its 

version number.   For each computer, check whether the software can be configured to update 

automatically; if so enable this feature.   

If not manually check if updates are available for the software by visiting the software vendor web 

site and comparing the ƭŀǘŜǎǘ ǾŜǊǎƛƻƴǎ ǘƻ ȅƻǳǊ ǾŜǊǎƛƻƴ ƻǊ ƭƻƻƪ ǘƻ ǎŜŜ ƛŦ ǘƘŜǊŜ ŀǊŜ ŀƴȅ ΨǎŜŎǳǊƛǘȅΩ 

announcements on the ǾŜƴŘƻǊΩǎ web site. 

Make a list of software that needs to be updated manually and schedule time to do this at least 

monthly. 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general information only and 
not intended as advice and was accurate and up to date at the time of publishing. The material and information in this 
newsletter is not adapted to any particular personôs circumstances and therefore cannot be relied upon to be of assistance in 
any particular case. In any important matter, you should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no responsibility or liability for 
information either included or referred to in the Newsletter. No responsibility or liability is accepted for any damage, loss or 
expense incurred as a result of the information contained in the Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of endorsement by the 
Commonwealth of the products or services provided by that person or organisation. Similarly, links to other web sites have 

                                                           
2  http://antivirus.about.com/od/virusdescriptions/p/storm.htm 

3
  http://www.symantec.com/security_response/writeup.jsp?docid=2007-011917-1403-99&tabid=3 

http://antivirus.about.com/od/virusdescriptions/p/storm.htm
http://www.symantec.com/security_response/writeup.jsp?docid=2007-011917-1403-99&tabid=3
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been inserted for your convenience and do not constitute endorsement of material at those sites, or any associated 
organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of third parties, which do 
not necessarily reflect the views of the Commonwealth, or indicate its commitment to particular course of action. Material on 
this site or in this Newsletter may also include information provided by third parties. The Commonwealth cannot verify the 
accuracy of information that has been provided by third parties. 


