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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.  

New factsheets 
We have prepared four new factsheets which provide more detailed advice on security issues which 

are relevant to most home users.  These factsheets are available from the Stay Smart Online web 

site: 

Factsheet 15 – Understanding password security 

Factsheet 16 – Securely configuring your broadband modem/router 

Factsheet 17– WiFi security 

Factsheet 18 – Free security software for non-commercial use 

Some of the information will also be useful to some small businesses as well.  

Common online threats 
It’s been a bad time for web browser security in the last month with software security bugs affecting 

Apple Safari, Microsoft Internet Explorer and now Mozilla Firefox.    The next few paragraphs 

summarise the current situation and best approach to adopt when using your browser to surf the 

web. 

http://www.ssoalertservice.net.au/fact-sheets
http://www.ssoalertservice.net.au/view/821e69be74588a93b128e667972e6f2d
http://www.ssoalertservice.net.au/view/d252e02d7b9843505b0ee082ecca3553
http://www.ssoalertservice.net.au/view/9cbee16b800ba7bde31e190e1874bab9
http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3a4aff2f
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Recently we issued two alerts about bugs in Microsoft products – Internet Explorer Web Browser 

Security Bug - SSO-AL2009-030 and Microsoft Web Components Security Bug - SSO-AL2009-031.  

Both alerts are quite serious because criminals are actively exploiting the bugs to compromise users’ 

computers when they connect to particular web sites. 1 Action needs to be taken by users who use 

or have the affected software installed on their computers. 

Microsoft is yet to release a software security patch to fix the bugs in the Microsoft Office Web 

Components.  However, Microsoft has developed a temporary but effective work-around.  This 

‘work-around’ deactivates the feature which the criminals were exploiting, rather than fixing the 

bugs.  But the effect is the largely the same.  

When Microsoft finalises and releases the new software updates to correct these problems it is 

important to update the affected software accordingly.  If you are running automatic updates, this 

will be done through that process. 

New information about mitigating these attacks 

The bug is exploited when a user connects to particular web sites.  The problem can be avoided by 

using a browser that is not affected.  In the alerts referenced above, we suggested using Apple Safari 

or Mozilla Firefox. Unfortunately as of yesterday a new bug2 was found in the latest version of 

Firefox, version 3.5, so using Mozilla Firefox is not an option until a security fix is released for 

Mozilla Firefox 3.5. 

Therefore, it is now recommended using  Apple Safari 4.0.2 (the most current up to date version at 

the time of writing), or apply the temporary fix provided by Microsoft, if using Internet Explorer, as 

mentioned in the alerts above. 

If you already have Apple Safari browser installed, make sure you have updated it to the latest 

version.    As mentioned in Apple Releases Update for Safari - SSO-AD2009-019, there are security 

bugs which need to be fixed in versions 4.0.1 and earlier and you should only use 4.0.2. 

To check you have the latest version, go to the flower icon menu in the top right hand corner and 

select About Safari, as shown in the diagram below. 

 

                                                             
1  These are ordinary web sites that criminals have compromised and installed hidden software that will 
automatically execute if a vulnerable web browser connects to the web site.   
2  http://blog.mozilla.com/security/2009/07/14/critical-javascript-vulnerability-in-%20-firefox-35/ 

http://www.ssoalertservice.net.au/view/1e534859afdf2c0c4c285efac962e29d
http://www.ssoalertservice.net.au/view/1e534859afdf2c0c4c285efac962e29d
http://www.ssoalertservice.net.au/view/0eb63111e6c74f145ec7186e975ad7ab
http://www.ssoalertservice.net.au/view/f652d682aa765665beadf8d27d02c031
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Understanding the purpose of the unique memorable phrase and other 

frequently asked questions 
If you have questions about aspects of the Stay Smart Online Alert Service web site, remember that 

others have probably already asked the same questions before.  It is recommended that you look 

through the Frequently Asked Questions (FAQ) of the web site – this may help answer your specific 

questions or concerns quickly. 

Some new Stay Smart Online subscribers have again asked us about the purpose of the unique 

memorable phrase.  In relation to the purpose of the unique memorable phrase – the key point to 

understand this is NOT A PASSWORD and is not meant to be kept secret.  It is important that you 

choose a “memorable phrase” that is not the same as any password you already use.   

The purpose of the unique memorable phrase is to provide a quick, relatively reliable, way to check 

that email received as part of the Stay Smart Online Alert Service that was really sent by us and not a 

criminal trying to trick you into doing something which could compromise the security of your 

computer or your personal information.   Read more in the FAQ here. 

Some people have had trouble changing their email address and others may wish to unsubscribe to 

the service.  Perhaps you have forgotten your password which allows you to make these changes.  

The answers to the following FAQs (and others) can all be found on the Stay Smart Online Alert 

Service web site. 

 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

http://www.ssoalertservice.net.au/frequently-asked-questions
http://www.ssoalertservice.net.au/
http://www.ssoalertservice.net.au/view/3d9114960ee5624b04d0d947f54c1a98
http://www.ssoalertservice.net.au/view/52f20894b93c0de4e1b97263b4bc8277
http://www.ssoalertservice.net.au/frequently-asked-questions
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The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 

 

 


