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Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

New factsheets

We have prepared three new factsheets, which provide more detailed advice on security issues
which most home users and small businesses should consider. These factsheets are available from
the Stay Smart Online web site:

Factsheet 12, How to create back-ups of your important information

Factsheet 13, Understanding and reducing security risks associated with peer to peer file sharing

Factsheet 14, Issues to consider before formatting your hard drive and when it is recommended

Common online threats

The dangers of calling fraudulent telephone numbers

Phishing attacks continue to pose a potential threat for unsuspecting users. Three alerts were
issued in the last month involving emails that pretended to be from well-known Australian banks
and the Australian Taxation Office.

What was particularly unusual was that some of the attacks included fraudulent telephone
numbers for various Australian banks. If potential victims call the telephone numbers and supplied
the credit card numbers, PINs and other information sought using the telephone key pad, that
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information would have been captured by the criminals, which in turn could lead to fraudulent
transactions involving these credit cards or bank accounts.

Phishing works by fooling people into disclosing their account access credentials (usernames and
passwords) or other personal financial information to criminals, such as bank account information,
credit card details or any other information the criminals request.

The dangers of receiving telephone calls from fraudsters
In the April SSO Newsletter (page 2), we reported about the dangers of responding to unsolicited
telephone calls. We reported that criminals were ringing people in Australia and trying to persuade

them to install potentially harmful software on their computer and pay for fraudulent services.

There have been some developments in this case. Microsoft recently reported on a phone support
scam targeting Australians by a company calling itself SupportonClick:

A company calling itself "SupportonClick" is randomly calling
Australians claiming to know that the person's computer has a "problem"
and that they will help fix it for a cost.

They also claim to be calling from Microsoft Support which is not the
case. This is a SCAM!

Some of the scammers from SupportonClick have said they were Microsoft Certified Engineers.

This just means they may have (potentially) received training on how to manage Microsoft systems C
Al R2SayQid YSIy (KSe& 62N)] FT2NJ aAONRaAz27fGP

Please note that scammers can easily change the name of the company they use at any time, or lie
about where they work. The important thing is to not trust unsolicited telephone calls, or
unsolicited emails. Verify everything from an independent and reliable source before taking any
action. For further advice about how to recognise these types of scams read the April SSO
Newsletter (page 2).

If you have installed software from SupportonClick then, it is recommended you follow the steps in
the recently released Factsheet 11, parts 1 -3, You suspect your computer is infected with malicious

software, what should | do?

Security tips
Recognising a phishing email and a phishing web site comes with practice. We have prepared a
Factsheet ¢ Protecting yourself against phishing attacks to help you detect and recognise such

attacks.

If you set up your web browser correctly, it can be a useful tool to notify when a link is to a potential
phishing site. Remember, there is always a delay between when new malicious software or
malicious web sites are discovered, and when that information is updated in the various security
tools on our computers. Therefore, a lack of browser warning does not mean the web site can or
should always be trusted ¢ rely on your own commonsense.
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Here is a browser warning which popped up when we tried to click on a phishing email for a well-
known Australian bank.

fé Reported Unsafe Website: Navigation Blocked - Windows Internet Explorer = @
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Figure 1, Example web browser warning of an Australian bank phishing site that targeted Australian Internet users

Both Mozilla Firefox and Microsoft Internet Explorer have features, which if activated, can help warn
you when you might be visiting a phishing site. Details of these features can be found in the
Factsheet ¢ Protecting yourself against phishing attacks.

Stay Smart Online web site banners have changed
Visitors to the Stay Smart Online web sites (www.staysmartonline.gov.au and
www.ssoalertservice.net.au) will have noticed a new banner.

STAY ONLINE
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Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

material and information in this newsletter is not adapted to any particularper soné6s circumstances
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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