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Stay Smart Online Alert Service 
Newsletter 

June 2010 

Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.   

This month’s newsletter provides tips to make it easier to keep your computer’s software up to date, 

from browser plug-ins to automatic updates for your operating system.  Read also about what you 

should know if scammers call you on the telephone. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.    

Useful security tips 

Have you updated your plug-ins, add-ons and extensions? 
Many people understand that you need to keep your ŎƻƳǇǳǘŜǊΩǎ software updated to prevent cyber 

criminals exploiting software bugs in your computer software.  But some people may not realise they 

are updating only a portion of the software on their computers and are, inadvertently, leaving 

themselves exposed to a wide range of attacks.  There is a range of software that can be easily 

missed if you ŀǊŜƴΩǘ looking for it ς this is the software referred to as plug-ins, add-ons or extensions.   

Recognising there are different types of software on your computer might help clarify what you 

need to do to keep all your software up to date.  Think of your computer as like a layer cake.  At the 

bottom is the hardware ς the hard disk, the computer processor, memory, monitor, keyboard, 

mouse and printer.   

The next layer is the operating system which controls the various hardware components or devices 

and provides a platform for all other software on the computer; it controls how the computerΩǎ 

hardware resources such as memory and processing power are shared among different software 

programs or devices.  Examples are Microsoft Windows XP, Microsoft Windows Vista or Apple Mac 

OS X. 

The next layer is the application software and is the software you are probably most familiar with ς 

this is the software that performs the functions you as the user want for your work or recreation.    
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This includes web browsers, email programs, word processing, spreadsheets, media players to listen 

to audio and video, games, etc.  Examples include Microsoft Word, Microsoft Excel, Mozilla Firefox 

web browser and Adobe Reader.  Application software also includes software that is designed to 

enhance the security of your computer, such as firewalls and anti-virus software.   

 

The top layer includes plug-ins, applets, add-ons and extensions.  Some vendors may also refer to 

these as applets or ActiveX controls. This type of software cannot be used by itself; rather it provides 

additional functionality for application software, such as web browsers. 

Once installed, add-ons, plug-ins, applets or extensions are easily forgotten because they generally 

appear part of the application software, or their functionality might be invisible to the user 

completely.  It might be natural to think that updating the application itself will update the plug-in 

but this is not the case.   A security bug in a software plug-in can be enough to enable an attacker to 

take control over your computer and steal information from it, just as easily as a security bug in your 

operating system or application software.  So while plug-ins might be smaller in size and function, 

the bugs can be just as harmful. 

Some plug-ins can be configured to check for updates automatically, such as the Java Runtime 

Environment, but mostly plug-ins need to be manually checked and updated.  There are a number of 

tools which make the manual checking and update process easier. 

-ÏÚÉÌÌÁȭÓ 0ÌÕÇÉÎ #ÈÅÃË 
aƻȊƛƭƭŀΩǎ Plugin Check web site checks 15 commonly-installed plug-ins for a variety of web browsers; 

although Internet Explorer is not fully supported: 1 

http://www.mozilla.com/en-US/plugincheck/ 

If you have more than one brand of web browser on your computer then, you need to perform 

this check with each different brand of browser.  Remember that the Mozilla Plugin Check is a static 

                                                             
1
  http://blog.mozilla.com/security/2009/10/13/mozilla -plugin -check-now-live/ 

Hardware

Operating system 
software

Application 
software

Software plug-ins, 
add-ons, applets 
and extensions

http://www.java.com/en/download/help/java_update.xml
http://www.java.com/en/download/help/java_update.xml
http://www.mozilla.com/en-US/plugincheck/
http://blog.mozilla.com/security/2009/10/13/mozilla-plugin-check-now-live/
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tool; it will only tell you the status of your plug-ins when you manually conduct the check; if you do 

not check ǊŜƎǳƭŀǊƭȅ ǘƘŜƴ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ŦƻǊ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǎƻŦǘǿŀǊŜ ǘƻ ǉǳƛŎƪƭȅ ŎƘŀƴƎŜ ŦǊƻƳ ōŜƛƴƎ ǳǇ 

to date to being vulnerable to attack. 

While this tool is helpful; it may not check all the plug-ins you may have installed on your particular 

computer.   If you have other less common plug-ins, or plug-ins for applications ς other than the 

supported web browsers,2 then these will be missed by this tool. 

Also, this tool will only report if you are not up to date in situations where you have an old version 

number and the vendor has released a newer version.  There are situations where the current 

version number is known to contain security bugs but the vendor has not yet released a newer 

version.  In this situation, the tool will repoǊǘ ǘƘŀǘ ȅƻǳǊ ǎƻŦǘǿŀǊŜ ƛǎ άǳǇ ǘƻ ŘŀǘŜέ ōǳǘ ǘƘŜ ǊŜŀƭƛǘȅ ƛǎ ƛǘ 

may contain a vulnerability that could expose your computer to an attack. 

3ÅÃÕÎÉÁȭÓ 0ÅÒÓÏÎÁÌ 3ÏÆÔ×ÁÒÅ )ÎÓÐÅÃÔÏÒ 
Another free tool which checks plugins and a wide range of other software is {ŜŎǳƴƛŀΩǎ tŜǊǎƻƴŀƭ 

Software Inspector (PSI) for home users only, available from: 

http://secunia.com/vulnerability_scanning/personal/  

It has other products for businesses.  Unlike the Mozilla Plugin Check, you will need to install 

software on your computer to use this tool, but it checks for a much wider range of vulnerable 

software ς for the operating system, applications and plug-ins.  Also, unlike the Mozilla Plugin Check, 

this tool is dynamic  ς it will report changes in the vulnerability of your software over time.  

According to the user instructions: 

It constantly monitors your system for insecure software installations, notifies you when an 

insecure application is installed, and even provides you with detailed instructions for 

updating the application when available. 

Additionally, it will report on software, which is the latest version, but is known to contain security 

bugs for which the vendor has not yet released a newer version which fix the security bugs.  The 

ŦƻƭƭƻǿƛƴƎ ǇǊƻǾƛŘŜǎ ŀ ǎŀƳǇƭŜ ƻŦ ǘƘŜ ƻǳǘǇǳǘ ǿƘƛŎƘ ǿƻǳƭŘ ŀǇǇŜŀǊ ƻƴ ǘƘŜ άŀŘǾŀƴŎŜŘέ ƛƴǘŜǊŦŀŎŜ ƛƴ ǘƘŜ 

άǎŜŎǳǊŜ ōǊƻǿǎƛƴƎέ ǘŀōΦ 

                                                             
2
  http://www.mozilla.com/en -US/plugincheck/more_info.html  

http://secunia.com/vulnerability_scanning/personal/
http://www.mozilla.com/en-US/plugincheck/more_info.html
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Figure 1, PSI results for insecure browser software, for which no patches were available at the time the check occurred 

This tool covers a wide range of software and can be a useful aid to checking and keeping your 

software up to date.  Remember that if you have plug-ins or application software installed that is 

less common, then these may not be routinely included in the Secunia PSI check.   

Combining automatic updates for software from the same vendor 
Setting up your computer so it updates its operating system software automatically is an essential 

security measure.   

Did you know that you can automatically update the application software from the same vendor at 

the same time as the operating system updates?  For example, the settings used to activate 

automatic updates for Windows Vista, can also be set to include updates for other Microsoft 

products installed on the same computer, such as Microsoft Office, etc.  To find out how, read the 

relevant factsheet which applies to your operating system below.   

¶ Microsoft Windows 7  (new) 

¶ Microsoft Windows Vista (new) 

¶ Microsoft Windows XP  

¶ Apple Mac OS X (new) 

For users of Microsoft Windows XP, instructions for turning on automatic updates for other 

Microsoft products in addition to the Windows XP operating system can be found under the section 

ά¦ǎƛƴƎ aƛŎǊƻǎƻŦǘ ¦ǇŘŀǘŜ Ǿƛŀ ²ƛƴŘƻǿǎ ¦ǇŘŀǘŜέΥ 

 http://www.microsoft.com/windows/downloads/windowsupdate/learn/windowsxp.mspx  

http://www.ssoalertservice.net.au/view/15a8bbfe80f3b5b588b83768f0df123a
http://www.ssoalertservice.net.au/view/93c68e689acc168f798189bc59c236d6
http://www.staysmartonline.gov.au/__data/assets/pdf_file/0005/19508/F2_Automatic_updates_WinXP.pdf
http://www.ssoalertservice.net.au/view/916553d39539cea6eb0f387f66dc7f32
http://www.microsoft.com/windows/downloads/windowsupdate/learn/windowsxp.mspx
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Latest online threats 

Criminals contacting potential victims by telephone ÔÏ ȬÒÅÐÁÉÒȭ ÔÈÅÉÒ 

computers 
We have received reports that Australian Internet users are continuing to be contacted by telephone 

as part of scams involving their computers. 

The scammer calls people at their home by telephone and claims to have information that their 

computer has a problem ς that it is infected with a virus, or that it is running slow, or that the 

computer software is corrupted.  The scammer claims to work for a company that can fix the 

problem and seeks to persuade potential victim to pay for a remote repair service via credit card and 

also seeks to install remote access software on the ǾƛŎǘƛƳΩǎ computer.  Sometimes the criminals 

involved in these scams establish web sites to give the appearance they are a legitimate business but 

the web site is established to facilitate the scam. 

If you agree to install such software (even on a trial basis), you will give the criminal remote access 

and control over your computer and all data on it and may provide them continuing access for 

malicious purposes, even after the software is uninstalled.  Remote access software should only 

be installed when you know and have good reason to trust the party concerned. 

For further information about how to detect such scams refer to the information in the June 2009 

Stay Smart Online Newsletter.   

If you believe your computer has problems that you are unable to fix, then look up the yellow 

pages to find a reputable local business to investigate and fix the problem for you, or if the 

problem affects software or hardware that is under warranty, contact the appropriate vendor.   

This way, if you experience any problems, such as fraud, then knowing the physical location and 

identity of the business involved will give you greater rights and recourse for law enforcement action 

under Australian law than if you do άbusinessέ with an entity that has its presence only ΨƻƴƭƛƴŜΩΦ  

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

http://www.ssoalertservice.net.au/content/doc/June2009.pdf
http://www.ssoalertservice.net.au/content/doc/June2009.pdf
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Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


