Stay Smart Online Alert Service
Newsletter

June 2010

Overview
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

Thi s mo gditdr pravidesitipsub makei t easi er to keep ytodate, comput
from browser plug-ins to automatic updates for your operating system. Read also about what you
should know if scammers call you on the telephone.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

Useful security tips

Have you updated your plug-ins, add-ons and extensions?

Many people understand that you need to keep your O 2 Y LIdzibfEvhiE)@dated to prevent cyber
criminals exploiting software bugs in your computer software. But some people may not realise they
are updating only a portion of the software on their computers and are, inadvertently, leaving
themselves exposed to a wide range of attacks. There is a range of software that can be easily
missed if you | NJSlgbkdnig for it ¢ this is the software referred to as plug-ins, add-ons or extensions.

Recognising there are different types of software on your computer might help clarify what you
need to do to keep all your software up to date. Think of your computer as like a layer cake. At the
bottom is the hardware ¢ the hard disk, the computer processor, memory, monitor, keyboard,
mouse and printer.

The next layer is the operating system which controls the various hardware components or devices
and provides a platform for all other software on the computer; it controls how the computerQ a
hardware resources such as memory and processing power are shared among different software
programs or devices. Examples are Microsoft Windows XP, Microsoft Windows Vista or Apple Mac
OS X.

The next layer is the application software and is the software you are probably most familiar with ¢
this is the software that performs the functions you as the user want for your work or recreation.

© Australian Government Stay Smart Online Page 1 of 6



This includes web browsers, email programs, word processing, spreadsheets, media players to listen
to audio and video, games, etc. Examples include Microsoft Word, Microsoft Excel, Mozilla Firefox
web browser and Adobe Reader. Application software also includes software that is designed to
enhance the security of your computer, such as firewalls and anti-virus software.

Hardware

Operating system
software

Application
software

Software plug-ins,
add-ons, applets
and extensions

The top layer includes plug-ins, applets, add-ons and extensions. Some vendors may also refer to
these as applets or ActiveX controls. This type of software cannot be used by itself; rather it provides
additional functionality for application software, such as web browsers.

Once installed, add-ons, plug-ins, applets or extensions are easily forgotten because they generally
appear part of the application software, or their functionality might be invisible to the user
completely. It might be natural to think that updating the application itself will update the plug-in
but this is not the case. A security bug in a software plug-in can be enough to enable an attacker to
take control over your computer and steal information from it, just as easily as a security bug in your
operating system or application software. So while plug-ins might be smaller in size and function,
the bugs can be just as harmful.

Some plug-ins can be configured to check for updates automatically, such as the Java Runtime
Environment, but mostly plug-ins need to be manually checked and updated. There are a number of
tools which make the manual checking and update process easier.

-TUEITT1 AB8O0 01 OCET #EAAE
a2 1 A Blugir CBe8k web site checks 15 commonly-installed plug-ins for a variety of web browsers;
although Internet Explorer is not fully supported: *

http://www.mozilla.com/en-US/plugincheck/

If you havemore than one brand of web browser on your computéren, you need to perform
this check with each different brand of browseiRemember that the Mozilla Plugin Check is a static

! http://blog.mozilla.com/security/2009/10/13/mozilla -plugin -check-now-live/
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http://www.java.com/en/download/help/java_update.xml
http://www.java.com/en/download/help/java_update.xml
http://www.mozilla.com/en-US/plugincheck/
http://blog.mozilla.com/security/2009/10/13/mozilla-plugin-check-now-live/

tool; it will only tell you the status of your plug-ins when you manually conduct the check; if you do
notcheck NS 3dzf F NI @8 (GKSYy Al A& LI2aairotsS F2NJ @2dzNJ O2 YLX
to date to being vulnerable to attack.

While this tool is helpful; it may not check all the plug-ins you may have installed on your particular
computer. If you have other less common plug-ins, or plug-ins for applications ¢ other than the
supported web browsers,” then these will be missed by this tool.

Also, this tool will only report if you are not up to date in situations where you have an old version

number and the vendor has released a newer version. There are situations where the current

version number is known to contain security bugs but the vendor has not yet released a newer

version. In this situation, the tool willrepoNIi G KI 4 @2 dzNJ a2F G 6 NS Aa aGdzLd G-
may contain a vulnerability that could expose your computer to an attack.

3AAOT EA6O 0AOOT T Al 31 £AOxAOA )T OPAAOI O
Another free tool which checks plugins and a wide range of other softwareis{ S Odzy A Qa t SNRA 2 Y|
Software Inspector (PSI) for home users only, available from:

http://secunia.com/vulnerability scanning/personal/

It has other products for businesses. Unlike the Mozilla Plugin Check, you will need to install
software on your computer to use this tool, but it checks for a much wider range of vulnerable
software ¢ for the operating system, applications and plug-ins. Also, unlike the Mozilla Plugin Check,
this tool is dynamic ¢ it will report changes in the vulnerability of your software over time.
According to the user instructions:

It constantly monitors your system for insecure software installations, notifies you when an
insecure application is installed, and even provides you with detailed instructions for
updating the application when available.

Additionally, it will report on software, which is the latest version, but is known to contain security
bugs for which the vendor has not yet released a newer version which fix the security bugs. The

F2ff26Ay3 LINPOGARSE | alYLXS 2F GKS 2dziLdzi ¢KAOK
GaSOdzNBE oNRgaAy3dIe (oo

2 http://www.mozilla.com/en -US/plugincheck/more_info.html
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= Secunia PSI | B

ADVANCED

Secure Browsing is without a doubt one of the most important aspects of online security. If your browser (Internet Explorer, Firefox, etc.) or its plugins
(Adobe Flash Flayer, QuickTime, Sun Java, etc.) contain vulnerabilities, then you're exposed to security threats every single time you visit a website.

@ @ Secunia Personal Software Ins

INTERFACE MODE: SIMPLE |

Crverview Insecure End-of-Life Patched Scan Settings Secunia Profile Forum

Secure Browsing

m

This page illustrates what you, as a minimum, need to do and be aware of, before launching your browser and heading out on to the World Wide Web:

1. Make sure your browser is up-to-date with the latest security patches

2. Make sure that programs and plugins that are integrated directly with your browser are up-to-date with the latest zecurity patches

3. Verify that your browsers or its plugins don't have known security issues for which no security patches have been released from the vendor
(unpatched vulnerabilities)

4. Be careful and vigilant. Don't accept anything - don't ever say "Yes", "Run”, or "Install" to anything if yvou don't know exactly what it is.

Once you can cross off all 4 from this list, you can rest assured that automatic attacks such as drive-by installation of malware through your browser are a
thing of the past.

& Apple Safari 5.x (Assessment: Not secure for browsing, at least 2 critical attack vectors exist when using this browser)
Browser / Program J/ Plugin Status Rating SAID
ﬁ- Adobe Flash Player 10.x Patched - -

@ Adobe Reader 9.x E Insecure, no solutlonj O SA40034
Q Apple QuickTime 7.x Patched - -
) Apple Safari 5.x [EEEEN] SA40110
@ SunJava JRE 1.6.x/ 6.x Patched - -

Figurel, PSl results for insecure browser software, for which no patchese avalable at the timethe check occurred

This tool covers a wide range of software and can be a useful aid to checking and keeping your
software up to date. Remember that if you have plug-ins or application software installed that is
less common, then these may not be routinely included in the Secunia PSI check.

Combining automatic updates for software from the same vendor
Setting up your computer so it updates its operating system software automatically is an essential
security measure.

Did you know that you can automatically update the application software from the same vendor at
the same time as the operating system updates? For example, the settings used to activate
automatic updates for Windows Vista, can also be set to include updates for other Microsoft
products installed on the same computer, such as Microsoft Office, etc. To find out how, read the
relevant factsheet which applies to your operating system below.

Microsoft Windows 7 (new)

Microsoft Windows Vista (new)
Microsoft Windows XP

Apple Mac OS X (new)

= =4 =4 =

For users of Microsoft Windows XP, instructions for turning on automatic updates for other
Microsoft products in addition to the Windows XP operating system can be found under the section
G! aAy3 aAONRa2Fd ! LIRFGS @Al 2AYyR26& ! LIRIGSEY

http://www.microsoft.com/windows/downloads/windowsupdate/learn/windowsxp.mspx
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http://www.ssoalertservice.net.au/view/15a8bbfe80f3b5b588b83768f0df123a
http://www.ssoalertservice.net.au/view/93c68e689acc168f798189bc59c236d6
http://www.staysmartonline.gov.au/__data/assets/pdf_file/0005/19508/F2_Automatic_updates_WinXP.pdf
http://www.ssoalertservice.net.au/view/916553d39539cea6eb0f387f66dc7f32
http://www.microsoft.com/windows/downloads/windowsupdate/learn/windowsxp.mspx

Latest online threats

Criminals contacting potential victims by telephone O1 O GA BARE O

computers
We have received reports that Australian Internet users are continuing to be contacted by telephone
as part of scams involving their computers.

The scammer calls people at their home by telephone and claims to have information that their
computer has a problem ¢ that it is infected with a virus, or that it is running slow, or that the
computer software is corrupted. The scammer claims to work for a company that can fix the
problem and seeks to persuade potential victim to pay for a remote repair service via credit card and
also seeks to install remote access software on the @A O (tdmPuf2& Sometimes the criminals
involved in these scams establish web sites to give the appearance they are a legitimate business but
the web site is established to facilitate the scam.

If you agree to install sucBoftware (even on a trial basisyou will givethe criminal emote access
and control overyour computer and all data on it and may provideem continuing access for
malicious purposes, even after the software is uninstalleRemote access software should only
be installed when you know and havgoodreason to trust the party concerned.

For further information about how to detect such scams refer to the information in the June 2009
Stay Smart Online Newsletter.

If you believe your computer has problems thgbu are unable to fixthen look up the yellow
pages to find a reputable local business to investig and fix the problem for you, or if the
problem affects software or hardware that is under warranty, contabite appropriate vendor.

This way, if you experience any problems, such as fraud, then knowing the physical location and
identity of the business involved will give you greater rights and recourse for law enforcement action
under Australian law than if you do dbusinessé with an entity that has its presenceonly W2 Y f A Y SQ ®

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

materi al and information in this newsletter is not adap
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.
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http://www.ssoalertservice.net.au/content/doc/June2009.pdf
http://www.ssoalertservice.net.au/content/doc/June2009.pdf

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by

third parties.
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