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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.  

Useful security tips 
Every piece of software you install on your computer carries potential security risks.  For example, 

the software may contain security bugs that expose your computer to attack by criminals; or, the 

software may be designed to attack your computer, such as in the case of malicious software which 

masquerades as a legitimate program.  

Add-ons, plug-ins and extensions are terms that describe software which add or extend the 

functionality of existing software.      

This article helps explain how to reduce the risk of installing software that is designed to deliberately 

attack your computer, mobile device and/or information. 

Mozilla 

There are numerous add-ons, plug-ins and extensions available for the Mozilla Firefox web browser.1   

Recently, Mozilla reported that two experimental add-ons were found to contain malicious software, 

so people who installed the add-on software also installed a malicious program  (without their 

knowledge)  that attacked their computer. 2  In this case, the malware was released as part of the 

add-on because the normal malware detection processes that Mozilla had in place failed to detect 

                                                             
1  https://addons.mozilla.org/en-US/firefox/ 
2
  http://www.itnews.com.au/News/166514,mozilla-confirms-trojan-infected-firefox-add-ons.aspx 

http://blog.mozilla.com/addons/2010/02/04/please-read-security-issue-on-amo/ 

http://www.itnews.com.au/News/166514,mozilla-confirms-trojan-infected-firefox-add-ons.aspx
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the malware.  Mozilla has since introduced additional malware checking processes to help reduce 

this risk.   

In this situation, using an up-to-date anti-virus software may help identify whether the software 

contains malicious code, but it is not always a reliable verification process.   

How do you decide what software is trustworthy?  

This situation shows that there are risks even when installing software from a well-known and 

reputable software producer.  Nonetheless as a rule, it is better to install software only from well-

known reputable software producers, such as Microsoft, Mozilla, Apple, Google and others.  These 

organisations are more likely to notify the public when problems arise in third party software they 

distribute via their web sites, and take steps to address the problem, as Mozilla did. 

Recommendation: 

¶ The best course of action is to avoid installing software from unknown and 

untrusted sources.    Stick to well-known and reputable sources. 

Microsoft 

An ActiveX control is software that is designed to run on Microsoft operating systems and may be 

produced by Microsoft or by a third party; as such not all ActiveX controls should automatically be 

trusted.  Microsoft has processes in place which help users assess the integrity and authenticity of 

these software extensions or ActiveX controls before they are installed, regardless of whether the 

software was produced by Microsoft or a third party.3  From a user perspective, a user should check 

whether the ActiveX control has been signed or not, as a way to help assess whether it is 

trustworthy content, not designed to deliberately harm your computer.  Signed ActiveX controls go 

through a process which verify the authenticity and integrity of the software and provide more 

assurance that the software can be trusted than unsigned controls. 

People who use the Microsoft Internet Explorer web browser can reduce the risk of installing 

potentially harmful software by preventing unsigned ActiveX controls from being downloaded and 

installed on your computer. 

Recommendation: 

¶ Set up your browser to prevent potentially harmful software from installing 

automatically. 

To do this, follow the steps below: 

1. Open Microsoft Internet Explorer. 

                                                             
3
  http://msdn.microsoft.com/en-us/library/ms537361(VS.85).aspx 
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2. Select Tools, then Internet Options from the drop down menu. 

 

Figure 1, Internet Explorer (version 8), Internet Options 

3. Select the Security tab from the Internet Options window. 

4. Select the Internet zone icon (as circled). 

5. /ƭƛŎƪ ǘƘŜ άwŜǎŜǘ ŀƭƭ ȊƻƴŜǎ ǘƻ ŘŜŦŀǳƭǘ ƭŜǾŜƭέΦ 

6. ¢ƘŜƴ ǎŜƭŜŎǘ άhYέΦ 
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This will change the browser security settings to ones which will prevent unsigned, and potentially 

harmful, ActiveX controls, to be downloaded on to your computer, as shown in the figure below. 

 

Figure 2, Internet Explorer, with default security settings activated 

 

With these browser settings activated, you will still be prompted to make decisions about installing 

add-ons that have been signed.  Signed add-ons are regarded as more trustworthy than unsigned 

ones. 

 

Figure 3, Internet Explorer prompting user to decide whether to install an Apple QuickTime add-on (ActiveX control) 
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Software for mobile devices 

Mobile devices (like mobile telephones) can be attacked in similar ways to computers.  As such, it is 

important to install software only from reputable sources.  How do you decide what is a reputable 

source? 

Generally, the device manufacturer is a reputable source, even where the manufacturer did not 

write all software for that telephone.  For example, if you wish to install software for your Sony 

Ericsson telephone then you should do so from the Sony Ericsson web site, or mobile telephone 

provider.  Remember that although the manufacturer may be reputable, it does not necessarily 

follow that the software being released through its web site has undergone checking to determine 

its safety.  Very few manufacturers provide public information about what processes, if any, are 

involved to provide assurance that the third party software applications are trustworthy and are not 

designed to deliberately harm your information or device. 

Similarly, if you wish to install software (also called applicationsΣ ƻǊ άŀǇǇǎέ ŦƻǊ ǎƘƻǊǘ) on your iPhone, 

iPod touch or iPad, you may do so using iTunes a program that allows you to install applications 

authorised by Apple and available from the iTunes Store.  Restricting the software to Apple 

authorised applications reduces the risk of installing harmful software designed to deliberately harm 

your information/telephone.  

Ultimately, decisions to download and install software on your mobile device and computer are 

yours.  If you wish to reduce the risk further then only install software that you regard as important 

or essential for your particular personal or business needs.  

Recommendation: 

¶ Install software (applications) for your telephone from trusted and reputable 

sources only. 

¶ Install only essential or important software. 

Illegal software 

CƛƴŀƭƭȅΣ ŘƻƴΩǘ ƛƴǎǘŀƭƭ ƛƭƭŜƎŀƭ ǎƻŦǘǿŀǊŜ ŀǎ ǘƘŜ ǎƻŦǘǿŀǊŜ Ƙŀǎ ōŜŜƴ ǘŀƳǇŜǊŜŘ ǿƛǘƘ and carries greater risk 

that the software includes some nasty surprises ς such as malware.4  This includes using software 

ǘƘŀǘ ƛǎ ΨŎǊŀŎƪŜŘΩ or which uses a key generator in order to use proprietary software.  

Various legitimate software developers use bit torrent to distribute their software. Care should be 

taken to only use torrent files listed on the ǎƻŦǘǿŀǊŜ ǾŜƴŘƻǊΩǎ official web site. Illegally distributed 

commercial software downloaded from bit torrent or other file sharing applications poses significant 

risk. 

Recommendation: 

¶ 5ƻƴΩǘ use ΨŎǊŀŎƪŜŘΩ ƻǊ ƛƭƭŜƎŀƭ ǎƻŦǘǿŀǊŜΦ 

                                                             
4
  http://community.ca.com/blogs/securityadvisor/archive/2010/03/02/software-crackers-and-a-fake-

av-named-dr-guard.aspx 
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Phishing attacks 
We have periodically alerted subscribers to the presence of phishing scams that pretend to be from 

the Australian Taxation Office (ATO).  Scammers, pretending to be from the ATO, trying to steal your 

personal or financial information may send you an email, letter or ring you on the telephone.  The 

scammer creates a fake ATO web site, fake ATO email address or fake telephone number for you to 

ring and uses one or a combination of these methods to induce you to disclose your personal and/or 

financial information. 

aŀƴȅ ǇƘƛǎƘƛƴƎ ǎŎŀƳǎ ŀƛƳ ǘƻ ƻōǘŀƛƴ ǘƘŜ ǳǎŜǊƴŀƳŜǎ ŀƴŘ ǇŀǎǎǿƻǊŘǎ ƻŦ ǇŜƻǇƭŜΩǎ ƻƴƭƛƴŜ ōŀƴƪƛƴƎ 

accounts, but other information such as email addresses and email account passwords, Tax File 

Number, credit card numbers, debit cards and PINs may also be sought, depending on the nature of 

the scam. 

The Australian Taxation Office has created the web page below which provides further details of 

specific scams that pretend to be from the ATO: 

 www.ato.gov.au/onlinesecurity 

Knowing what signs to look for, will help you recognise a phishing scam when it occurs and enable 

you to prevent yourself becoming a victim of the scam. 

Refer also to the {{h CŀŎǘǎƘŜŜǘ άtǊƻǘŜŎǘƛƴƎ ȅƻǳǊǎŜƭŦ ŀƎŀƛƴǎǘ ǇƘƛǎƘƛƴƎ ŀǘǘŀŎƪǎέΦ 

Phishing from the scammers point of view 

Criminals who conduct phishing attacks come from all over the world.  Most of these criminals are 

not based in Australia.  The link below contains an interview with a reformed scammer from Lagos.  

During the interview άWƻƘƴέ όŀ ǇǎŜǳŘƻƴȅƳύ explains some of the various methods they use, 

including phishing, which are designed to extract money from potential victims. 

 http://www.scam-detectives.co.uk/blog/2010/01/22/interview-with-a-scammer-part-one/ 

Feedback questions  
This section is devoted to responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service. 

How do I check if the version of Adobe Reader I have installed is the most 

update to version? 

In the SSO Alert AL2010-011, we reported that Adobe products including Adobe Reader version 9.3 

contained security bugs and that readers should update to the latest version, which (at the time of 

writing)  is version 9.3.1.  However, the most up to date version number changes often and keeping 

track of which version number is the most up to date is a little inconvenient.  There is a way around 

this. 

If you have Adobe Reader (for Microsoft Windows) installed and you wish to check whether the 

version you have installed, is the latest version, follow the steps: 

http://www.ato.gov.au/onlinesecurity
http://www.ssoalertservice.net.au/view/8b0c49154bcea355a3b1114309ba8009
http://www.scam-detectives.co.uk/blog/2010/01/22/interview-with-a-scammer-part-one/
http://www.ssoalertservice.net.au/view/67f6654fb549c0fefa31e563b7243554
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1. Open Adobe Reader 

2. Select Help menu 

3. {ŜƭŜŎǘ ά/ƘŜŎƪ ŦƻǊ ¦ǇŘŀǘŜǎ  ΦΦΦέΣ ŀǎ ǎƘƻǿƴ ōŜlow: 

 

Figure 4, Adobe Reader for Microsoft Windows 

It will then check for, and install, any new updates that exist.  If there are no new updates available, 

and you already have the latest version installed, it will display the window: 

 

Figure 5, If this window is displayed, it means Adobe Reader is fully up to date 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 



 

© Australian Government Stay Smart Online  Page 8 of 8 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


