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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  ¢Ƙƛǎ ƳƻƴǘƘΩǎ 

newsƭŜǘǘŜǊ ǿƛƭƭ ŎƻǾŜǊ άFour tips for protecting your email address onlineέ ŀƴŘ άCookies ς what are 

they and what this means for your security?έ. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters. We are very interested in your feedback and where possible take on board your 

suggestions or requests.    

Useful security tips 

Four tips for protecting your email address online 
In response to our recent survey we had several comments regarding spam. One subscriber asked 

how do spammers (the people who send spam) obtain the lists of email addresses to send to. Note 

that for the purposes of this article, we refer to spammers who do not comply with the Australian 

Spam Act. 

Generally, unscrupulous spammers use any of the following methods:  

1. buy a list of email addresses from someone else,  

2. use an άŜƳŀƛƭ ƘŀǊǾŜǎǘŜǊέ ǘƻ ǎŎŀƴ ǿŜō ǎƛǘŜǎ ŦƻǊ ŜƳŀƛƭ ŀŘŘǊŜǎses; or  

3. use a virus to compile lists of spam addresses. 

The first method is very difficult to control, once your email address is in the hands of spammers, 

they will continue to send spam to it. But there are simple steps people can use to make it more 

difficult for spammers to obtain your email address in the first place. 

1. Avoid writing your actual email address on blogs, forums and other social networking 

web sites. 

ά9Ƴŀƛƭ ƘŀǊǾŜǎǘŜǊǎέ ŀǊŜ ǇǊƻƎǊŀƳǎ ǿƘƛŎƘ ǊŜŀŘ ǿŜō ǇŀƎŜǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅΣ ƭƻƻƪƛƴƎ ŦƻǊ ŜƳŀƛƭ ŀddresses. 

When they find an email address, they add them to their list. Many spammers use email harvesters 

ƻƴ ŦƻǊǳƳ ǎƛǘŜǎ ǘƻ ŎŀǇǘǳǊŜ ǇŜƻǇƭŜΩǎ ŜƳŀƛƭ ŀŘŘǊŜǎǎΦ  
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If you post comments on a blog or an online discussion group, consider not posting your email 

ŀŘŘǊŜǎǎΦ aŀƴȅ ŦƻǊǳƳǎ ǿƛƭƭ ƘŀǾŜ ŀ άtǊƛǾŀǘŜ aŜǎǎŀƎŜέ ŦŜŀǘǳǊŜΣ ǿƘƛŎƘ ŀƭƭƻǿǎ ȅƻǳ ǘƻ Ŏommunicate with 

another user (and allows other users to communicate with you) by your username or login name, 

used in the forum. Reconsider sharing your email address with strangers ς it is your private 

information.  

If you do decide to post your email address, rather than using the common symbols in an address, 

ƭƛƪŜ ΨϪΩ ŀƴŘ ΨΦΩ ǘǊȅ ǳǎƛƴƎ ǿƻǊŘǎ ƛƴǎǘŜŀŘ. For example the email address 

άmary@ssoalertservice.net.auέ ǿƻǳƭŘ ōŜŎƻƳŜ άmary at ssoalertservice dot net dot auέΦ This change 

may be enough to fool some email address harvesters, but probably not all. 

Also, be aware about your privacy settings in social networking sites such as Facebook and LinkedIn. 

By default, your friends or connections can view your email address on these sites.  

2. Use Bcc:, rather than Cc: or To:. 

Some viruses will scan all the files on a computer, find any email addresses and send itself to those 

addresses. Even if your computer is not infected with the virus, you can still help to limit this 

damage, by using a Bcc: (blind carbon copy) rather than Cc: (carbon copy) or To: when sending a 

single email to many people. 

When the Cc: field is used to send email, everyone who receives the email will also see all the other 

addresses in the Cc: field. If the Bcc: field is used, each recipient will see what is in the To:, From: and 

Cc: fields, but not any of the other Bcc: fields. So, if you put your own email address into the To: field 

and the From: field (yes, you can send email to yourself) and all other recipients in the Bcc: field, no 

recipient can see another. This has the side benefit of protecting the individual privacy of the 

recipients, which is often appreciated. 

The Bcc: field is often not immediately visible in some email programs. For example, to show the Bcc: 

field in Outlook express, follow these steps: 

1. tǳǎƘ ǘƘŜ ά/ǊŜŀǘŜ aŀƛƭέ ōǳǘǘƻƴΥ  
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нΦ Lƴ ǘƘŜ άbŜǿ aŜǎǎŀƎŜέ ǿƛƴŘƻǿΣ ǎŜƭŜŎǘ ά!ƭƭ IŜŀŘŜǊǎέ ŦǊƻƳ ǘƘŜ ά±ƛŜǿέ ƳŜƴǳΥ 

 

3. Type your recipients into Bcc: field: 

 

hǳǘƭƻƻƪ нллт Ƙŀǎ ŀ ǎƛƳƛƭŀǊ ŦŜŀǘǳǊŜ ά{Ƙƻǿ .ŎŎέΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ ǘƘŜ άhǇǘƛƻƴǎέ ǘŀōΥ 
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3. Never respond to spam 

Spammers will sort their lists of email addresses and remove those that are not working. Responding 

to a spam email is a sure way to inform the spammer that your email address is valid and someone is 

reading it. Lists of known, working email addresses are more valuable than those of mixed quality. 

The Australian Spam Act requires that commercial email comes with a working unsubscribe feature. 

This is generally found at the bottom of an email. Unfortunately, unscrupulous spammers know this 

and often use these features to confirm that your email address is real, rather than unsubscribing 

you from their list, as advertised.  

There is no way to be 100% sure that these unsubscribe buttons are real. If you do remember signing 

up and you are sure the company is Australian or have received email from the same company 

before, this should give you some confidence that it is safe to use these unsubscribe buttons or 

make an unsubscribe request.  

τȢ 2ÅÇÉÓÔÅÒ Á ȰÊÕÎËȱ ÅÍÁÉÌ ÁÄÄÒÅÓÓ 

By using a free email service (such as Hotmail (Live), Yahoo or Gmail) you can register a separate 

άƧǳƴƪέ email address. You can then use this address to sign up to web sites, forums and other places 

where you may not know who has access to your address or trust the site to protect your privacy. 

Your usual email address can be given to people you know and trust and be used with more trusted 

sites, such as online auction or banking sites. This will generally result in the majority of spam, 

coming to your free email account (many of which have excellent spam filtering functions) and your 

primary email account receiving less spam. 
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Cookies ɀ what are they and what this means for your security? 
Some responders to our recent survey wanted to know more about the security and privacy issues 

associated with cookies.  This article, therefore, explains a little about cookies, how they are used 

and what this means for your security. 

Cookies provide a mechanism for a web site to track which pages a particular user has viewed or 

which buttons they have clicked. This allows the web site to tailor the information better for that 

user and improve their overall experience with the web site.  

Cookies are now very commonly used by web sites to maintain a user άǎŜǎǎƛƻƴέΦ ²ƘŜƴ a user logs 

ƛƴǘƻ ŀ ǿŜō ǎƛǘŜΣ ǘƘŜ ǳǎŜǊΩǎ ǿŜō ōǊƻǿǎŜǊ ƛǎ ǊŜǘǳǊƴŜŘ ŀ άǎŜǎǎƛƻƴ ŎƻƻƪƛŜέΦ CƻǊ all subsequent interaction 

the user has with that web site, the web browser will also send the unique session cookie for that 

user, rather than forcing the user to enter their username and password for each action.  

LŦ ȅƻǳ άƭƻƎƻǳǘέ from a web site, the web site will cancel your session and the session cookie will no 

ƭƻƴƎŜǊ ōŜ ǾŀƭƛŘΦ ²ƘŜƴ ȅƻǳ ƴŜȄǘ ƭƻƎƛƴ ǘƻ ǘƘŀǘ ǎƛǘŜΣ ȅƻǳ ǿƛƭƭ ōŜ ǎŜƴǘ ŀ ƴŜǿ ǎŜǎǎƛƻƴ ŎƻƻƪƛŜΦ LŦ ȅƻǳ ŘƻƴΩǘ 

logout from a site, but instead surf away from it (by entering a different web address, for example) 

that session cookie will still remain valid for a time, before it expires. The time that a cookie remains 

ǾŀƭƛŘ όƻŦǘŜƴ ŎŀƭƭŜŘ ŀ άǎŜǎǎƛƻƴ ǘƛƳŜƻǳǘέύ varies for different web sites. If someone is able to obtain or 

guess a session cookie before it expires, they are able to impersonate you on the web site. Once the 

session has expired, the session cookie is useless. 

It is important that web browsers do not send a cookie that belongs to one site to a different site. 

This is a fundamental security feature of cookies. However, it is possible that not all content on a 

web site is hosted from a single domain (advertisements are an example of this). In this case, these 

other web sites might maintain their own cookies ς these are called third party cookies. 

While there are attacks that aim to steal cookies and hijack sessions, cookies generally pose more of 

a privacy concern, rather than a security concern. There is no harm in deleting cookies, you will 

simply be prompted to re-authenticate with sites. Deleting cookies is generally not worth doing for 

the limited security protection it offers. 

Internet Explorer has controls that allow you to fine tune the way it accepts or rejects cookies. You 

cŀƴ ŀŎŎŜǎǎ ǘƘŜǎŜ ŎƻƴǘǊƻƭǎ ōȅ ǎŜƭŜŎǘƛƴƎ άhǇǘƛƻƴǎέ ŦǊƻƳ ǘƘŜ ά¢ƻƻƭǎέ ƳŜƴǳ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ 

άtǊƛǾŀŎȅέ ǘŀōΥ 
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Figure 1, Privacy settings for Internet Explorer version 6 

Similarly, Mozilla Firefox has settings for: 

¶ Enabling and disabling cookies, including third party cookies 

¶ Deleting cookies 

¶ Blocking cookies 

Refer to its guides here: 

http://support.mozilla.com/en-US/kb/Cookies 

Mozilla Firefox has addons from third party developers, which can offer greater control over cookies. 

Two popular addons are: 

¶ Cookie Monster - https://addons.mozilla.org/en-US/firefox/addon/4703 

¶ Cookie Safe (CS Lite) - https://addons.mozilla.org/en-US/firefox/addon/5207 

However, note that there are some risks associated with installing software from unknown 

developers/vendors.  These risks, which were outlined in our March Newsletter, need to be 

considered in terms of the potential benefits the software (addons) can provide. 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

http://support.mozilla.com/en-US/kb/Cookies
http://www.ssoalertservice.net.au/content/doc/March2010.pdf
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The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


