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Stay Smart Online Alert Service 
Newsletter 

November 2008 

Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.   

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters and the recent online survey we did which concluded in early October. We are very 

interested in your feedback and where possible take on board your suggestions or requests. In this 

newsletter we have responded again to feedback questions. 

User software bugs 

Adobe Reader and Adobe Acrobat versions 8.1.2 and earlier 

Earlier this month, we published an SSO Alert about the need to update Adobe Reader and Adobe 

Acrobat, for versions 8.1.2 and earlier to fix known security bugs in this software.    Adobe Reader (or 

Adobe Acrobat) is needed to view a PDF (portable document format) files such as this newsletter. 

Updating this software is important as criminals have released specially crafted PDF files which can 

be used to attack and steal information from computers which have Adobe Reader or Adobe 

Acrobat (versions 8.1.2 or earlier) installed on their computer.    

A criminal could exploit these bugs by convincing a person with this software to open a specially 

crafted PDF file, either in an email attachment or clicking on a web link, or a person may become 

infected by simply visiting a web site of their own accord that has been compromised by a criminal 

who installed the harmful PDF file. 

When updating software such as this make sure you download the software only from the software 

ǾŜƴŘƻǊΩǎ ƻŦŦƛŎƛŀƭ ǿŜō ǎƛǘŜ ς even if the software is freely available elsewhere.  The official web site is: 

 http://get.adobe.com/reader/ 

http://www.ssoalertservice.net.au/view/08350dd4940a870802e02c33be48b9b7
http://www.ssoalertservice.net.au/view/08350dd4940a870802e02c33be48b9b7
http://get.adobe.com/reader/
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As an additional security precaution you can stop JavaScript from working in PDF files.  To do so, 

open your newly updated version of Adobe Reader and/or Adobe AcrobatΦ  {ŜƭŜŎǘ ǘƘŜ ά9Řƛǘέ ƳŜƴǳΣ 

then seleŎǘ άtǊŜŦŜǊŜƴŎŜǎ ΦΦΦέΤ ǎŜƭŜŎǘ άWŀǾŀ{ŎǊƛǇǘέΣ ǿƘƛŎƘ ǿƛƭƭ ǘƘŜƴ ŘƛǎǇƭŀȅ ŀ ǿƛƴŘƻǿ ŀǎ ŦƻƭƭƻǿǎΦ   

 

aŀƪŜ ǎǳǊŜ ά9ƴŀōƭŜ !ŎǊƻōŀǘ WŀǾŀ{ŎǊƛǇǘέ ƛǎ ƴƻǘ ǘƛŎƪŜŘ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ  Lǘ ƛǎ ǘƛŎƪŜŘ ōȅ ŘŜŦŀǳƭǘΦ  /ƭƛŎƪ hY 

and close.   

Setting up automatic updates in Adobe Reader 

To ǎŜǘ ǳǇ ŀǳǘƻƳŀǘƛŎ ǳǇŘŀǘŜǎ ƛƴ !ŘƻōŜ wŜŀŘŜǊΣ ƻǇŜƴ !ŘƻōŜ wŜŀŘŜǊ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ άIŜƭǇέ ƳŜƴǳΣ ǘƘŜƴ 

ǎŜƭŜŎǘ ά/ƘŜŎƪ ŦƻǊ ¦ǇŘŀǘŜǎ ΦΦΦέ Φ  ¢Ƙƛǎ ǇǊƻŎŜǎǎ ǿƛƭƭ also manually check for updates.  It will then show 

the following pop-up window, with a message that indicates if your version of Adobe Reader is 

already up to date or not: 

 

Select άPreferencesέ to set up automatic updates. 
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aŀƪŜ ǎǳǊŜ ά!ǳǘƻƳŀǘƛŎŀƭƭȅ ŎƘŜŎƪ ŦƻǊ !ŘƻōŜ ǳǇŘŀǘŜǎέ ƛǎ ǘƛŎƪŜŘΦ 

Note that automatic updates will not allow you to jump from version 8 to version 9.  Automatic 

updates will only update within the existing version numbers, if updates are available for that 

version.   

To upgrade to version 9 download and install the new version from: 

 http://get.adobe.com/reader/ 

 

Malicious software pretending to be an Adobe Flash Player software update 
Soon after the US election, criminals sent spam email inviting people to watch a video of Obama 

BarŀƪΩǎ victory speech by clicking on a web link.  People who clicked on the web link were taken to a 

web site that prompted visitors to install an Adobe Flash Player update in order to view the video. 

But the program was not really an Adobe Flash Player update but a data-stealing malicious software 

program.   

Adobe Flash Player is a software program that is used by web browsers to display some forms of 

video or animated content. 

http://get.adobe.com/reader/
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In October, Adobe made a public announcement about the availability of an update for older 

versions of its Adobe Flash Player to correct security bugs, so the timing of the spam email about 

Barack Obama may have helped trick some people into installing the malicious software. 

We have no information to indicate that these emails were sent to internet users in Australia, but 

the example demonstrates the importance of not clicking on links ƛƴ ŜƳŀƛƭ ŦǊƻƳ ǇŜƻǇƭŜ ȅƻǳ ŘƻƴΩǘ 

know and ƻƴƭȅ ƛƴǎǘŀƭƭƛƴƎ ǎƻŦǘǿŀǊŜ ǳǇŘŀǘŜǎ ŦǊƻƳ ǘƘŜ ǎƻŦǘǿŀǊŜ ǾŜƴŘƻǊΩǎ ƻŦŦƛŎƛŀƭ ǿŜō ǎƛǘŜΣ ŜǾŜƴ ǿƘŜƴ 

the software is freely available on many other web sites.  The official web site is: 

 http://get.adobe.com/flashplayer/ 

Feedback questions  
This section is devoted to responding to feedback or questions submitted by people who have 

subscribed to the Stay Smart Online Alert Service.   

How do I know all e-mails from Stay Smart Online are legitimate emails given hackers can 

forge bank and airline web sites, etc.? 

Look for your unique memorable phrase at the top of the email. 

To help subscribers to the SSO Alert Service learn how to recognise emails sent by us, we have 

developed the use of a unique memorable phrase.  The phrase is made up by you when you 

subscribe to the service and is unique to you.  The phrase should NOT be the same as your login 

password ς as the unique phrase is NOT secret information and may be read by people as it is sent 

across the Internet, in the way that a postcard can be read by anyone who handles the mail when 

sent by regular post. 

As mentioned in the Frequently Asked Questions (FAQ) on this topic, the inclusion of your unique 

memorable phrase in all emails from the SSO Alert Service is not a guarantee that the email is really 

from the SSO Alert Service; however, it is the next best thing.  It is possible but very unlikely a 

criminal would pretend to be from the SSO Alert Service and also include your unique memorable 

phrase in an email to you.   

Only subscribers who elect to receive SSO content via email will have their unique memorable 

phrase included in SSO emails.  In order to activate this feature, you must log in and subscribe to SSO 

via email.   

Think carefully about the content of the email and whether it is possibly a scam designed to trick you 

into doing something that could harm your computeǊΩǎ ǎŜŎǳǊƛǘȅ or steal your personal information.  

Just because you get an email from a person, business or organisation that you might be familiar 

with, does not always mean the email was really sent by them and should necessarily be trusted. 

 

) ÏÐÅÎÅÄ ÔÈÅ ÚÉÐ ÅÍÁÉÌ ÁÔÔÁÃÈÍÅÎÔ ÉÎ ÔÈÅ Ȱ503 ÐÁÃËÁÇÅȱ email contained in the SSO 

Advisory  ɀ I think I might be infected, what should I do? 

As noted in the SSO Advisory, if you have already opened the attachment, your computer is probably 

infected, even if you had up-to-date anti-virus software running at the time. 

http://www.ssoalertservice.net.au/view/eb9d7af0691091bd2ed32e5a7524e1da
http://www.ssoalertservice.net.au/view/eb9d7af0691091bd2ed32e5a7524e1da
http://get.adobe.com/flashplayer/
http://www.ssoalertservice.net.au/view/3d9114960ee5624b04d0d947f54c1a98
http://www.ssoalertservice.net.au/view/84de35ef2bf75b1d8505bb6d816dc5e0
http://www.ssoalertservice.net.au/view/84de35ef2bf75b1d8505bb6d816dc5e0
http://www.ssoalertservice.net.au/view/84de35ef2bf75b1d8505bb6d816dc5e0
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The malicious software attached to this email, if opened, captures online banking passwords and 

other account passwords.  The malicious software in this case also has the ability to hide itself from 

some anti-virus programs when the program scans for malware on your computer.  

If you or anyone else conducts online banking from the computer you suspect is infected, you should 

contact your bank and watch for potentially fraudulent withdrawals from your bank accounts.  Stop 

online banking from the infected computer until it can be cleaned.  It will be important to change all 

important online passwords but do so from another computer that is not infected. 

It is recommended you seek professional assistance to help detect and remove the malware.  The 

reason professional assistance is recommended is that often detection and reliable removal can be 

difficult without specialist skills especially for malware of this type which will be difficult to detect 

once it is on your computer. 

In situations such as these, some people may assume that if their anti-virus software does not detect 

any malware after running a full system scan, then they have no infection.  Depending on your 

situation, this may or may not be the case. 

The malware contained in the email attachment referred to in the recent SSO Advisory, which claims 

to be a legal contract or similar, has similar functionality to the malware in the earlier SSO Advisory 

which falsely claimed to be from the US Postal Service (UPS).    

Criminals frequently change the malware so it appears to be different from malware sent in the past.  

This means that some anti-virus programs may still not recognise the email attachment is malware 

at the time it is sent to potential victims.   

Security tips 
There are a number of things we need to do and consider in order to keep our computers and 

information secure from attacks from criminals operating through the Internet. 

The SSO Secure Computing Checklist covers the main security practices that should be adopted to 

reduce online risks.   

Keeping operating system and other software installed on your computers up to date at all times will 

help stop criminals from gaining access to your computer and personal information   

Some software security vendors have developed free online tools which are designed to help users 

ensure they have covered some of the basics to secure their computers.  This article looks at free 

products from: 

¶ F-Secure  

¶ Secunia 

In all cases, the tools are mainly checking for the presence of known software bugs in the operating 

system and other software installed on your computer.   Note, these tools do not check for any form 

of malicious software such as viruses, spyware, or trojan horse programs that may be on your 

computer. 

http://www.ssoalertservice.net.au/view/80f9037a48d497e69e405771bd0b18c5
http://www.ssoalertservice.net.au/view/84de35ef2bf75b1d8505bb6d816dc5e0
http://www.ssoalertservice.net.au/view/84de35ef2bf75b1d8505bb6d816dc5e0
http://www.ssoalertservice.net.au/view/3a53c9a71576a260ccf8018ba7e4df70
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F-Secure 

The free F-Secure HealthCheck tool  (http://support.f-

secure.com/enu/home/onlineservices/fshc.shtml) checks whether you have: 

¶ an Anti-Virus, Firewall and Anti-Spyware software installed on your computer 

¶ known security bugs in your operating system software and application software 

¶ software applications that are no longer supported by the vendor 

The Health Check tool requires you to install a small piece of software (called an ActiveX control) 

onto your computer and you must first agree to the terms and conditions in F-{ŜŎǳǊŜΩǎ ǳǎŜǊ ƭƛŎŜƴŎŜ 

agreement.  The tool is only available for Windows XP and Vista operating systems. You must run the 

security check from an account with administrator privileges.   

The tool provides a way to quickly find and fix problems.   The following screen shot shows an 

example of the type of report which the tool generates after it runs its checks: 

 

Each item can be opened to determine precisely what was checked and what problems, if any, 

found.  Yellow items indicate a problem that needs to be fixed.   

http://support.f-secure.com/enu/home/onlineservices/fshc.shtml
http://support.f-secure.com/enu/home/onlineservices/fshc.shtml
http://support.f-secure.com/enu/home/onlineservices/fshc.shtml
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If you get a report like the one above, it is worth using the HealthCheck tool again after you have 

corrected the problems to make sure all the security issues have been fixed. 

This is not a set-and-forget tool.  The security state of your computer can change quickly. Running 

the tool on a regular basis can help you stay across most of the issues that you need to keep your 

computer up to date and protected against known security threats. 

Secunia 

{ŜŎǳƴƛŀΩǎ Online Software Inspector requires Java software installed in order to work and is only 

available for Windows operating systems.  Details are on the Secunia web site.  It is worth checking 

the type of software programs that are included in the scan. 

Running the Online Software Inspector will produce a report similar to the one below showing which 

software programs have been checked and which are up-to-date (green ticks) and which are not (red 

crosses). 

 

http://secunia.com/vulnerability_scanning/online/
http://secunia.com/vulnerability_scanning/online/programs_covered/
http://secunia.com/vulnerability_scanning/online/
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Microsoft 

Microsoft also has a free online scanner, called Protection Scan, which looks for security bugs in a 

range of software products, including Microsoft products for Windows XP.  Unlike the previous tools 

mentioned, it also looks for some types of viruses, spyware or other forms of malware and checks 

your computer for common open ports that might make your computer more vulnerable to online 

threats and hackers.    Note that the Protection Scan generally takes a few hours to complete as it 

examines a greater range of issues. 

http://onecare.live.com/site/en-us/center/howsafe.htm
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Are there risks in conducting these online scans? 

Yes.  These online scanners, like other software, carry some potential risks.  These scanners require 

users to install software programs or browser software plug-ins that may contain their own security 

bugs.  At the time of publishing this newsletter, however, there were no known security bugs in 

current versions of these tools.   

These tools only look for a specific set of programs and features.  While still very useful, they may 

not fully identify all bugs for the software on your particular computer systems.  Hence users still 

need to take other precautions. The online scanners in this article are designed for home users and 

may not fully meet the needs of business networks. 

The risks of using these online scanners need to be weighed against the value of using a tool that can 

help you more easily manage security updates for software installed on your computer (other than 

the software installed with your operating system)  which may contain known software bugs. 

Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation. 
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action. Material on this site or in this Newsletter may also include information provided 
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 

 

 

 


