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Overview(
The purpose of the Newsletter is to provide general advice about online security issues and help you
learn to better manage the security of your computer and information when online.

The Newsletter provides additional information about the threats and software bugs which were
reported during the period, or about other threats to be aware of.

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

The dangers of email file attachments

You may have heard about the importance of not opening file attachments in email from senders
who you do not know and trust. The reason for this is that the file attachment might be malicious
software disguised as something else, which, if opened, could infect your computer and then
perform other harmful activities such as stealing passwords or other sensitive information.

Did you know that many types of files may have malicious software code imbedded in them? So
word files (which end in .doc or docx); spreadsheet files (which end in .xls or .xIsx) or even PDF files
(which end in .pdf) could all, potentially be harmful.

Also, files that end in .exe, which is short for executable, are also potentially harmful.

Unfortunately, file extensions and icons are often hidden, changed or faked so it is good to be
suspicious of all unexpected email attachments. If you do not know and trust the email sender, then
it is best not to open any file attachment as most file types have the potential to be harmful and run
malicious software on your computer, while disguised as something else.

Some email programs, such as Microsoft Outlook, block certain types of potentially harmful email
attachments, and for other types of attachments, require the user to save the attachment to disk
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before it can be opened. This allows the user to scan the file with an anti virus program before
opening it. Microsoft provides further information about these features.

New efforts to educate the public about the dangers of phishing

Phishing and malicious software are the two most common threats online users face. If you do not
know what phishing is, or how to detect a phishing email or a phishing web site, read our factsheet
on phishing.

Because it is trivial to copy images, branding, logos and text from legitimate and trusted web sites
and put them on fraudulent ones, it is, unfortunately, also very easy for criminals to fool people into
thinking that a fraudulent web site or email is genuine.

Many-security focused organisations work behind the scenes to detect malicious web sites set up by
criminals and then close them down as quickly as possible to minimise the harm done to people who
are fooled by them.

The Anti Phishing Working Group (APWG) and the US-based Carnegie Mellon University have
developed a system designed to educate consumers the moment they inadvertently click on a web
link to a phishing site.

The system works by redirecting the person’s web browser away from the phishing site to another
web site, which explains that the link they tried to visit was harmful and designed to fool them into
disclosing sensitive personal and/or financial information.

The following image shows the APWG and Carnegie Mellon University phishing landing page:
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Click on the link to view the full page.

http://education.apwg.org/r/

If you happen to come across this web page when you were expecting another one, then you
inadvertently clicked on a link to a fraudulent phishing site. Do not, however, assume that every
phishing site will be detected and disabled by security organisations before you click on the link to it.
Take the precautions referred to in the following SSO factsheets.

Protecting yourself against phishing attacks

What is a digital certificate and why it is important to check

Feedback Questions

This section is devoted to responding to feedback or questions submitted by people who have
subscribed to the Stay Smart Online Alert Service.

A frequent question we receive is, why do we display the memorable phrase in emails sent from the
Stay Smart Online Alert Service?

A reminder about your memorable phrase

As new subscribers are constantly signing up to this service, it is timely to again remind subscribers
that the memorable phrase is not a password and is not secret information; nor is it meant to be
treated as secret.

If you have opted to receive Stay Smart Online alerts, advisories and/or newsletters by email, the
top of your email will show the memorable phrase which you chose when you set up your profile, as
shown in the email below.
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From: Stay Smart Online Alert Service <noreply@ssoalertservice.net.au>
Reply-To: Stay Smart Online Alert Service <noreply@ssoalertservice.net.au>
Date: Wednesday, 4 November 2009 12:51 PM
To:
Subject: Stay Smart Online Alert Service

ifou have received this email because you have used this email address to subscribe to the
Stay Smart Online Alert Service: www.ssoalertservice.net.au

‘ Your Memorable Phrase: BetterWork

Sun Java update released to fix several security bugs - SSO-AL2009-055
04 November 2009

Software and platforms affected

The following software is affected

Sun Java Runtime Environment version 6 (prior to JRE 6 Update 17)
Sun Java Runtime Environment version 5 (prior to JRE 5 Update 22)

for the following operating system platforms:

Microsoft Windows (any)

Linux (any)

What is the problem?

There are several bugs in the Sun Java Runtime Environment (JRE) if not fixed could result
in your computer being attacked by criminals. Your personal and/or business information
may be accessed for fraudulent or illegal purposes. It is also possible your computer may

crash and become unusable.
v

Schedule "Send & Receive All* will run in less thana ...

Every memorable phrase is unique and is created by the subscriber, so your memorable phrase will
be different to the one above. If your memorable phrase is the same as your password for any
online account you have, then it is recommended you change those passwords because people who
know your memorable phrase may be able to more easily guess your passwords.

Unfortunately some criminals try to impersonate legitimate and trusted organisations in order to
fool a person into doing something, which ultimately harms their computer’s security and their
personal interests. The memorable phrase is a mechanism that helps prevent this.

The memorable phrase is a way to help verify, with reasonable reliability, that emails sent by the
Stay Smart Online Alert Service, are legitimate and really were sent by the people who operate this
service. The memorable phrase is not a guarantee that emails, which include your memorable
phrase, are legitimate and were sent by us, but it is a good indicator they are. Certainly if you ever
happen to receive an email that “appears” to be from the Stay Smart Online Alert Service that does
not include your memorable phrase then it should be regarded as fraudulent and deleted.

For a more detailed explanation about the purpose and significance of the memorable phrase, read
the FAQ (Frequently Asked Questions) on this topic.

Another way to check if emails sent by the Stay Smart Online Alert Service are legitimate is to check
on the web site www.ssoalertservice.net.au. All alerts, advisories and newsletters sent via email are

posted to the web site at the same time.

We have not had any reports that criminals have attempted to impersonate the Stay Smart Online
Alert Service at this time.
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This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

The information is intended for used by home users and small to medium sized businesses and is general
information only and not intended as advice and was accurate and up to date at the time of publishing. The
material and information in this newsletter is not adapted to any particular personOs circumstances and
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you
should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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