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Overview 
The purpose of the Newsletter is to provide general advice about online security issues and help you 

learn to better manage the security of your computer and information when online.  

The Newsletter provides additional information about the threats and software bugs which were 

reported during the period, or about other threats to be aware of. 

Feedback  
Thank you to those subscribers who have provided feedback to our Alerts, Advisories and 

Newsletters.  We are very interested in your feedback and where possible take on board your 

suggestions or requests.    

In particular, thank you to those subscribers who responded to our twice annual questionnaire, 

which is designed to obtain more detailed feedback about how you find the service and how it can 

be improved.  Your responses are being collated and will be taken into consideration. 

Security tips 

Microsoft has released a new FREE anti-virus and anti-spyware product for home users. 

Microsoft has recently released a new free anti-virus program for home users with a legitimate copy 

of the Microsoft operating systems – for Windows XP with Service Pack 2 or Service Pack 3 installed, 

Windows Vista or Windows 7.1  The product, called Microsoft Security Essentials, aims to detect and 

protect against malicious software (called malware).  This includes malware that is normally 

detected by anti-virus programs and by anti-spyware programs. 

Traditionally, AusCERT advised of the need to install and operate one anti-virus program and one 

anti-spyware program.  Microsoft previously released a free anti-spyware program called Windows 

Defender.  However, if you install Microsoft Security Essentials, it will disable Windows Defender as 

Defender is no longer required if you run Microsoft Security Essentials. 

                                                             
1  To find out which operating system you have, including the details of which service pack (if applicable) 

go to the Start Menu, Control Panel and select “System”. 
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Because Microsoft Security Essentials has only recently been released, it is not currently included in 

the SSO Factsheet called, Free security software for non-commercial use.  However, it is certainly a 

product worth considering, if you wish to use a free anti-virus and anti-spyware program in one. 

When should I install it? 

Every computer connected to the Internet should have installed an up to date anti-virus and anti-

spyware product.  If you have these products installed and they remain up to date, there is no need 

to take any action and it is not recommended to replace them unless you are dissatisfied with their 

performance. 

How do I install it? 

Before installing Microsoft Security Essentials, Microsoft recommends to uninstall any pre-existing 

anti-virus and anti-spyware program that may already be installed on your computer.    

You can uninstall anti-virus and anti-spyware programs on your computer by going to the Start 

menu, Control Panel and selecting “Uninstall a program”, under the “Programs” heading. 

 

Figure 1, Microsoft Vista Control Panel 

Or if you have Classic View enabled, the Control Panel will look more like this: 

http://www.ssoalertservice.net.au/view/9936ff34b67003b0e3b138eb3a4aff2f
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Figure 2, Microsoft Vista Control Panel in Classic View 

Select “Programs and Features”, then select the anti-virus program you wish to uninstall and select 

“uninstall”.  It may be necessary to reboot (restart your computer before you install Microsoft 

Security Essentials). 

Further information about Microsoft Security Essentials, where to download it, how to install it, and 

how it works can be found here: 

http://www.microsoft.com/Security_Essentials/ 

http://www.microsoft.com/Security_Essentials/default.aspx?mkt=en-au#dlbutton 

 

 

The case of the threatening email 
Recently a woman in Canberra told us that she had been contacted one afternoon by the Australian 

Federal Police.  According to the police, the woman’s computer, as identified by its IP address,2 was 

used to send a threatening email to another person in Australia.  The threat was serious enough to 

warrant investigation by the police. 

                                                             
2
 When you connect to the Internet via your Internet Service Provider, the ISP assigns a unique address to your 

computer, called its IP (Internet Protocol) address.  This address is like a street address for your house in that it 

allows your computer to be located and reached over the Internet in order that you may send and receive 

messages via your computer. 

http://www.microsoft.com/Security_Essentials/
http://www.microsoft.com/Security_Essentials/default.aspx?mkt=en-au%23dlbutton
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As the woman was unknown to the victim and had no association with the victim and no one else 

had physical access to her computer, the police suspected that the woman’s computer had been 

‘hacked’, using malware and that the criminal who sent the threatening email had used the woman’s 

computer to create a hotmail account from her computer (remotely), draft and then send the 

threatening email.  The use of the woman’s computer to create the hotmail account and then send 

the threatening email, makes identifying the real culprit very difficult as it is unlikely the necessary 

log files on the woman’s computer or held by the ISP had been kept from the time when the account 

was created and the email sent – which was several months earlier. 

The case demonstrates yet another way that criminals can use your computer’s Internet connection 

to conduct their criminal activities using your identity and your computer’s resources while hiding 

their own identity. 

In this case, it was recommended that the woman follow the steps outlined in the SSO Factsheets 

below to try and detect and remove the malware that was used to facilitate this compromise of her 

computer.   

You have malware - what should you do? - Factsheet 11 Part 1 

You have malware - what should you do? - Factsheet 11 Part 2 

You have malware - what should you do? - Factsheet 11 Part 3 

Given the nature of the advice received from the police, it was recommended that the woman seek 

professional assistance to detect and remove the malware from her computer in the event that 

following these Factsheets did not detect any malware of the type capable of allowing a criminal to 

take over remote control of her computer. 

Fortunately the woman did not use her computer for any sensitive transactions including e-tax, e-

health or online banking.  Nonetheless it was recommended she also read and follow the steps in 

the SSO Factsheet on Understanding Password security, (page 3), which is especially relevant in the 

event that her computer has been compromised.   It is important to detect and remove the 

malware from the computer before changing passwords from the computer that is still 

compromised. 

The woman was puzzled by how her computer came to be infected with malware as she said she is 

normally very careful about which web sites she visits and never opens or clicks on links in spam 

emails.  Though she did admit having let her anti-virus software expire for a few months.   

It is difficult to know what actions lead to this particular infection but unfortunately from time to 

time legitimate web sites get attacked by criminals and used to serve malware to any computer that 

connects to the web site.  It is for this reason that users need to be proactive in keeping their own 

computers as secure as possible to minimise the risk of this occurring.  In this regard it is 

recommended that all users follow the security precautions outlined in the SSO Secure computing 

checklist.  Other SSO factsheets available will provide further details about how to implement these 

recommendations if you require further assistance. 

 

http://www.ssoalertservice.net.au/view/d7723c24c424de0caa991ad3e2860def
http://www.ssoalertservice.net.au/view/6f49c25d53824f7222a9b2f891495cd4
http://www.ssoalertservice.net.au/view/508ad21492942059777beaf398943491
http://www.ssoalertservice.net.au/view/821e69be74588a93b128e667972e6f2d
http://www.ssoalertservice.net.au/view/3a53c9a71576a260ccf8018ba7e4df70
http://www.ssoalertservice.net.au/view/3a53c9a71576a260ccf8018ba7e4df70
http://www.ssoalertservice.net.au/fact-sheets
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Disclaimer 

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and 
the Digital Economy. 

The information is intended for used by home users and small to medium sized businesses and is general 
information only and not intended as advice and was accurate and up to date at the time of publishing. The 
material and information in this newsletter is not adapted to any particular personôs circumstances and 
therefore cannot be relied upon to be of assistance in any particular case.  In any important matter, you 
should seek professional advice relevant to your own circumstances. 

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no 
responsibility or liability for information either included or referred to in the Newsletter.  No responsibility or 
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the 
Newsletter, whether by way of negligence or otherwise. 

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of 
endorsement by the Commonwealth of the products or services provided by that person or organisation.  
Similarly, links to other web sites have been inserted for your convenience and do not constitute 
endorsement of material at those sites, or any associated organisation, product or service. 

Please note that material in this Newsletter, as the case may be, includes views or recommendations of 
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to 
particular course of action.  Material on this site or in this Newsletter may also include information provided 
by third parties.  The Commonwealth cannot verify the accuracy of information that has been provided by 
third parties. 


