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Overview
The purpose of the Newsletter is to provide general advice about online securityaisguresp you
learn to better manage the security of your computer and information when online

TheNewsletter provides additional information about the threats and software bugs which were
reported during the period, or abootherthreats o be aware af

Feedback

Thank you to those subscribers who have provided feedback to our Alerts, Advisories and
Newsletters. We are very interested in your feedback and where possible take on board your
suggestions or requests.

Feedback Questions
This section is devoted to responding to feedback or questions submitted by people who have
subscribed to the Stay Sm&nline Alert Service.

Based on your feedback, in this monthQ @ecurity tipsve provide a detailed explanation of how to
improve the Automatic Update feature of Microsoft Windows.

Security tips

What is the difference between Automatic Updates, Windows Update and Microsoft
Update?

Microsoft Updateand Windows Updateare Microsoft web sites that offer updates for Microsoft
Windows. Microsoft Update provides updates for all supported Microsoft products, whereas
Windows Update supports only the Windows operating system itself. Therefore, if you use products
such as Microsoft Office, only Microsoft Update will deliver the updates for both your Microsoft
Windows operating system and any installed Microsoft applications. You can interactively update
your system by visiting these web sites with Internet Explorer, or you can set up Automatic Updates
to do it for you.

Automatic Updatess built-in to the Windows operating system and as its name might suggest can
automatically download and install Microsoft updates to your computer. You can configure
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Automatic Updates for unattended installation of upgrades available from the Microsoft Update and
Windows Update web sites.

Microsoft Update is at http://update.microsoft.com/microsoftupdate/v6/default.aspx

Windows Update is at http://windowsupdate.microsoft.com

How to Enable Automatic Updates to Install Microsoft Office Updates and Important

Updates

By default, Automatic Updates for Microsoft Windows versions XP, Vista and 7* only checks for

updates for the Windows operating system itself. Other Microsoft products, such as Microsoft

Office, must be updated separately. | £ &2 > | dzli 2 Y| (i downloddbdRihstalE & 62y Qi
Recommendedpdates ¢ only those labelled Importantare installed automatically.

How to configure Automatic Update to use Microsoft Update for Windows XP
1. For Windows XP users, log in with an account that has administrative privileges. If you are
unsure how to do this look at the August 2009 newsletter which explains how to do this.

2. Now open Internet Explorer and enter the URL
http://update.microsoft.com/microsoftupdate/v6/default.aspx and press enter. Please
note that you must use Internet Explorer as Microsoft does not support other web browsers
for Microsoft Update.

3. If you do not have Microsoft Update installed, you will see the following screen:
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! Microsoft Windows 7 will be released publicly on 22 October 2009.
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4. Click the Start Nowbutton. You will be prompted to accept the license agreement by
clicking the Continuebutton.

5. You will then be asked to install the Microsoft Update ActiveX control®.

6. Toinstall the ActiveX control you must click the yellow bar that appears at the top of the
browser window and select Install ActiveX Controlf you do this correctly you will be
prompted by the following dialogue box ¢ click Installnow to install the control.

Internet Explorer - Security Warning ['5_(|

Do you want to install this software?
Mame: Microsoft Update
Publisher: Microsoft Corporation

More options Install ] [ Don't Install

@ ‘while files from the Internet can be useful, this file kype can potentially harm
wour computer, Only install software From publishers you trust, What's the risk?

7. Once the ActiveX control is installed, you will be prompted to continue with checking for
updates. To continue, click the button labelled Check for Updates

8. Miicrosoft Update then presents you with two options for checking for updates. They are
Expresand Custom Expressvill perform the same function as Automatic Updates and only
offer to install important updates. The Qustomoption will offer the important updates and
additional updates recommended by Microsoft. The additional updates will not be
delivered via Automaic Updates on Windows XP

9. If you have never run Microsoft Update or Windows Update you will be prompted to install
a few updates which are a prerequisite to continue. You will know this is the case as you will
see the following page:
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2 An ActiveX control is a small program that can be used to extend the functionality of the Internet Explorer
web browser. Visit http://www.microsoft.com/protect/terms/activex.aspx to find out more.
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10. Click Download andnstall Nowto install the required components. You may need to restart
your computer after these components have finished installing.

11. If you have to restart the computer, you will be able to quickly return to the Microsoft
Update site afterwards by going to the Start Menu, selecting All Programsnd then clicking
on the Microsoft Update option at the top of the menu list.

@ Set Program Access and Defaults
e Windows Catalog

|| Maxwell
\ Microsoft Update

@ Internet 1] Accessories Micrasoft Update
g7 [nternet Explore l:"J

‘;'[ E-mail Lt Remaved
W ran

1“ Windows Update

Removed

a Removed

v v w w v w w w w w w

& Internet Explorer

Remote Assistance

re
Q) Windows Media Player

ml G Windows Movie Maker
Log Off @ Disconnect

12. You will again be prompted to select a method of Expressr Custom This time you may be
offered additional updates to the ones already installed by Automatic Updates. If you
selected Custonmthen the updates under the section High Priorityshould all be selected. It
may also be useful to also select some items from the Software, Optionadection. See the
example below:
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13. Once you are happy with your selection, click the Review and install updatdisk above the
list of updates. Then click the Install Updatebutton and wait a while. When the installation
has completed, the update process will display the following dialogue box (which may

prompt you to restart).

4 Installi ng Updates le

% Installation complete

Configure automatic updates

How to configure Automatic Update to use Microsoft Update for Windows Vista
1. Login to your computer with an account that has administrative privileges. If you are
unsure how to do this look at the August 2009 newsletter which explains how to do this.

2. Open Windows Update by going to

a. Start e

b. All Programs
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¢c. Windows Update
d. Change Settings
You will see a screen similar to the image below (without the red box).

e ifErrE=

&5 » Control Panel » Windows Update » Change settings v I +4 ‘ | Search P

GU-

-~

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

Understanding Windows automatic updating

|g] @ Install updates automatically (recommended)
A4 Install new updates:

[Every day v] at [3:00 AM v]

1

(©) Download updates but let me choose whether to install them
(@) Check for updates but let me choose whether to download and install them
|g1 (©) Never check for updates (not recommended)
A4 Your computer will be more vulnerable to security threats and performance problems without the

latest updates.

Recommended updates

[#] Include recommended updates when downloading, installing, or notifying me about updates

Update service =
[¥#] Use Microsoft Update

You will receive updates for Windows and other products from Microsoft Update.

3. You should check the boxes for Recommended updatesd the Update serviceo it looks
the same as above. Click the OK button ¢ you will be prompted by Windows to verify this
step. If you performed this procedure from an account with limited or standard user
privileges,® you will be prompted to select an account with administrative rights and then to

enter a password.

4. ThatQit - now you will now receive additional updates for all Microsoft products.

How to configure Automatic Update to use Microsoft Update for Windows 7
1. Login to your computer with an account that has administrative privileges. If you are
unsure how to do this look at the August 2009 newsletter which explains how to do this.

2. Open Windows Update by going to

a. Start e

See the August 2009 newsletter for an explanation of what this means.
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b. All Programs
¢c. Windows Update
d. Change Settings

You will see a screen similar to the image below (without the red box).
( =)
Kool - * ConrolPane » System and Scurty_» WindowsUpdate » Changesetings - 41 2]

Choose how Windows can install updates

When your computer is onling, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer,

How does automatic updating help me?

Important updates

‘dl [Install updates automatically (recommended)

Install new updates: |Every day '] at l7:00 PM

Recommended updates

[¥] Give me recommended updates the same way I receive important updates
Who can install updates

[¥] Allow all users to install updates on this computer
Microsoft Update

[¥] Give me updates for Microsoft products and check for new optional Microsoft software whenI
update Windows

Software notifications

[7] Show me detailed notifications when new Microsoft software is available

Note: Windows Update might update itself automatically first when checking for other updates. Read our
rivacy statement online.

3. You should check the boxes for Recommended updatgd/ho can install updateand
Microsoft Updateso it looks the same as above. Click the OK button ¢ you will be prompted
by Windows to verify this step. If you performed this procedure from an account with
limited or standard user privileges,* you will be prompted to select an account with
administrative rights and then to enter a password.

4. ThatQit ¢ now you will now receive additional updates for all Microsoft products.

Disclaimer

This Newsletter has been prepared by AusCERT for the Department of Broadband, Communications and
the Digital Economy.

See the August 2009 newsletter for an explanation of what this means.
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The information is intended for used by home users and small to medium sized businesses and is general

information only and not intended as advice and was accurate and up to date at the time of publishing. The

materi al and information in this newsletter is not adap
therefore cannot be relied upon to be of assistance in any particular case. In any important matter, you

should seek professional advice relevant to your own circumstances.

The Commonwealth, AusCERT, and all other persons associated with this Newsletter accept no
responsibility or liability for information either included or referred to in the Newsletter. No responsibility or
liability is accepted for any damage, loss or expense incurred as a result of the information contained in the
Newsletter, whether by way of negligence or otherwise.

The listing of a person or organisation in any part of this site or Newsletter does not imply any form of
endorsement by the Commonwealth of the products or services provided by that person or organisation.
Similarly, links to other web sites have been inserted for your convenience and do not constitute
endorsement of material at those sites, or any associated organisation, product or service.

Please note that material in this Newsletter, as the case may be, includes views or recommendations of
third parties, which do not necessarily reflect the views of the Commonwealth, or indicate its commitment to
particular course of action. Material on this site or in this Newsletter may also include information provided
by third parties. The Commonwealth cannot verify the accuracy of information that has been provided by
third parties.
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